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Spanning Tree algorithm and Protocol

BRIDGE 1
PORT || PORT
LAN A LAN B
PORT PORT PORT
BRIDGE 2 BRIDGE 3 BRIDGE 4
PORT PORT PORT
LAN C
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Spanning Tree algorithm and Protocol

Root Bridge
04222222
P1 P2
C10 C4
LAN A LAN B
C10 C4 C10
P1 P1 P1
05121212 05111111 05222111
P2 P2 P2
C10 C10 C20
LAN C
Bridge
Bridge ID 2 6 MAC
Port ID
Port Path Cost
Bridge ID BRIDGE1  Root Bridge
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Spanning Tree algorithm and Protocol

R
C10 C4
LAN A LAN B
AL.C10 P _~ C10
\R) \R) R/
P2 P2 P2
C10 C10 C20
LAN C
Root Bridge O Bridge  Port Path Cost Root Path Cost
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Spanning Tree algorithm and Protocol

@ Root Port

R R @ Designated Port
C10 C4
LAN A LAN B
AL.C10 P C10
\R) R R
D
0 C10 BLOCKING
LAN C
Bridge  Root Root Port
LAN Root Path Cost Bridge Port  Designated Port
BLOCKING
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Spanning Tree algorithm and Protocol

BRIDGE 1
P1 P2
LAN A LAN B
P1 P1 P1
BRIDGE 2 BRIDGE 3 BRIDGE 4
P2 P2 P2
LAN C
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Spanning Tree algorithm and Protocol

® Root Port

D/ Designated Port

05222111

R R
LAN A _AAN B
A\ ~
\R) P1 (r)
05121212
D R P2
LAN C

BRIDGE 2 BRIDGE 4
Bridge ID
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Spanning Tree algorithm and Protocol

BRIDGE 1
P1 P2
LAN A LAN B
P1 P1 P1
BRIDGE 2 BRIDGE 3 BRIDGE 4
P2 P2
FORWARDING éﬁ
LAN C
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Spanning Tree algorithm and Protocol

BLOCKING FORWARDING

BLOCKING -> LISTENING -> LEARNING -> FORWARDING

F

(R .

Max Delay Forward Delay Forward Delay
LISTENING LEARNING Bridge
Max Delay Hello

Max Delay  default 20
Forward Delay  default 15
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Spanning Tree algorithm and Protocol

IEEE802.1D Bridge
Configuration BPDU  Bridge Root Bridge Root Bridge  Root
Tree BLOCKING

Bridge BPDU Bridge Protocol Data Unit

Hello
Root Bridge  Bridge ID Bridge
ID 2 6 MAC
Port ID Path Cost
Path Cost
Path Cost
Path Cost
Path Cost = 1000/LAN [Mbps]
802.1D
100Mbps 19 1Gbps 4 10Gbps 2 802.1T 10Gbps 2000 1Tbps

20 10Tbps 2
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Spanning Tree algorithm and Protocol

Bridge  Root Bridge Path Cost  Root Path Cost Root Bridge O
Bridge Cost Root Path Cost
Bridge 1 Root Bridge Root Port
Root Port FORWARDING
LAN Bridge Root Path Cost
LAN Designated Bridge Designated Port
FORWARDING
Root Path Cost Bridge ID Port ID
Root Port Designated Port BLOCKING
Hello Packet 2 Max Delay 20
Root Bridge Root
Path Cost Root Port  Designated Port
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Spanning Tree algorithm and Protocol

BLOCKING FORWARDING Root Port

Designated Port FORWARDING
LISTENING
LISTENING Forwarding Delay 15 LEARNING
LISTENING LEARNING
LEARNING MAC
FORWARDING
LEARNING Forwarding Delay

FORWARDING

STP

BLOCKING->LISTENING->LEARNING->FORWARDING

FORWARDING
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Spanning Tree algorithm and Protocol

1| 2| 3] 4 7| 8
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Spanning Tree algorithm and Protocol

Root Port Topology Change Nortification BPDU

Root Bridge Bridge Configuration BPDU

Hello ACK

Root Bridge Root Bridge

Root Bridge  Configuration BPDU  Topology Change flag
Bridge

Topology Change flag Bridge MAC

aging time 300
Forwarding Delay 15
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Spanning Tree algorithm and Protocol

Max Delay + Forward Delay + Forward Delay = 20 + 15 + 15 = 50

Hello 1 Max Delay 6 Forward Delay

14

PC

STP FORWARDING
DHCP

Vender
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EAPS Extreme

RING MAN
SW
. RING SW
Secondary | Primary SW Primary
L2 Secondary Secondary BLOCKING
J\ Primary RING Hello
Secondary
L2SW L2SW
SW TRAP
\ ) SW
Secondary
FORWADING
L2SW L2SW MAC
flash
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UplinkFast Cisco

SW 2

Root Bkup Core SW

B B

T e

1 FORWADING BLOCKING
Bridge priority
Root Bridge
FORWARDING

BLOCKING FORWARDING
Bridge  MAC

Source

Bridge
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Cisco

Port Fast LISTENING
LEARNING
Backbone Fast
BPDU Guard Port Fast BPDU
BPDU Filtering BPDU filter STP
Root Guard L2
L2SW Root
Loop Guard (M,
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RSTP

IEEES02.1w
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Rapid STP

4_Ag reementT l 1_Proposal

5.Forward

signated ort
2 .Block 3.Block
9_Forward 11.Forward

8. Agreement 10. Agreemen
6 Proposal 7 .Proposal
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MSTP

IEEE802.1s
VLAN 802.1D STP
VLAN
Vender
VLAN STP VLAN
STP
MSTP VLAN 1 STP
STP 1 BPDU
STP Region
RSTP
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loop free
VLAN 802.1Q
default gateway redundancy HSRP VRRP ESRP
QOS 802.1p
link aggregation
traffic mirroring switched port analyzer
traffic rate limit
filtering
flow control 802.3x
port based authentication 802.1X
broadcast storm control
802.1Q tunneling
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VLAN 802.1Q

VLAN
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default gateway redundancy VRRP HSRP ESRP FSRP

L2

PC

default gateway
2

default gateway
proxy arp
ICMP

VRRP (RFC2338
HSRP (Cisco)
ESRP (Extreme)
FSRP Foundry
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default gateway redundancy VRRP HSRP ESRP FSRP

HSRP
IP
Virtual IP
Hello
Virtual IP Priority Active
* : 2 Active Virtual IP
-/ PC  default gateway Virtual IP
Active MAC HSRP
Standby  Active VRRP 2

Source IP

Act-Stdby
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QOS 802.1p

802.1Q 3bit

L2SW traffic rate
Queue

L2SW Queue 8 4
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link aggregation

100Mbps 1Gbps
I _ 4
L2SW L2SW
J -
bit 1 1

source destination MAC

auto negotiation
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traffic mirroring switched port analyzer

SW
12| 3| 4|5]|6| 7 8 A-B
IDS
Q E Ana|yzer
TAP
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IDS
Analyzer
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traffic rate limit

access-list classify
policing
Input Output
2002/7/26 JANOG10 (c) NTT DATA Corporation 2002

33



filtering

MAC
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flow control 802.3x

XON XOFF
L2SW
CPU
L2SW
msec
L2SW L2SW
PC or CPU
QOS
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port based authentication 802.1X

L2SW
L2SW Extensible Authentication Protocol Over LAN
WindowsXP
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broadcast storm control
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802.1Q tunneling

VLAN

Ethernet
VLAN 1 }
VLAN 2
VLAN 3
VLAN 1 }
VLAN 2
VLAN 3
L2SW MTU
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