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- transit
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== transit

/bgp community

AS200

e A3




prefix filter Outbound
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AS Path:
300 100

== transit AS Path:

200 100
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AS Path:
300 100

- transit

AS Path:
200 300 100
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/32

or prefix
/3 /30 - Point to Point link?

10.0.00
172.16.0.0
192.168.0.0
0.0.00/0 -

2004/1/30

BGP o o @ JANOG13

10



/32

Ingress Prefix Filter

B default Private Host Loopback etc
[J see also RFC3330
(/25 or longer )

B Prefix Filter

I http://www.cymru.com/Documents/secure-bgp-
template.html
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next—hop-self

ethernet

next-hop-self
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next—-hop-self

- transit
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next—-hop-self

- transit

traffic
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next—-hop-self

AS200 MAC )

AS300
traffic

S

- transit

traffic IX
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- transit

traffic

AS400

AS100

AS300
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- transit

traffic

AS200

AS400

AS300
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AS400
— transit

craffic  /AS200 AS300
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- transit

/E{ transit \’

traffic
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[1 Netlantis project
B http.//www.netlantis.org/

AS1299 A.SEMEH AS13237 @
] [

r=t

N




BGP

L] full route
]

B Understanding BGP misconfiguration
L http://www.cs.washington.edu/homes/ratul/bgp/

[
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B Egress
B |[ngress
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AS400
. .

== Transit
— MED: 100 ‘w MED: 200
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== transit

traffic

MED: 100

Aszo%
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== transit

IBGP
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AS100
EA\SZOO R1 | Route-Reflecto

R2 — transit

AS200 I
"

IBGP

H
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AS100
EA\S3OO R1 Route—Reflecto

R3 — transit

« :
AS200
- R4 . ‘.ASSOO

IBGP
R2
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[m R2 L EB= AS100
R1 Route-Reflecto

= transit

-L iBGP
IEI
AS200 l
‘. ‘.AS"’OO
AS4OO
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= transit

IBGP

AS200
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[ R1 R1 Route-Reflecto

e, — transit

‘ iBGP

AS200
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RouteriD R3 y I AS100
R2 R3 R1 | Route-Reflecto

y = transit

IBGP
_R2 |
N
- M

AS200
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[RZ eBGP : AS100
R1 Route-Reflecto

< = transit
’ I

b IBGP

AS200
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e P — AS100

-------- R1 | Route-Reflecto
————— — transit

IBGP
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C
B eBGP Router-ID
L
]2 eBGP
AS PATH
J

B eBGP Router-ID
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= o P AS100

------ i]_/ Route-Reflecto
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B — AS100

RouterldD R4 R5 | R1 | Route-Reflecto

R4 : transit
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= transit

IBGP

2004/1/30 45
BGP o o @ JANOG13



oy AS100
Route-Reflette S

g T

o . — transit

1 .
n
a N . "
| | )

.

[ R1
iBGP
;=
. M

LLR3,
. v b
AS200 I||
AS4OO

2004/1/30 46
BGP o o @ JANOG13




1. LOPRE
2. always—-compare-med
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e N === AS100
LOPRE R1 Route-Reflecto
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MED
RouteriID
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IBGP

Loopback
IBGP
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IBGP

H |GP BGP session
] session
]
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IBGP

RC
O RR RC
B BGP IGP
]
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soft reconfiguration

Input Policy
Route refresh capability

new rfc =2
old cisco =128

>show ip bgp neighbors

Neighbor capabilities:
Route refresh: advertised and received(new)

> show bgp neighbor

Peer supports Refresh capability (2)
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soft reconfiguration

soft reconfiguration Input Policy

B show ip bgp neighbors X.X.X.X received-route
B show route receive-protocol bgp X.X.X.X
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soft reconfiguration

B Prefix Filter deny 0.0.0.0/0 le /32
B soft reconfiguration

] Prefix Filter

B Input Policy

2004/1/30
BGP o o @ JANOG13

56



2004/1/30

BGP o o

@ JANOG13

57



AS—-PATH Filter

AS Path Filter
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AS-PATH Filter

IRR
0 as-set

asset:  ASIII : AS-OCN

descr: ASesrouted by 11J : ASes advertised by OCN

members: AS112, AS2497, AS2504, AS2508, AS2515, ASAT13,
AS2523, AS2526, AS2527, ASA459, ASAGT2, AS290, AS2504, AS2526, ASA249, ASA68S,
ASA685, ASA688, ASA695, ASAT18, ASAT23, ASA710, ASAT1L, ASAT718, AS7502, AS7511,

ASATTT, ASA996, AS6303, AS7500, AS7502, AS7521, AS7522, AS7524, AS7529, AST668,
AS7511, AS7516, AS7517, AS7519, AS7521, AS7671, AS7672, AS7674, AS7676, AST7682,
AST7522, AS7524, AS7529, AS7531, AS7664, AS7684, AS7686, ASO351, ASO353, AS9363,
AS7668, AS7670, AS7671, AS7672, AS7679, ASO368, ASO370, ASO374, ASO601, AS9602,
AS7682, AS7684, AS7685, AS7686, AS7687, ASO605, ASO612, AS9614, ASO617, AS9618,

AS9621, AS9622, AS9824, ASO827, AS9991,
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AS-PATH Filter

(

O ~(100 )+$

O ~(100 )+(200 )+$

(as-set

B as-path filter
O 100%
O 200%

B prefix filter

[0 10.100.0.0/16
[1 10.200.0.0/16
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