NSP-SEC &

NSP-Security-JP
NSP-SEC-JP

Peers Working Together
to Battle Attacks to the

Internet
JANOG - July 2004

Danny McPherson <danny@arbor.net>
Taka Mizuguchi <taka@ntt.net>

m



« NSP-SEC
NSP-SEC
- NSP-SEC-JP
- NSP-SEC-JP
o JPCERT/CC TelecomISAC etc.
« NSP-SEC-JP
- NSP-SEC-JP




2002 —

The Real Security Problem

- 2002 9 ISP/SP

September 2002 ISP/SP Operations Security Engineers could not:

Find their security colleagues in their directly attached peers.

— Hop

Find security engineers in providers two hops away.

Find ANY security engineers in the Asian providers.

When big attacks happened, there was no way for the people who needed to work
with each other to find/contact one another ... let alone work collectively to mitigate
the attack.
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2003 —

A Year of Difference

«2003 9 ISP/SP

September 2003 ISP/SP Operations Security Engineers Can:
= ISP

Find their security colleagues in their direct peers and a huge range of global ISP/SPs

— INOC

Work with each other via email, chat, iINOC Phone, and POTSs to collectively mitigate
attacks and incidents on the Internet

— Traceback

Execute inter-provider traceback and mitigation

- (Blaster )

Apply proactive measures to prepare for projected attacks (e.g., Blaster)

- What changed?



NSP-SEC

NSP-SEC ISP/SP

NSP-SEC was created by several ISP/SP Security Engineers as
a means to meet the following objectives:

1. ISP/SP

Provide a means for ISP/SP Security Engineers to find their colleagues.

2. ISP/SP DOS

Create a potential forum for ISP/SP Security Engineers to work on DOS
attacks, Incidents, and other activities.




Finding Colleagues was the Key

We know that:

two engineers working together to mitigate an incident is more effective than one engineer
working alone.

incident mitigation is faster if engineers can communicate with each other during an incident.

- NSP-SEC

NSP-SEC provides that means to find colleagues and perhaps — work
on the incidents.

— NSP-SEC “1 17 NSP-
SEC

It is not the exclusive mode of collaboration. “Point to Point” collaboration outside of NSP-SEC
does happen and is strongly promoted.
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Mitigation Communities

NSP-SEC-R&D

NSP—SEC—JP

CBP-SEC

/'

FIRST/CERT
Teams




NSP-SEC — The Detalls

« NSP-SEC ~ NSP/ISP

NSP-SEC — Closed Security Operations Forum for engineers actively working with NSPs/ISPs to
mitigate security incidents.

Multiple Layers of sanity checking the applicability and trust levels of individuals.

Not meant to be perfect — just better than what we had before.

nttp://puck.nether.net/mailman/listinfo/nsp-security




NSP-SEC

NSP-SEC Membership Requirements

NSP-SEC NSP

FIRST NSP

Membership in nsp-sec is restricted to those actively
involved in mitigation of NSP Security incidents. Therefore,
it will be limited to operators, vendors, researchers, and
people in the FIRST community working to stop NSP
Security incidents. That means no press and (hopefully)
none of the "bad guys.“

http://puck.nether.net/mailman/listinfo/nsp-security




NSP-SEC

NSP-SEC Membership Requirements

« 7 NSP-SEC

- Being a “Security Guru” does not qualify for NSP-SEC Membership.

« 7 NSP-SEC

- Being “from the Government’ does not qualify for NSP-SEC Membership.

. ISP/SP

BCP

-« You need to be someone who fouches a router in a ISP/SP backbone,
can tell someone to touch a router, offer some service to the forum, or
develop BCPs for the community.

« ROM

- NO LURKERS! If you do not contribute, you get punted off.
B o



NSP-SEC: Daily DDOS Mitigation Work




It’s all about Operational Trust

- Inter-Provider Mitigation Require Operations Trust.

CERT

You need to trust your colleagues to keep the information confidential, not use it
for competitive gain, not tell the press, and not tell the commercial CERTS and Virus
circus.

NSP-SEC

So all membership applications are reviewed by the NSP-SEC Administrators and
Vetted/Approved by the membership.

6

All memberships are reviewed and re-vetted every 6 months — letting the
membership judge their peer’s actions and in-actions.
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NSP-SEC

NSP-SEC is not ....

NSP-SEC is not perfect

. ISP

NSP-SEC is not to solve all the challenges of inter-provider security
coordination

NSP-SEC is not the ultimate solution.

But NSP-SEC does impact the security of the Internet:

—Example: Slammer




Slammer NSP-SEC

NSP-SEC’s Role during Slammer

- ISP
The ISPs were the first to notice something was happening.
— BGP Flap
—Circuits saturated, routers spiking, BGP sessions flapped, and customers complained.
« NSP-SEC Worm CERT/FIRST Team NSP-
SEC

NSP-SEC was the first reporter of the worm. CERT/FIRST Teams got their
alert from NSP-SEC.

e NSP-SEC Worm
Worm

- NSP-SEC members were the ones who dump the packets, analyzed the worm, characterized
its spread, and came up with a way to contain the worm.
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NSP-SEC-DISCUSS

- NSP-SEC

-NSP-SEC is where the mitigation takes place. You do not learn anything, you
are already expected to know.

- NSP-SEC-DISCUSS(NSP-SEC-D)

-NSP-SEC-DISCUSS (NSP-SEC-D) is the place to learn, consult, work on new
mitigation techniques, and lurk (if you want to).

http://puck.nether.net/mailman/listinfo/nsp-security-discuss




NSP-SEC-D Membership

-« NSP-SEC NSP-SEC-D

People who would not qualify for NSP-SEC MAY qualify for
NSP-SEC-D.

Vendors with Security Engineers developing products.

ISP

Security Consultants working with ISPs.

Security Researchers.

FIRST/CERT

The masses of FIRSTs/CERTs




NSP-SEC-D Topics

-« Best Common Practice(BCP) -

- Best Common Practice (BCP) Development — working on new tools and techniques
that will work in the community.

- Inter-Provider Coordination Procedures — learning from experience and moving
forward.

- Proactive
Proactive

- Proactive Forensic Analysis — Looking at what is going to happen, before it
happens, and prepare proactive mitigation.




NSP-SEC Techniques & Tools

-Remote Triggered Black Hole
- Sink Holes configured as scan analyzers

- Sink Holes configured as backscatter
collectors.

- BGP Prefix Filtering
«ACLS




NSP SEC Meetings

« NANOG Security BOFs (www.nanog.org)
Chaperons/Facilitators:
Merike Kaeo - kaeo@merike.com
Barry Raveendran Greene bgreene@senki.org
Danny McPherson danny@arbor.net

« RIPE Security BOFs (www.ripe.net)
Coordinator:
Hank Nussbacher - hank@att.net.il

« APRICOT Security BOFs (www.apricot.net)
Coordinators/Facilitators:
Derek Tay - dt@agcx.net
Dylan Greene - dylan@juniper.net

-« JANOG 14 (www.janog.gr.jp)
Danny McPherson - danny@arbor.net
Taka Mizuguchi - taka@ntt.net




NSP-SEC Action List

- Back-Up E-mail Servers (response to the
US N. East Black Out)

-« Secure Chat Areas that are on all the
time.

- INOC Phone Based Conference Calls

- NSP-SEC Contact List




What can you do to help?

. ISP
nsp-sec

-If you configure routers, are in operations, and handle ISP Security, then apply for
nsp-sec membership:

http://puck.nether.net/mailman/listinfo/nsp-security

- NSP-SEC ISP

-NSP-SEC is looking for two or three engineers from each ISP who has the authority
to configure routers and handle security incidents.




NSP-SEC-JP

+NSP-SEC Sub-community NSP-
SEC

- ML ISP/ICP

o confidential
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NSP-SEC

° NSP-SEC

.

NSP-SEC-XX




AS
-Beagle AS: 69 149
- Blaster AS: 76 15%
- Mydoom AS: 26 5%
- Nachi AS: 28 5%
- Slammer AS: 68 14%
-SPAM AS: 130 26%
JPNIC  AS 494 2004/06/18

Data from Team Cymru project




Worm Demographics

Code Red Nimda Blaster

#Data from Arbor Networks Inc.




NSP-SEC

- NSP-SEC ISP
Jp
— 2497 2
— 4713 3
— 2914 2
ISP

ISP




ISP

ISP
security@

= DDoS,hacking,

- SPAM
- FBI

ISP
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. ML

- ML

ML confidential

- ISP DDoS
DNS, black holing

ISP ISP ISP ML




NSP-SEC-JP

-NSP-SEC

Team Cymru

IMS(Internet Motion Sensor)




ISP AS

DDoS attack against X.X.X.X.

“X. XXX 443

ASN | IP address | Name

2914 | 61.120.xxx.yy | VRIO Verio, Inc.

2914 | 210.175.xxx.zz | VRIO Verio, Inc.

4713 | 210.145.xxx.yy | OCN NTT Communications Corpora

4713 | 210.154.xxx.yy | OCN NTT Communication Sy



NSP-SEC

o ML Confidentiality
@ ML
o NSP-SEC  sub-community

compromised host

+NSP-SEC-DISCUSS




- ISP /




(Team Cymru)

e Team Cymru
~Virus/Attack Weekly report

“The weekly Mydoom report” “21 JUN 2004"
“624”°ASN  “5106”

- Team Cymru




NSP-SEC-JP-OWNER

-NSP-SEC NSP-SEC-OWNER
-NSP-SEC-JP

ML 48
ML

AS2497 11J
AS2914 NTT/VERIO
AS4713 OCN




NSP-SEC-JP

- ISP

- NSP-SEC-JP

- NSP-SEC-JP
° POP ISP NSP-SEC




NSP-SEC-JP

° NSP-SEC-JP OWNER
° nsp-security-jp-owner@puck.nether.net
WEB nsp-security-jp
e—méil:
Tel(  ):
Tel( ):
INOC Phone:
AS
( e-mail):
PGP .
° 48 ML

-NSp-security-jp H




NSP-SEC-JP

2004/1 NSP-SEC-OWNER

2004/2 APRICOT NSP-SEC BoF

2004/5 NANOG NSP-SEC moderator
nsSp-security-jp

2004/6 FIRST@budapest
Team cymru Weekly

2004/7 JANOG

2004710 NANOG




http://puck.nether.net/mailman/listinfo/nsp-security

http://puck.nether.net/mailman/listinfo/nsp-security-discuss
http://puck.nether.net/mailman/listinfo/nsp-security-jp

http://www.cymru.com/
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