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\_RFC 3330 Summary 3

Address Block Present Use Reference

172.16.0.0/12
191.255.0.0/16

192.0.0.0/24

192.0.2.0/24
192.88.99.0/24
192.168.0.0/16
198.18.0.0/15

224.0.0.0/4
240.0.0.0/4
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223.255.255.0/24

Private-Use Networks
Reserved but subject

to allocation

Reserved but subject

to allocation

Test-Net

6to4 Relay Anycast
Private-Use Networks
Network Interconnect
Device Benchmark Testing
Reserved but subject

to allocation

Multicast

Reserved for Future Use

0.0.0.0/8 "This" Network [RFC1700, page 4]
10.0.0.0/8 Private-Use Networks [RFC1918]
14.0.0.0/8 Public-Data Networks [RFC1700, page 181]
24.0.0.0/8 Cable Television Networks --
39.0.0.0/8 Reserved but subject

to allocation [RFC1797]
127.0.0.0/8 Loopback [RFC1700, page 5]
128.0.0.0/16 Reserved but subject

to allocation -
169.254.0.0/16 Link Local -

[RFC1918]

[RFC3068]
[RFC1918]

[RFC2544]

[RFC3171]

[RFC1700, page 4]
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Destination

address
1.A.A.253
100.C.A.2
192.168.A.B
201.D.A5
D.1.0.100
10.0.D.C

Full route

Destination
address
1.A.A0
1.AA1l
1.A._A.2

192.168.0.1

192.168.0.2

192.168.0.3
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Worm port
Protocol Packet | Service Worm/Virus
/Port Size
UDP1434 404 MS-SQL-Monitor Slammer
TCP135 48 Location server Blaster
TCP445 48 Microsoft-ds Sasser,
Dabber
TCP137 48 NetBios Blaster,etc
TCP9898 | 48 Dabber
TCP1023 48 Dabber
TCP5554 48 Dabber
UDP1026 553 Messenger Service Spam
UDP1027 553 Messenger Service Spam
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TCP4899
TCP3410
TCP6129
UDP53
UDP161
TCP3127
TCP1433
TCP1025
TCP80
TCP139
ICMP
UDP137
UDP1027
UDP1026
TCP135
TCP1023
TCP9898
UDP1434
TCP5554

TCP445
n o

Slammer

Sasser/Dabber TCP445,1023,5554,9898 Messenger Spam UDP1026,1027
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Worm PC backdoor irc Zombie
DDos Spam

Zombie Spam

%
Spamcop Spamhaus DNSBL DNS Spam Source Zombie
HijackedIP

%
backdoor Worm PORT
IRC
URL DNS URL query
Worm

irc zombie zombie
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DNSBL
A / 30 update
listl list2 list3 list4 listS list6
DynamiclP 67.6% 0.5% - - — -
Form mail 3.8% - — —~ — _
Open Sock 0.3% - ~ —~ — _
Spam Source 0.1% 1.3% 1.0% 57.8% 88.2% -
Open Relay - - - 8.1% - -
Zombie/hacked ip - - - - - 0.1%
.
list 99.9%
60 list spam
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W TCP 99.8%
Portscan

m ACK

backscatter

DestIP

192.168.0.x
192.168.0.x
192.168.0.x
192.168.0.x




\_TCP/UDP
AciZ SN EDNER
SYN/ACK
% —— RST/ACK
= — FIN/ACK
a ACK
day 1 day2 day3
SYN/ACK RST/ACK FIN/ACK ACK
TCP139 22.5% TCP139 21.9% TCP4662 0.1% TCP139 1.2%
TCP80 1.0% TCP135 1.7% TCP721 0.1% TCP80 0.1%
TCP4662 0.7% TCP445 0.8% TCP80 0.1% TCP6346 0.1%
TCP60121 | 0.2% TCP4899 0.3% TCP722 0.1% | TCP25 0.1%
TCP135 0.1% TCP61157 0.1% TCP25 0.1% TCP32656 | 0.1%
TCP25 0.1% TCP80 0.1% TCP723 0.1% TCP4662 0.1%
TCP445 0.1% TCP4662 0.1% TCP6349 0.1% TCP721 0.1%
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\_TCP/UDP
Size % Size % Protocol/Port
0-31 0.85% 48 94.49% TCP
32-127 92.47% 404 1.55% UDP1434
128-255 6.06% 553 1.21% UDP1026,1027
256-511 0.13% 28 1.00% Icmp
512-1023 0.05% 78 1.00% UDP137
1024- 0.44% 56 0.22% Icmp

110 0.17% UDP161
4
48byte packet TCP UDP

UDP
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IDS
|® TCP signature match
SCAN
@ UDP/ICMP DATA signature match
1 BAD-TRAFFIC loopback traffic 266587 371177
2 SNMP public access udp 46700 371177
3 SCAN SOCKS Proxy attempt 27821 371177
4 SCAN Squid Proxy attempt 27225 371177
5 SNMP request udp 1432 371177
6 SHELLCODE x86 NOOP 725 371177
7 SCAN Proxy Port 8080 attempt 224 371177
8 SNMP request tcp 222 371177
9 SCAN FIN 97 371177
O SNMP trap udp 41 371177
4 portscan detection




Dynamic IP IP




m TCP/UDP High-port

Worm

|m DNS  query 1P 10009/s

o

. SYN 1IP
spam

syn flood

m Netflow sampling
‘ sample rate

sample rate







a IDS

Database

Mozakin

Netflow AAA

m Virus DNS lookup Zombie




