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1. NSP-SEC-JP Update
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1.1 NSP-SEC-JP

«NSP-SEC Sub-community

NSP-SEC
- ML ISP/ICP
o confidential
: ML
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1.2 NSP-SEC-JP

< > 2006/1/6
ISP 25
Vender 3
Team Cymru 1
SP
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1.3.1 bogon

o bogon route-server

— 5

— http://www.cymru.com/BGP/bogon-rs.ntml.jis
- bogon BGP

— bogon
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1.3.2 ISP

- Bogon ISP
—Private Link Local TestNet Multicast
— ISP
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1.3.3 bogon route-server

—origin AS = 65333
—community = 65333:888

— bogon

— URPF loose mode source address bogon
drop

— filtering

— ( more specific)
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1.3.4 bogon route-server

1. ISP bogon

_ Packet
2. BB-r
UuRPF loose

match community=65333:888
Nexthop - BOGON set next-hop 192.0.2.1
set local'pref 253

ISP-A / X

ip route 192.0.2.1 255.255.255.255 nullO

BGP Peer
Multi-hop OK

1.0.0.0/8 community=65333:888 no-export
2.0.0.0/8 community=65333:888 no-export
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2. Security Trend
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Darknet

—TCP
—UDP

—\Warm
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2.1.1 TCP Port
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2.1.2 UDP Port

20 UDP
(2006/1/1-7)
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(2006/1/1-7)
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2.1.4 Worm

(2005/8-2006/1)
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2.2.1 ISP Security Survey

-Tier-1/2 ISP /

B Tierl
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2.2.2 ISP Security Survey

DNS Poisoning

DDoS 64%

% 10% A % 0% 0% 0% &
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2.2.3 ISP Security Survey

BGP

DNS |Poisoning

DDoS

% 10% % A% 0% e k0% o 8% Wk

BGP BGP
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2.2.4 ISP Security Survey

9%

N

Il TCP SYN or LDP Flood
01% [ Other
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2.2.5 ISP Security Survey
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2.2.6 ISP Security Survey
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2.2.7 ISP Security Survey
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2.2.8 ISP Security Survey
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2.2.9 ISP Security Survey

Web
IRC RIAA( )
ISP
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2.2.10 ISP Security Survey
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2.2.11 1SP Security Survey

ACL

BGP

0% 10% 20% 30% W% 50%%
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3 Source Address Validation
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- Source IP address

- RFC3704 BCP84
— Ingress Filtering for Multi-homed Networks
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10.0.0.0/23

@ srcip: 0.0.0.0

srcip: 0.0.0.0

10.0.2.0/24

SI‘CIp 10.0.0.1

ShR
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— Interface

- URPF check

— Source IP address
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3.4 UuRPF check

— strict mode

_ interface

— loose mode

— feasible mode
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33

( 1

10.0.0.0/23 via <if.0>
10.0.2.0/24 via <if.1>
10.0.3.0/24 via <if.2>
10.0.4.0/24 via <if.3>

forwarding
1. dst-ip
2. drop
3.

srcip: 10.0.0.1
dstip: 10.0.4.1

m URPF check

1. src-ip
2. drop (loose)
3. Interface
Interface drop(strict)

4. URPF check OKI!
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3.6 URPF strict mode

]7

10.0.0.0/23 via <if.0>
10.0.2.0/24 via <if.1>

if.0, if.1

uRPF strict mode

N\

if.0

interface oK 2~

srcip: 10.0.0.1 interface

/ srcip: 10.0.0.1
drop
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3.7 URPF loose mode

]7

10.0.0.0/23 via <if.0>
10.0.2.0/24 via <if.1>

if.0, if.1

uRPF loose mode

N
if.0

oK 2~

srcip: 10.0.2.1

/ srcip: 0.0.0.0
drop
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3.8

- Cisco
—strict/loose mode
— /Engine
—URPF MIB
—drop  packet netflow
- Juniper
—strict/feasible/loose mode

—URPF MIB
—drop cflowd

- AlaxalA
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3.9 How to use uRPF?

o Strict

— Single-homed Static
- Loose

ISP Peer ISP
Transit ISP ISP

— Multi-homed Static
— BGP
— Peer ISP
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3.10 uRPF

single homed

: multi homed
static

static
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Let’s Join NSP-SEC-JP !
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- http://puck.nether.net/mailman/listinfo/nsp-security-jp

- http://puck.nether.net/mailman/listinfo/nsp-security
- http://www.cymru.com/

- http://www.arbor.net/downloads/Arbor_Worldwide ISP_S
ecurity _Report.pdf
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