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1. Crafted
2. Crafteo

3. Crafteo

SA

IP Option
TCP packet
IPv6 packet header
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Crafted IP Option

IP option Router
Protocol ICMP, PIMv2, PGM, URD

. IPv6 packet SA

2 oS

|IOS : 9.x, 10.x, 11.x and 12.x
|IOS-XR : 2.0.X, 3.0.X, and 3.2.X

3. Workaround

1. IP Options Selective Drop
IP options drop Protocol
RSVP, MPLS TE, MPLS OAM, DVMRP, IGMPV3, IGMPv2, PGM

2. Infra ACL, rACL
PSIRT 2§J%1n %p P P © 2007 Cisco Systems, Inc. All rights reserved.

/crash



Crafted TCP packets

1.
TCP
(IOS TCP listner )
« |Pv6 packet 10S-XR SA
2. oS

10S (9., 10.x, 11.x and 12.x)

3. Workaround

1. Infra ACL, rACL

2. CoPP

3. URPF

4. BGP BTSH/GTSM



Crafted IPv6 Header

1.
IPv6 TypeO Routing Header IPv6 source routing
IOS Crash IPv6 Source
Routing default enable
 |IPv6 type2 Routing Header 10S-XR SA
2. |OS

IPv6 enable |IOS



Crafted IPv6 Header ()

3. Workaround

1) Mobile IP

— 12.3(4)T : ACLs Routing header(0,2)
drop

— 12.3(4)T Ipv6 source-route Routing
header(0,2) IPVv6 block

2 ) Mobile IP

— 12.4(2)T ;
— 12.4(2)T . IPv6 ACLs routing-type



e http://www.cisco.com/go/psirt
. (*)
— IP Opction

http://www.cisco.com/japanese/warp/public/3/jp/serviceltac/707/cisco-sa-20070124-crafted-ip-
option-j.shtml

— TCP packets

http://www.cisco.com/japanese/warp/public/3/jp/service/tac/707/cisco-sa-20070124-crafted-tcp-
|.shtml

— IPv6 routing header

http://www.cisco.com/japanese/warp/public/3/jp/service/tac/707/cisco-sa-20070124-10S-1Pv6-
J.shtml

http://www.cisco.com/japanese/warp/public/3/jp/service/tac/707/cisco-sa-20070124-bundle-
|.shtml

(*)

e (CVSS score
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CVSS

« CVSS : Common Vulnerability Scoring System

FIRST
http://itpro.nikkeibp.co.jp/article/lUSNEWS/20050921/221466/

 Cisco WEB Q&A

http://www.cisco.com/web/about/security/intelligence/cvss-
gandas.html

e Cisco WEB CVSS calculator
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