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attack on root dns
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— http://www.nanog.org/mtg-
0702/presentations/knight.pdf
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DoS

| root-servers

cache - enduser
delay
dns query

EEI " AY : TLD-servers
- dns reply dns cache
enduser
l i‘ | other-servers
root - cache ‘

monitor loss
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dns {cache-enduser} response delay - 86 Feb 2887

neasure point: ITJSA52497 Tokyo
{c) naz@iij,ad. jp
response range; 8-6 sec

1e+86
18088¢
packet coun 16088
1e+06 =i 16008
160000 S 100
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dns {cache-enduser} response delay - 86 Feb 2887

neasure point: ITJSA52497 Tokyo
{c) naz@iij,ad. jp
response range: 8-1 sec
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AforA

e.g.) A? 192.168.0.1.

r DoS

AforA query . AforA query |
23 I IEE root-servers
NXdomain dns cache - NXdomain
enduser FRyI?

o AforAZEHHIT IIE. rootDERESE @A TS
5t
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AforA query stat

AforA response stat - B Feb 2807

& T T T T T T
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s
4 F 4

response timelsec]
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response timelsec]

.UK query stat
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response timelsec]

.0rg query stat

.orgy response stat - B& Febh 2867
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guery to root-servers

dns guery to root-servers - B& Feh 2867
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tor mazdiij.ad.jp gquery
guery

N query
guery
guery
query
guery
guery
query
guery

(I A

1@: 68 12: 88 14: 88 16: 88 18:88
time (UTC?

ta
ta
ta
to
ta
ta
to
ta
ta
ta
ta
to
ta

a—-root
b-root
c—root
d-root
e—root
f-root
g-root
h=root
i-root
Jj-root
k-root
l-root
m—root

4 | | S _ML

Copyright (C) 2007 Internet Initiative Japan Inc.

15



response timelsec]

response delay of m.root

hostname.bind. - "M-NRT-JPNAP-3"

during attack

dns response time & drop rate - B6 Feb 2067

T T T T T T

m-root response +
m=root gquery drop
measutre point: ITJ/ASE497 Tokyo
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drop gquery [gueryssec]

response timelsec]

1 week later

dns response time & drop rate - 13 Feh 2067
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response timelsec]

response delay of f.root

hostname.bind. - "kix1b.f.root-servers.org"

during attack

dns response time & drop rate - B6 Feb 2067
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response timelsec]

1 week later
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response timelsec]

dns response time & drop rate - B6 Feb 2067

response delay of i.root

hostname.bind. - "s1.tok"

during attack 1 week later
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response timelsec]

dns response time & drop rate - B6 Feb 2067

response delay of b.root

hostname.bind. - "b2"

during attack 1 week later

dns response time & drop rate - 13 Feh 2067
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dns response time & drop rate - B6 Feb 2067

response delay of g.root

hostname.bind. - "g.root-servers2.net"

during attack 1 week later

dns response time & drop rate - 13 Fek 2067

ol mazdiij.ad.jp

-4 - measutre point: ITJ/ASE497 Tokyo

T T
g-root response + g-root response +
g-root gquery drop X g-root guery drop
9 1.4 1.4 measure point! ITJSASE2497 Tokyo
Co) mazaiij.ad. jp
4 L.2 1.2
4 1 = 1 F
o -
n o
S o
o ]
L o
5 =
4 8.8 2 E m.8
= +
= L
< in
o <
3 o
4 8.6 T 2 8.6
o o
o 4
<
=
B.4 @.4
+
B.2 a.2 & ++ + + + +
5 o ! n AN P o .

2007/07/13

14:@8@ 16:88
TimecUTC)

13:88 £a:ea 18: @88 12: 688 14:@8@ 16: @88 153: 688 ca:@a
TimeCUTC)

Copyright (C) 2007 Internet Initiative Japan Inc.

24

drop gquery [gueryrssec]



response timelszec]

response delay of k.root
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during attack
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response timelsec]

response delay of l.root...7

dns response time & drop rate - B6 Feb 2067

hostname.bind. - "lax-25"

during attack 1 week later

dns response time & drop rate - 13 Feh 2067
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root-servers~@query#y - - -

« 1229097 total queries

— 1223957 invalid_TLD (99.5%)
* 1110543 AforA (90.3%)
* 113414 other invalid _TLD (9.2%)

— 5140 valid _TLD(0.4%)
« 4787 .arpa (0.3%)
« 353 other valid _TLD(0.02%)

HAfE] 08 Feb 2007 09:00UTC-21:00UTC
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