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attack on root dns

• 2007 2 6 19:00JST

• root dns tld dns DDoS

– UDP/53

–

– dns

–

• root ISP
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•

– http://www.nanog.org/mtg-

0702/presentations/knight.pdf

– www.icann.org/announcements/factsheet-

dns-attack-08mar07.pdf

• anycast

– root
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dns

• dns

– CNS

– UTC
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1
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AforA

CNS

dns cache

AforA query

NXdomain

DNS root-servers

DoS
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e.g.) A?  192.168.0.1.
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AforA query stat
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response delay - all recursive query
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response delay - .uk query only
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response delay - .org query only
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.uk query stat
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.org query stat
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query to root-servers
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response delay of m.root

during attack 1 week later

hostname.bind. - "M-NRT-JPNAP-3"
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m.root

• m.root anycast

– transit

IX

m.root

m.root m.root

IX

IX
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• traffic transit
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response delay of f.root

during attack 1 week later

hostname.bind. - "kix1b.f.root-servers.org"
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response delay of i.root

during attack 1 week later

hostname.bind. - "s1.tok"
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server selection
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• /

query

•

– BIND9

– CNS
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response delay of b.root

during attack 1 week later

hostname.bind. - "b2"
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response delay of g.root

during attack 1 week later

hostname.bind. - "g.root-servers2.net"
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response delay of k.root

during attack 1 week later

hostname.bind. - "k1.linx"
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response delay of l.root...?

during attack 1 week later

hostname.bind. - "lax-25"
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root-servers query

• 1229097 total queries

– 1223957 invalid_TLD (99.5%)

• 1110543 AforA (90.3%)

• 113414 other invalid_TLD (9.2%)

– 5140 valid_TLD(0.4%)

• 4787 .arpa (0.3%)

• 353  other valid_TLD(0.02%)

08 Feb 2007 09:00UTC-21:00UTC
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• root dns

or

– anycast ☺

– cache server selection

☺

– root query
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