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m Sampling
NetFlowX>sFlow7i &
BEINThI 7499 T—3ZWMEIT S
m No-Sampling
R—kEIS—OTAPLZEZRALDS
ETOT—HFZMFI S
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BB (WebA 2 B—TTAR)

DoS Check

DoS Alerts

2007/7/12

Mon Apr @ 16:27:51 2007 .
Mon Apr @ 16:27:41 2007 .
Mon Apr @ 16:27:31 2007 .
Mon Apr @ 16:2 /:21 200/
Mon Apr @ 16:27:11 2007 .
Mon Apr @ 16:27:01 2007 .
Mon Apr @ 16:26:51 2007 .
Mon Apr @ 16:26:41 2007
Mon Apr @ 16:26:31 2007
Mon Apr @ 16:26:21 2007 .
Mon Apr @ 16:26:11 2007

Mon Apr @ 16:26:01 2007
Mon Apr @ 16:25:51 2007
Mon Apr @ 16:25:41 2007

5l.211.
51.211.
5l.211.
5l.211.
5l.211.
5l.211.
5l.211.
5l.211.
51l.211.
51l.211.
51.211.
161211,
1 61.211.
:51.211.

7. 1Mbps
79.2Mbps
79.2Mbps
/9. /Mbps
78.0Mbps
80.5Mbps
79.2Mbps
75.9Mbps
9.4Mbps
£ 7.5Mbps
6. 5Mbps
£8.2Mbps
FB. /Mbps
75.2Mbps
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1451 (FEERFA—IL)

=HA: Asakura.ad. ip> JE5E:
& DoSF 2w 2iE (B1.211. ]

From: =akura.ad. jp*

To: Izakura.ad. jp

Subject: DoSFA < 2L (61.211.

DoSF R oEMELELE,

® 0cS7 2 v 2ONE

wEEE 2007/04/08 16:25:41

JeEIP7 F LA @ B1.211,

i 77. 1Mbps (RfE 20.0Mbps)

& null routinglc £5FIEHE
== bb.zalura.ad. jpl27C -~

Facconf igfE A

conf iz term
ir route B1.211, 532 rwl 10
exit

sho ip route B1.211.

Bzabura.ad. jp

JANOG20
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1451 (YRR BFA—)L)

Subject: DoS 72 < ZUTEE (B1.211. ]
Das 73 = 2R L F L.
& [0S 7R o 2MFHE

W HS 2007,/04/08 16:30:51
FESCIP P F LA ¢ B1.211.

& rull rootinemEERRAE
== bb. zalura.ad. jpl=T --

FECconf iz3%A

conf iz term
no ip rogte B1.211. 32 nul 0
exit

sho ip route B1.211.

=LA Bzalkura.ad. jp> PEFC:
%5 Do 72 = ZHIE (61211, )

From: B=zalkura.ad, jp>

Ta: Izalura.ad. jp

B=zakura.ad. jp
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n ZEGENZBIRRANDADIZE
ERMIZITZDFEFRRFR
FAEDIKRFEIZEDE, J4ILAEKTE

m BT A MDD —NIZELEELHDEE
B HRANEDBIEZETAILRIYD

m ip route xx.xx.xx.xx/32 null0
2 HRA LD RFIBEE(ER
BEDIKBEIZEDE, T1ILAETE
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N> T49 7 DE

1 g

tcpdump® 45 kY
17:18:00. 000436 xx. xx.162.247 > xx.xx.17.99: icmp |(frag 28:1432@12888+)
17:18:00. 000489 xx. xx.162.247 > xx.xx.17.99: icmp |(frag 28:1432@14320+)
17:18:00. 000502 xx. xx.162.247 > xx.xx.17.99: icmp |(frag 28:1432@15752+)
17:18:00. 001046 xx. xx.162.247 > xx.xx.17.99: icmp |(frag 28:1432@17184+)
17:18:00. 001064 xx. xx. 162.247 > xx.xx.17.99: icmp |(frag 28:1432@18616+)
17:18:00. 001087 xx. xx.162.247 > xx.xx.17.99: icmp |(frag 28:1432@20048+)
17:18:00. 001552 xx. xx.162. 247 > xx.xx.17.99: icmp |(frag 28:1432021480+)
17:18:00. 001630 xx. xx.162.247 > xx.xx.17.99: icmp |(frag 28:1432@022912+)
17:18:00. 001645 xx. xx.162.247 > xx.xx.17.99: icmp |(frag 28:1432024344+)
17:18:00. 002079 xx. xx. 162. 247 > xx.xx.17.99: icmp |(frag 28:1432025776+)
17:18:00. 002090 xx. xx. 162.247 > xx.xx.17.99: icmp |(frag 28:1432@27208+)
17:18:00. 002188 xx. xx. 162. 247 > xx.xx.17.99: icmp |(frag 28:1432028640+)
TTD AT AIIDEOTY, D

2007/7/12
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" A
oy > FSN

17:18:00. 082956 | xx. xx. 17.99
17:18:00. 082969 | xx. xx. 17.99
17:18:00. 083525 | xx. xx. 17.99
17:18:00. 083575 | xx. xx. 17.99
17:18:00. 083589 | xx. xx. 17.99
17:18:00. 083608 | xx. xx. 17.99
17:18:00. 084023 | xx. xx. 17.99
17:18:00. 084052 | xx. xx. 17.99
17:18:00. 084078 | xx. xx. 17.99
17:18:00. 084668 | xx. xx. 17.99
17:18:00. 084680 | xx. xx. 17.99

xx. xx.17.991 icmp (frag 39496:1432@2864+)
xX. xx.17.991 icmp (frag 39496:1432@4296+)
XX. xX. 17.9971 icmp (frag 39496:143205728+)
XX. xX. 17.9971 icmp (frag 39496:143207160+)
XX. xX. 17.9971 icmp (frag 39496:143208592+)
xx. xx.17.99% icmp (frag 39496:1432@10024+)
xx. xx.17.99% icmp (frag 39496:1432@11456+)
XX. xX. 17.9971 icmp (frag 39496:1432@012888+)
XX. xX. 17.9971 icmp (frag 39496:1432@14320+)
XX. xX. 17.9971 icmp (frag 39496:1432@15752+)
xx. xx.17.991 icmp (frag 39496:1432@17184+)

YV ViV VVVVVYVYVYV

>  Srcé&DsthEL

Src7 L ADspoofENTLVET . - -
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ftizH, .

m UDPIa—k/\yyhk
_nh—&FZL
Y—/I\DIN\TH—T 2R

ETHAKREL

Ry —EREERE,
INYRORTAS (N

40 M
20 M
20 M
e M

Throughput [bps]

]

58 M7

H—/\OMRTGY 57

Daily

12 14 1l 18 20 22 00 Q2 @4 05 02 1o 12 14 1le 12 20

B Inbound Current: 42.85 Mbps Ave: 1.24 Mbps Max: 43,05 Mbps

B Outbound Current:153.95 kbps Ave: 6,46 kbps Max:276.39 kbps
20:52:38 IP xx.xx.204.93.3707 > xx.xx.183.111.35120: UDP, | length: 1
20:52:38 IP xx.xx.204.93.3707 > xx.xx.183.111.36181: UDP, | length: 1
20:52:38 |P xx.xx.204.93.3707 > xx.xx.183. 111.50509: UDP, | length: 1
20:52:38 |P xx.xx.204.93.3707 > xx.xx.183.111. 57473 UDP, | length: 1
20:52:39 |P xx.xx.204.93.3707 > xx.xx.183.111. 22874 UDP, | length: 1
20:52:39 |P xx.xx.204.93.3707 > xx.xx.183.111.14203: UDP, | length: 1

lengthH¥1 «——
2007/7/112 JANOG20
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