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traceroute to www.apnic.net v4
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traceroute to www.apnic.net v4

> traceroute www.apnic.net

traceroute to www.apnic.net (202.12.29.230), 64 hops max, 40 byte packets

1 115.69.228.138 (115.69.228.138) 0.624 ms 0.292 ms 0.278 ms

2 115.69.226.26 (115.69.226.26) 0.380 ms 0.387 ms 0.362 ms

3 115.69.225.49 (115.69.225.49) 0.477 ms 0.390 ms 0.364 ms

4 122.28.179.205 (122.28.179.205) 3.108 ms 3.076 ms 3.054 ms

5 60.37.55.109 (60.37.55.109) 3.065 ms 3.022 ms 3.008 ms

6 60.37.54.145 (60.37.54.145) 3.140 ms 3.068 ms 3.068 ms

7 60.37.27.69 (60.37.27.69) 3.714 ms 3.712 ms 3.647 ms

8 219.160.10.246 (219.160.10.246) 3.592 ms

9 210.163.230.218 (210.163.230.218) 16.520 ms

10 otejbb204.kddnet.ad.jp (59.128.7.130) 18.859 ms

11 otecbb103.kddnet.ad.jp (59.128.4.162) 140.005 ms 198.917 ms

12 tr-ote119.kddnet.ad.jp (124.211.33.73) 4.028 ms 4.012 ms 4.013 ms

13 118.155.194.74 (118.155.194.74) 4.079 mS 4.050 ms 4.716 ms

14 i-10-0-4.siko-coreo1.bi.reach.com (202.84.148.141) 4.130 ms 4.248 ms 4.184 ms

15 i-5-1.sydp-coreo2.bx.reach.com (202.84.143.149) 116.660 ms 116.954 ms 116.981 ms

16 TenGigabitEtherneto-2-0-2.pad-gw2.Sydney.telstra.net (203.50.13.49) 116.832 ms 116.902 ms 117.250 ms
17 Bundle-Ethers.ken-core4.Sydney.telstra.net (203.50.6.30) 117.529 ms 117.622 ms 117.132 ms
18 Po0s0-0-0-0.cha-core4.Brisbane.telstra.net (203.50.6.206) 132.851 ms 133.066 ms 133.234 ms
19 TenGigabitEthernet8-1.cha23.Brisbane.telstra.net (203.50.51.33) 133.183 ms 133.015 ms 133.405 ms
20 4608resolvers.Brisbane.telstra.net (139.130.130.194) 133.492 ms 133.197 ms 133.389 ms
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traceroute to www.apnic.net vé
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traceroute to www.apnic.net vé

> traceroute6 www.apnic.net

traceroute6 to www.apnic.net (2001:dco:2001:11::213) from 2402:¢800:ff06:136::141, 64 hops max, 12 byte packets
1 2402:¢800:ff06:136::139 0.689 ms 0.417 ms 0.386 ms

2 2402:¢800:ff06:160::161 0.453 ms 0.408 ms 0.389 ms

3 2402:c800:ca:6::2 3.672ms 3.657 ms 3.638 ms

4 2402:¢800:bb:11::1 3.832 ms 3.730 ms 3.649 ms

5 2001:218:2000:5000::a5 3.843 ms 3.754 ms 3.731 ms

6 ae-6.r21.tokyjpoi.jp.bb.gin.ntt.net 152.789 ms 34.559 ms 3.658 ms

7 p64-2-0-0.r21.newthko1.hk.bb.gin.ntt.net 51.982 ms 51.974 ms 51.954 ms

8 po-3.a04.newthko1.hk.ra.gin.ntt.net 54.828 ms 54.717 ms 54.803 ms

9 po-3.a04.newthko1.hk.ra.gin.ntt.net 57.047 ms hurricaneelectric-RGE.hkix.net 54.765 ms 54.775 ms

10 v1026.corel.sjci.he.net 183.175 ms 190.135 ms 183.319 ms

11 10g-2-1.corel.sjc2.ipvb.he.net 181.250 ms v1026.corel.sjci.he.net 185.250 ms 185.352 ms

12 2402:7800:100:1::d 302.288 ms 10g-2-1.corel.sjc2.ipv6.he.net 183.566 ms 2402:7800:100:1::d 302.528 ms
13 2402:7800:100:1::d 304.616 ms 304.678 ms 304.758 ms

14 ge-0-0-0.bdroi.bneo2.qld.VOCUS.net.au 348.198 ms 2402:7800:0:1::91 333.134 ms 332.828 ms

15 ge-0-0-0.bdro1.bneo2.qld.VOCUS.net.au 350.874 ms ge-0-0-3.bdro1.bneo1.qld.VOCUS.net.au 343.674 ms
343.810 ms

16 ge-0-0-3.bdro1.bneo1.qld.VOCUS.net.au 345.979 ms 345.976 ms 346.001 ms
17 * 2001:dc0:2001:11::213 348.664 ms 348.549 ms
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show route www.apnic.net v4

> show route www.apnic.net

inet.0: 303998 destinations, 608028 routes (303998 active, 0 holddown, 0
hidden)

+ = Active Route, - = Last Active, * = Both

202.12.29.0/24 *[BGP/170] gwid 02:28:07, MED o0, localpref 100
AS path: 4713 2516 4637 1221 4608 1
> t0 122.28.179.205 via ge-1/0/5.0
[BGP/170] 9w1d 02:27:52, MED 11, localpref 100
AS path: 2914 4713 2516 4637 1221 4608 1
> t0 61.213.169.157 via ge-1/0/3.0


http://www.apnic.net/

A

Copyright © 2010 NTT 2010/1/22
Communications

show route www.apnic.net vé

> show route 2001:dc0:2001:11::213

inet6.0: 1997 destinations, 3911 routes (1997 active, 0 holddown, o0 hidden)
+ = Active Route, - = Last Active, * = Both

2001:dc0:2000::/35 *[BGP/170] 1w4d 20:48:54, MED 0, localpref 100
AS path: 2914 6939 4826 4608 1
> t0 2001:218:2000:5000::a5 via ge-1/0/3.0
[BGP/170] 6d 07:02:40, MED 0, localpref 100
AS path: 4713 2500 6939 4826 4608 1
> t0 2001:380:0:2505::1 via ge-1/0/5.0

v4: 4713 2516 4637 1221 4608 1
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traceroute to www.ripe.net v4

> traceroute www.ripe.net

traceroute to www.ripe.net (193.0.6.139), 64 hops max, 40 byte packets

1 115.69.228.138 (115.69.228.138) 0.397 ms 0.287 ms 0.277 ms

2 115.69.226.26 (115.69.226.26) 0.384 ms 0.369 ms 0.362 ms

3 115.69.225.49 (115.69.225.49) 0.443 ms 0.477 mS 0.359 ms

4 ge-8-19.a15.tokyjpo1.jp.ra.gin.ntt.net (61.213.169.157) 0.522 ms 0.507 ms 0.510 ms
5 ae-6.r20.tokyjpo1.jp.bb.gin.ntt.net (203.105.72.153) 52.370 ms 0.433 ms 0.418 ms

6 as-1.r20.snjscao4.us.bb.gin.ntt.net (129.250.2.34) 130.479 ms 122.090 ms 130.454
ms

7 as-1.r21.asbnvaoi.us.bb.gin.ntt.net (129.250.2.166) 182.869 ms 171.540 ms 192.561
ms

8 as-0.r23.amstnlo2.nl.bb.gin.ntt.net (129.250.2.159) 295.462 ms 287.164 ms
208.419 ms

9 xe-7-4.roo.amstnlo2.nl.bb.gin.ntt.net (129.250.2.46) 298.557 ms 290.834 ms
208.867 ms

10 81.20.64.26 (81.20.64.26) 282.174 ms 275.261 ms 284.383 ms

11 *
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traceroute to www.ripe.net vé

> traceroute6 www.ripe.net

traceroute6 to www.ripe.net (2001:610:240:22::¢100:68b) from 2402:c800:ff06:136::141, 64 hops max,
12 byte packets

1 2402:¢800:ff06:136::139 0.523 ms 0.413 msS 0.392 ms

2 2402:¢800:ff06:160::161 0.459 ms 0.405 ms 0.386 ms

3 2402:¢800:ca:6::2 3.608 ms 3.653 ms 3.633 ms

4 2402:¢800:bb:11::1 4.115 ms 3.639 ms 3.626 ms

5 2001:218:2000:5000::a5 3.873 ms 3.762 ms 3.730 ms

6 ae-6.r20.tokyjpo1.jp.bb.gin.ntt.net 3.736 ms 3.664 ms 3.646 ms

7 as-1.r20.snjscao4.us.bb.gin.ntt.net 154.826 ms 123.773 ms ae-3.r20.0sakjpo1.jp.bb.gin.ntt.net
13.801 ms

8 as-2.r20.snjscao4.us.bb.gin.ntt.net 171.967 ms 135.151 ms as-1.r21.asbnvaoi.us.bb.gin.ntt.net
190.516 ms

9 as-1.r21.asbnvaoi.us.bb.gin.ntt.net 198.656 ms as-0.r23.amstnlo2.nl.bb.gin.ntt.net 272.435 ms as-
1.r21.asbnvaoi.us.bb.gin.ntt.net 190.743 ms

10 as-0.r23.amstnlo2.nl.bb.gin.ntt.net 281.910 ms 275.827 ms 283.635 ms
11 XSR03.Asdo01A.surf.net 279.624 ms ae-1.r22.amstnlo2.nl.bb.gin.ntt.net 290.183 ms 289.006 ms
12 XSR03.Asdoo1A.surf.net 299.426 ms * 301.252 ms

13 *
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show route www.nttvé.ip v4

Tracing route to www.nttvé6.jp [115.69.228.157]

1 2ms 1ms <1ms 192.168.203.254

2 7ms 8ms 5ms flbsnios.nplus-net.jp [218.223.36.41]
3 6ms 8ms 5ms flrtniol.nplus-net.jp [218.223.36.46]
4 6ms 5ms 6ms egrto3.nplus-net.jp [218.223.36.52]

5 8ms 5ms 5ms crrtol.nplus-net.jp [218.223.36.93]

6 7ms 5ms 5ms bdrtoil.nplus-net.jp[218.223.36.69]

7 13ms 13ms 17ms 118.155.202.9

8 * 14ms 12ms kotcbb2o1.kddnet.ad.jp[125.29.22.134]
9 13ms 13ms 11ms otejbb203.kddnet.ad.jp [59.128.4.21]
10 13ms 12ms 12ms ix-ote202.kddnet.ad.jp [118.155.197.3]
11 91ms 72ms 97ms 210.163.230.105

12 15ms 14ms 14 ms 219.160.10.245

13 18ms 17ms 13 ms 60.37.27.67

14 15ms 16 ms 17ms 60.37.54.146

15 19ms 16ms 14 ms 60.37.55.110

16 20ms 17ms 21ms 122.28.179.206

17 19ms 16ms 16 ms 115.69.225.50

18 21ms 16ms 16 ms 115.69.226.29

19 16ms 16ms 16 ms www.nttv6.jp [115.69.228.157]
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show route www.nttv6.ip vé

Tracing route to www.nttv6.jp [2402:c800:ff06:152::157]

2ms 1ms 1ms 2400:e000:5:203::1

7ms 7ms 7ms 2400:€000:5:100::1

8ms 6ms 5ms 2400:e000:0:910::9

6ms 6ms 7ms 2400:€000:0:59::5

6ms 6ms 6ms 2400:6000:0:56::6

5ms 5ms 5msS 2400:€6000:0:46::4
20ms * 25ms 2001:278:0:2201::1

42ms * 22ms STOsrno3V41.nw.v6.odn.ne.jp [2001:278:0:2001::1]
21ms 25ms 11ms 2001:278:0:2009::1

220ms 119ms 121 ms 2001:278:0:2020::7

* * *

O© o NGk~ WO N -

[
= O

Request timed out.

135ms 122 ms 116 ms ae-1.r20.snjscao4.us.bb.gin.ntt.net [2001:418:0:2000::1a2]
258 ms 244 ms 247 ms as-1.r20.0sakjpo1.jp.bb.gin.ntt.net [2001:218:0:2000::7¢]
426 ms 331ms 238 ms po-1.a15.tokyjpo1.jp.ra.gin.ntt.net [2001:218:0:6000::10€]
253 ms 265ms 237 ms 2001:218:2000:5000::a6

240 ms 249 ms 273 ms 2402:c800:bb:11::2

248 ms 246 ms 236 ms 2402:c800:ca:6::4

240 ms 247 ms 246 ms 2402:c800:ca:6::4

250ms 252ms 258 ms 2402:¢800:ff06:168::169

225 ms 239 ms 251 ms www.nttv6.jp [2402:¢800:ff06:152::157]
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ISOC Roundtable 2009 Sep.16-17

« Routing security® [ EIZE D H D EEDR]E
o route hijackingldf > X —xy P TLIEXLBHISN TS

- IETFDSIDR (Secure Inter-Domain Routing) WGIZ & » THRIZ—#
—RRET B HEA TN S

. —Ji. Th Hldnetwork operatoriZ X Adeployment~& 7 F L
TN ZEBHELERHS>TETND

« 4 ldDMeeting Tl. network operatoriZ R
o IRFEAVIZIX. network operator3 AT 5 LW S B E 2. Internet

SecurityZ i3 3 5 1Z1%. Network operator® ¥k d HLif U A3Rred T EH 3
o Network operatoriZ B+ % BUROIBET RO ol L 2 3
= LIR—bZ2REATS
http://www.isoc.org/educpillar/resources/docs/routingroundtable_ 200909.pdf
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Excecutive Summary

A roundtable discussion of the current state and
prospective solutions for securing routing information
elicited a wide variety of observations, many shared views
and some differences of opinion. Operators are aware of
the risks and have mechanisms, at different levels of
automation, to deal with route hijacking and errors that
advertise false routes. RPKI is seen as an important step
toward improving routing security, although it directly
solves only the small part of the problems with respect to
address origination, not AS paths. The suspect quality of
the data on which validity of address prefix announcement
is based is a serious problem that requires immediate
attention, and will probably take some time to address.
Efforts were identified as either short or long term.
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Consensus needs and priorities

« RPKI for origin validation should be pursued for both IPv4 and IPv6
« Uniqueness of IP address certification at the global level is required
- IPv6 data cleanup now because it is easier — IPv4 harder and later

« Authentication of resource holders (local solutions)

« Need open source tools for certificate distribution and validation

» Cost of (safe) business needs to be reduced, shared software tools
would help

- What can be done about path validation (short term: without
changing BGP - long term: fix BGP) should be investigated

- How invalidation of authority to route is done (including disputes)
needs to be resolved
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Short/Long term solution

Z 3 E tefnO(2-4 years) Z, | ter@ (3 -6 years)

ZCert-validation widget ZHardware changes

ZOpen software tools ZPath protection z with
protocol changes

ZOrigin protection ZAS path relationships

ZClean IPv6 data ZProtocol changes

zPartial implementation ZClean IPv4 data

ZRevocation ZBootstrapping-exception
handling

ZPath protection - w/o
protocol changes
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= Bogon/L—Fk
= bogus(faY M) ELVSEEMNSIRELI-HD T, BogonJL—hr &I, RELE
SN TIXEBELPrefixdd 2 &
= Bogon”7 4 VA&
« Bogon/l— FZGWIL—AZETT7 4 VAL, AEIAHEEINDIZIRZTIIR

Wik Z 74 VA THZ L
TIFAR—FT RL R 10.0.0.0/8. 172.16.0.0/12, 192.168.0.0/16
N—T Ny 7T RLRA 127.0.0.0/8
Vyorua—hnL7 RLA 169.254.0.0/16
TEST-NET-1 192.0.2.0/24
TEST-NET-2 198.51.100.0/24
TEST-NET-3 203.0.113.0/24 } RFC5737
RVvF=—T75 R b 198.18.0.0/15
NFEXRAFT FL R 224.0.0.0/3

IANA Reserve HIE /8 x24
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IRR: fltr-unallocated object

$whois —h jpirr.nic.ad.jp fltr-unallocated K#N VI Y D /8% F T IRRDObject

filter-set: fltr-unallocated admin-c: TY6070JP
descr: _Unallocated (by IANA) IPv4 prefixes. tech-c: TY6070JP
{5.0.0.0/8"+,

filter: _ remarks: For the complete set of bogons, please see:
14.0.0.0/8"+, fltr-martian - special use and reserved prefixes.
23.0.0.0/8"+, fltr-bogons - fltr-unallocated + fltr-martian.
31.0.0.0/8"+, http://mwww.cymru.com/Documents/bogon-list.html
36.0.0.0/8"+, notify: irr-admin@nic.ad.jp
37.0.0.0/8"+, mnt-by:  MAINT-JPIRR
39.0.0.0/8"+, changed: irr-admin@nic.ad.jp 20060712
42.0.0.0/8"+, changed: irr-admin@nic.ad.jp 20060831 #RIPEX3
49.0.0.0/8"+, changed: irr-admin@nic.ad.jp 20061011 #ARINx4

50.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20070118 #APNICx5
100.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20070330 #RIPEx2
101.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20070731 #RIPEx2

102.0.0.0/8"+ — changed: irr-admin@nic.ad.jp 20071001 #LACNICx2
103.0.0.0/8"+ 241@ changed: irr-admin@nic.ad.jp 20071030 #APNICx2
104.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20080215 #ARINx2

106.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20080529 #APNIC 112/8 113/8
107.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20081104 #AfriNIC 197/8
176.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20081113 #APNIC 110/8 111/8
177.0.0.0/8"+ changed: irr-admin@nic.ad.jp 20081224 #ARIN 108/8 184/8

105.0.0.0/8"+, changed: irr-admin@nic.ad.jp 20080215 #add 014/8
179.0.0.0/8"+, changed: irr-admin@nic.ad.jp 20090204 #RIPE NCC 109/8 178/8

181.0.0.0/8"+, changed: irr-admin@nic.ad.jp 20090501 #APNIC 180/8 183/8

185.0.0.0/8"+, changed: irr-admin@nic.ad.jp 20090804 #APNIC 175/8 182/8

223.0.0.0/8"+} changed: irr-admin@nic.ad.jp 20090922 #RIPE 2/8 46/8
~___________  / _

changed: irr-admin@nic.ad.jp 20100119 #APNIC 1/8 27/8
source: JPIRR

AllocationE N TWVWR\W/8%ildk L ZIRRDF 7T =7 |
B{EJPNICIZ TAZ 72 = 7 b ZRENEE

Vath gz B &%
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On 09/10/2009 4:22, "Matthew Walster" <matthew at walster.org> wrote:

> A customer of mine is reporting that there are a large number of addresses

> he can not reach with his addresses in the 109/8 range. This was

> declassified as a BOGON and assigned by IANA to RIPE in January 2009.

>

> If you have a manually updated BOGON list, can I please ask that you review
> it and update it as soon as possible please? His addresses in 89/8 and 83/8
> work just fine, hence this presumption of BOGON filtering.

This might be a good moment to list all the /8s allocated so far this year.

046/8 RIPENCC 2009-09 whois.ripe.net ALLOCATED
002/8 RIPENCC 2009-09 whois.ripe.net ALLOCATED
182/8 APNIC 2009-08 whois.apnic.net ALLOCATED
175/8 APNIC  2009-08 whois.apnic.net ALLOCATED
183/8 APNIC 2009-04 whois.apnic.net ALLOCATED
180/8 APNIC 2009-04 whois.apnic.net ALLOCATED
178/8 RIPENCC 2009-01 whois.ripe.net ALLOCATED
109/8 RIPENCC 2009-01 whois.ripe.net ALLOCATED

Also, I'd like to mention that if you ever want to check your filters

against the registry, we have made the columns sortable. It's now nice and

easy to identify newly allocated /8s.
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml

Regards,

Leo Vegoda
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