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Layer 7 DDoS Attacks
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Figure 1
Source: Arbor Metworks, Inc.
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No. | Time | Source | Destination Protoco Info
" NG
173;
. o ® Frame 1272 (1402 bytes on wire, 1402 hytes captured)
° I / ‘ z 7 D : = Ethernet II, src: vmware_6f:88:¢l (00:0c:29:6f:88:cl), Dst: wistron_3c:f4:39 (00:0a:e4:3¢c:f4:39)
,f" = Destination: wistron_3c:f4:39 (00:0a:ed:3c:f4:39)
. Address: wistron_3c:f4:39 (00:0a:e4:3¢:f4:39)
_ 3 W 7 ....... (o T Lo Limoeten = IG bit: Individual address (unicast)
® SYN COO kl e 0) I J o <03 . wee. = LG bit: Globally unique address (factory default)
= Source: vinware_! 6f 88 cl (00 0c:29:6f:88:cl)

4313 Address: vmware_6f:88:cl (00:0c:29:6F:88:cL)
. E E}J (S m a rt Tec h n O I Ogy) ....... o R S S = IG bit: Individual address (unicast)
veve 200 wvs cie wve wewe = LG bit: Globally unique address (factory default)

Type: IP (0x0800)

® Internet Protocol, src: 192.168.10.241 (192.168.10.241), Dst: 192.168.10.38 (192.168.10.38)

- lUser batagram Protocal, Src Port: 1 (L), Ost Port: 80 BO) ]
Source port: 1 (1)
pestination port: 80 (80)

# Checksum: 0x1d03 [correct]
Data (65000 hytes)
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Mariposa Botnet

Mariposa Botnet infected 14,000,000 computers in 31901 cities
of 190 countries all over the world.

Source: Panda Security 2010 March
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Http Get Flood &=
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-Test type and destination

Attack type Slow POST [V |
URL Ihttp://www.proactiverisk.com

-General parameters
Connections 1400}

Connection rate |50
r . Timeout (s) 100.0 [ Random
I User agent Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1
Diagnostics

-Attack-specific parameters
Content length 1000000 Random

POST field

Randomise payload
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