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“NTP and Evil” RFREZEH HP

Being Nice on a (cisco ios) Router

i0S (recent 12.* releases)
access-list 46 remark utility ACL to bl
access-list 46 deny any

!

access-list 47 remark NTP peers/serv
access-list 47 permit 10.0.0.1
access-list 47 permit 10.0.0.2
access-list 47 deny any

!

I NTP access control

ntp access-group query-only 46 ! de
ntp access-group serve 46 I de
ntp access-group peer 47 | pe
ntp access-group serve-only 46 ! d¢g

Being Nice on a (cisco xr) Router

ios

Ntp
sery|
Sery
souf
upd

I'log
Ipts
flow
flow

I'Th
cont
man
inb
int
1

Being Nice on a (juniper) Router

This is a firewall filter fragment
for a loopback filter which

The alternative is to use a loopback
defaulft deny filter, in which case you

juniper
assumes a default permit would need the inverse form of the
term ntp { filter to accept NTP packets from the
from { configured servers:
source-address {
0.0.0.0/0; term ntp {
/* NTP servers to get time from */ from {
10.0.0.1 except; source-address {
10.0.0.2 except; 10.0.0.1/23;
} 10.0.0.2/32;
protocol udp; }
port ntp; protocol udp;
} port ntp;
then { }
discard; then {
} count ntp-requests;
} accept;
}

Ppttps //conference.apnic.net/data/37/2014-02-25-ntpddos 1392941955 pdf
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Geoff HustonMF#HF :BGP in 2013

— https://conference.apnic.net/data/37/2014-02-27-
bgp2013 1392943641 .pdf
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— https://conference.apnic.net/data/37/201402—-NetOps—Routing—
Resilience—Survey.pdf
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Routing Resiliency Survey
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Evidence based risk analysis

nnnnnn

Priority

rrrrr

~ https://www.internetsociety.org/rrs/

784 Mora Spacific 64500 208.67.220.0/24 20867220.0725 666 1103 271 868 2013-08-19 656 ) E
Announcemant by 15:47:36
Customer

734 More Specifi B4500  128.189.0.0/16 128.189,12B.0/18 393248 28247 262781 28320 2013-06-10 8 22:44:20 activ
Announcemag®y 208 ea 4 4:15:40 -
Customer 9324

735 More Spacific & weuC 7\128 an 4595 gl /¢ ‘aSSI 22:44:20 active
Announcamant by 393249 14:15:40
Customer
Aore Specific B4500 207230016 207.23.160.019 1108 558 22822 271 11105 2013-04-18 8 2201:56 active

18:58:04
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NSDs (Network Security Devices) IPv6
Verification BoF

> FW : security effectiveness(4), network processing performance(6)

No. Test factor reference Index(unit)
1 “allow all” policy configuration possible. And act normally. NSS Labs PASS/FAIL /NA E‘I % g 1¢ 15']
Simple outbound and inbound policies allowing basic browsing and email access for internal clients and
2 NSS Labs PASS/FAIL/NA
no external access
3 IPv4/IPvé network interoperability USGvE PASS/FAIL /NA
4 Syn flood protection NSS Labs PASS/FAIL /NA
No. Test factor reference Index(unit)
Throughput and latency with UCP varying packet size
i - Throughput(Mbps), Latency(us)
1 2 both CPLL memory usage rate RFC 1242, RFC 2544, TTASKO-12.0044
X ) ) CPU usage rate(%), usage rate (%)
X every Pvd / IPvE mode
, | memswswws Jalecommunication Device IPv6
IPv4/IPvé mixed mode
Maximum concurrent session(CC) far R d - S
3
‘ specific response size % both /Fvd & ea ] n eSS u rvey
. Maximum Connections Per Secon
| varying response size ¢ both [Fvd &
Maximum Transactions Per Second(TP 100
5 response size and specific Get reguest 1
X both IPv4 & [PvE mode
80
[ Application Average Response Time : 72& 68.7% Korean governmgnt . X
59.6% — telecommunication device ipvé
60 readiness : 60%,
Network, server, terminal are ipvé
40 - supportable by OS upgrade.
~ . .
119.1%) But, about 80% of Security Device
A .
20 = are need to replace ipv4 only
devices with IPv6 enabled one.
0 (Nov/2010)
I Total | | Network | | security | Server/ ‘
terminal

PA
NIC
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CGN:Carrier Grade NAT

CGN/ARIL
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— http://2014.apricot.net/program#tsession/66283
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IPv4

fth pth 35 0D IPvATE B 4 55 BEF 1
— ARIN. LACNICAN2014F (24589 5 F Al
IPva7 KL A D815

- LTTTA—A—DMBEEDEN /16~/15 £JUS$10
— “Global IPv4 Transfer Market2013 Pricing Trends &

2014 Outlook ARIN/APNIC Transfers in 2013

IPv47RLADY)—R l
- ESHIETAENBFTHM - \/

https://conference.apnic.net/data/37/4-

Pa ipv4Amarketgrouppresentationapnic37v2_1393292152 1393488933 pdf
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T—<tviay
- X al)74.CGN.DNS, A5, 41 2—Fvhk
HNFRX
BoF

== =
— «(EH#O) Eﬁn_,d_1= (Disaster Emergency Communication)

- Ry =X T 11 El’al‘févaG‘TJ'B

(NSDs (Network Security Devices) IPv6 Verification)
— IPV47|‘ LAMD!)—XR (Pv4 Address Leasing) Ry
- E %'IJIPvﬁcDJk,RdbJ:UIPVG*TMk,RODnJr,,Ell R

(APIPV6TF and IPv6 Readiness Measurement)
- RYRNT—DODAIEFIA  (Network Abuse) RPNIC ™ 3

— Network Function Virtualization (NfV)
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— Intro to Routing, Advanced BGP, MPLS
— Security

— Network Management/Monitoring

— ISOC NetOps Workshop (IPv6 Deployment. Security
and Resilience. Collaboration and coordination)

Fa—RJ)7IL

11

— Internet Resource Management

— BGP Multihoming . Traffic Engineering, IRR Tutorial
Pa— Response Rate Limiting with BIND
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DNS anycast D 7KL X[11.23.0/24 118 =

o To: =sig-policy@lists.apnic.net=

« Subject. Re: [sig-policy] New version of prop-110: Designate 1.2.3.0/24 as Anycast to support DNS Infrastructure

= From: Job Snijders <job_snijders@hibernianetworks.com=

= Date: Fri, 28 Feb 2014 14:33:56 +0800

s Delivered-to: sig-policy@clove.apnic.net

o List-archive: <http://mailman.apnic.net/mailing-lists/sig-policy/=

o List-help: <mailto:sig-policy-request@lists. apnic. net?subject=help=

= List-id- APNIC SIG on resource management policy <sig-policy lists.apnic.net=
o List-post: <mailto:sig-policy@lists.apnic.net=

o List-subscribe: <http2//mailman.apnic.net/mailman/listinfo/sig-policy>, <mailto:sig-policy-request@lists.apnic.net?subject=subscribe>

o List-unsubscribe: <hitpJimailman.apnic.net/mailman/options/sig-policy=, <mailto:sig-policy-request@lists.apnic.net?subject=unsubscribe=

s Thread-topic: New version of prop-110: Designate 1.2.3.0/24 as Anycast to support DNS Infrastructure

o User-agent: Mutt/1.521 (2010-09-15)

Dear fellow networkers,

> A new wversion of the proposal "prop-110: Designate 1.2.3.0/24 as

> Anycast to support DNS Infrastructure™ has been sent to the Policy SIG
> for review.

>

> Information about earlier wversicons is available from:

>

> http://www.apnic.net/policy/proposals/prop-110

>

> You are encouraged to express your views on the proposal:

>

> — Do you support or oppose this proposal? - Is there anything in the
> proposal that is not clear? - What changes could be made to this

>

proposal to make it more effective?

H

am a time traveller, just got back from 2016. In my time slice the
internet has become unusable due to ongoing gigantic amplification
attacks and security issues. Therefor I am here to warn vou about
prop—110 and highlight some past events:

In July 2014, prop-110 is ratified and small group of operators start
anycasting the 1.2.3.0/24 prefix.

By September 2014, the 1.2.3.0/24 prefixz gains traction, it has become
globally visible despite recommendations to only propagate in a
localized scope. Many operators pride themselves in providing this
service to the general public.

Z milestone: In december 2014 a large merchant silicon CPE vendor

mrAmmAsA e B B e e T e T T S e T I R e e LT L R

R —SIGT
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DEVELOPMENT
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ICANN
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Authoritative Root Zone Management Process
(Present)
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http://www.icann.org/en/about/agreements/iana/contract-Oloct12-en.pdf
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