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— Improved DNS spoofing using node re-delegation
<https://www.sec-consult.com/fxdata/seccons/prod/downlo

ads/whitepaper-dns-node-redelegation.pdf>
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— DNS spoofing

<http://en.wikipedia.org/wiki/DNS _spoofing#Redirect_the__
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$ dig +norec +noedns www.example.jp a @nsl.example.jp

;5 flags: gqr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;; ANSWER SECTION:

www .example.jp. 86400 1IN A 192.0.2.100

55 AUTHORITY SECTION:

example.jp. 86400 IN NS nsl.example.jp.
example.jp. 86400 1IN NS ns2.example.jp.
;5 ADDITIONAL SECTION:

nsl.example.jp. 86400 1IN A 192.0.2.1
ns2.example.jp. 86400 1IN A 192.0.2.10
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« IHH: DNSSECHREEIZ#HLYTEmpty non-terminal
(*1)’&4’1@%( REXNRETDH-6H

e BNMNEIETHY—2FNSEC3+0pt-OutT
DNSSECE &L TW\5I5E LSMEEMAFE

— NSEC3+O0pt-OutDE# TlE,. BEABFH IR AL N —D
LB S empty non-terminal b9 LERES L LEL

— ZD1=H, HITRACDIRRIZEE+H 59 empty non-
terminalzREN R ET 516, —1EICTXTZEMLT=

—ITE. co.jplllFBRAF T ITRALUN—D LU LEH B8
TXTLO—FDEEIZLSEZEHEDEIITLEL

(*1) Empty non-terminal: )Y —XLa—F A —DHLERE SN TULVELAS,
—DLUEDHYTRAA D EREIN TS AL A (RFC 5155TE )
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