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ROA - Route Origination Authorization

ROADAZEHI

$ cd /var/rcynic/data/authenticated/rpki-repository.nic.ad.jp/
$ print_roa 1003/6galLktvYFfRfkbwTInYU-STtxYI.roa
ROA Version: O
SigningTime: 2015-03-20T11:12:21Z
asiD: 2515
addressFamily: 1
IPAddress: 192.41.192.0/24

$ print_roa publication/1003/HKEK_75JQYmMCWP26zFDz2IcXSIg.roa
ROA Version: 0
SigningTime: 2015-03-20T11:12:21Z
aslD: 2515
addressFamily: 1
IPAddress: 202.11.240.0/21
$
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ROAF VY S a1H—)\DEAKGE

@(I Tools-1 > A —) LAl (Ubuntu) \

RIR&IPNICOD
RPKIURZ MU

BGPJL—% BGPJL—%

S wget -q -O -
http://download.rpki.net/APT/apt-gpg-
key.asc | sudo apt-key add -

S sudo wget -q -O
[etc/apt/sources.list.d/rpki.list
http://download.rpki.net/APT/rpki.precise
Jdist

S sudo apt-get update

S sudo apt-get install rpki-rp

S vi /usr/local/etc/rpki.conf

(5£4H http://rpki.net/) /

ROAE VY —AEERIEDIREE 21T D &

Copyright © 2015 Japan Network Information Center 97



ROAF Vv S 1H—)\&ESREH

[Cisco 0S5 TEI]
router bgp <AS number>

Q bgp rpki server tcp <RPKI cache server>
RIREIPNICOD port 42420 refresh 60
RPKIURZ MU
,' [JunOSEXTE!]
. routing-options {
; validation {
RPKIF v 18—/ group rpki{

session <RPKI cache server> {
refresh-time 60;
port 42420;

}

RPKIZFE+ w1 H—/)\DIPT RL-X &
7|/‘J/:L/>"/I’A7“ckct7a’: SEI D

6 =,
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RPKIZ{£>7=0rigin Validation
ﬁisco 10S exam_ple] \

>show ip bgp 10.0.1.0/24
BGP routing table entry for 10.0.15.0/24, version 64

192.168.0.15 from 192.168.0.253 (192.168.0.253)
Origin IGP, metric O, localpref 100, valid, external,
best
path 7F53CAD85C08 RPKI State valid

[JUNOS example] \
> show route protocol bgp all

10.0.1.0/24 *[BGP/170] 17:11:58, MED 0, localpref 100,
from 192.168.0.253
AS path: 65001 I, validation-state: valid

>1t0 192.168.0.1 via ge-1/0/0.0

\> [BRBREROprefixBORRER TS %
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