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= “A flow is defined as a unidirectional sequence of packets with some common
properties that pass through a network device. These collected flows are exported to
an external device, the NetFlow collector. Network flows are highly granular; for
example, flow records include details such as IP addresses, packet and byte counts,
timestamps, Type of Service (ToS), application ports, input and output interfaces, etc. “
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= “Exported NetFlow data is used for a variety of purposes, including enterprise
accounting and departmental chargebacks, ISP billing, data warehousing, network
monitoring, capacity planning, application monitoring and profiling, user monitoring and
profiling, security analysis, and data mining for marketing purposes.”
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NetFlowREE D ¥R < L2 4%

= Citrix NetScaler - AppFlow reports including Application, Connections, Request URL, Request host,
and User Agent reporting

= Dell SonicWALL - DPI, Intrusions, Spyware, URLs, User reporting, VolP monitoring, and more
= Juniper - Src/Dst IPv4/IPv6, Port, Vlan, AS..

= Open vSwitch

= Palo Alto Networks - Firewall event reporting, NAT reporting, DPI, and User reporting

= Riverbed Steelhead - numerous RTT reports, WAN Optimization reporting

» VMWare - VM (ESX hosts) information, dvswitch

= VYOS (Vyatta)

= Cisco ASA - specialized reporting for VPN users, ACL flow volumes, Network Address Translation
reports

» Cisco Wireless Controllers - DPI (Application) reports, wireless hosts reporting, SSID lists

» Cisco Application Visibility and Control (AVC) - numerous custom reports for DPI, Application
Performance, Performance Monitoring

£ :https://en.wikipedia.org/wiki/NetFlow
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1m Interval (Rate)

2013/9/30 2013/9/30 201

1815 18:20 1

L] 2013-9-30 18:03 %Y 2013-6-30 10:03 © ApplyDates  View Raw Flows ( Inbound )

Inbound Results 1 - 50 of 95 (0.76s)

Metering: Ingress
Source Well Known Destination Percent
10.71.154.10 snmp (161 UDP)  10.71.154.106 36.86 %
10.71.154.3 snmp (161 UDP)  10.71.154.106 11.60 %
10.71.154.3 snmp (161 UDP)  10.71.130.45 7.42%

2|
3|

.71.130. snmp .71.154. 8
Bl 10.71.130.44 (161 UDP) 10.71.154.2 438 %
6 |

3/9/30 2013/9/30
8:25 18:30

10.71.154.10 iop (2056 UDP) 10.71.154.106 3.78%
10.71.164.73 snmp (161 UDP) 10.71.154.2 3.48 %
10.71.154.106 snmp (161 UDP) 10.71.154.10 3.26 %
El 10.71.130.44 telnet (23 TCP) 10.71.164.2 278 %
10.71.130.45 snmp (161 UDP) 10.71.154.2 231%
10.71.154.3 osm-oev (9991 UDP) 10.71.154.88 224 %

Kl 10.71.13045 Y

m ALl ipClassOfService octetDeltaCount octetTotalCount packetDeltaCount packetTotalCount prot lidentifier sourceMacAddress sourceTransportPort tcpControlBits
EER 10.71.154.106 Uncategorized(00000000) 213 213 2 2 UDP (17) 58:80:09:c0:29:3f 53773 N/A
m ERATIE Uncategorized(00000000) 1136 1136 UDP (17) 20:bb:c0:5e:a6:e7 51904 N/A
Uncategorized(00000000) 4125 4125 UDP (17) 20:bb:c0:5e:a6:e7 161 N/A
48(CS86)(11000000) 114 114 OSPFIGP (89) 20:bb:c0:5e:a6:e7 76 N/A
Uncategorized(00000000) 283 283 UDP (17) 58:8d:09:c0:29:3f 53773 N/A
8(CS1)(00100000) 448 TCP (6) 58:8d:09:c0:29:3f 41007
Uncategorized(00000000) 3632 UDP (17) 20:bb:c0:5e:a6:e7 161 N/A
Uncategorized(00000000) 663 UDP (17) 58:8d:09:c0:29:3f 53773 N/A
8(CS1)(00100000) 78 UDP (17) 58:80:09:c0:29:3f 12345 N/A
— — ICMP (1) 58:8d:09:c0:29:3f 17696 N/A
1 Tall UDP (17) 20:bb:c0:5e:a6:e7 64834 N/A
Plixer International#t Scrutinizer o oo e
Uncategorized(00000000) 401 UDP (17) 20:bb:c0:5e:a6:e7 60676 N/A
48(CS6)(11000000) OSPFIGP (89) 20:bb:c0:5e:7e:d7 48 N/A
Uncategorized(00000000) 64 TCP (6) 20:bb:c0:5e:a6:e7 51050
Uncategorized(00000000) 64 TCP (6) 20:bb:c0:5e:ab:e7 51242
Uncategorized(00000000)

ICMP (1) 20:bb:c0:5e:a6:e7 0
Uncategorized(00000000)

) . TCP (6) 20:bb:c0:5e:a6:e7 51048
© 2013-2014 Cisco and/or its affil Uncategorized(00000000) UDP (17) T oo
Uncategorized(00000000)

ICMP (1) 20:bb:c0:5e:a6:e7 0
1 InratannrizadNNNNNNNN LIND {17\ RR-Rr-NQ-r-2Q-2F

| b |t | | h | | | | | | 0| b n| |G CO| | ]|
O b | b | b | b | | b | b | wd| CO| d| wd| |G| CO| 2| 0|
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L LiveAction - localhost NEE
File View Users QoS Flow Routing IPSLA LAN Tools Reports Help
Dashboard | Manage [Zp} Expand QoS |Flow | Routing| 1P SLA| LAN |
Q- R |® Enable Poling| ] Pause Display [Basic Flow | & [no Dispiay Fittering | & fport = EndPo'nts:IIP Address v| (D Playback NetFlow Collector Poling : 1 minute
Name | Protocol /[ sclPAddr |  SrcPort | Srccntry | DstiPAddr | DstPort | Dsteotry | Applicaton | BitRate | PacketRate |  InBytes | InPackets |
[=-4% Home ICMP $Qe-3csapp.cisco..., - - tokyo-atg-int-gw.... 2,048 - 656 bps 0pps 82B 10 af
@ 3560G-02 e 10.71.130.44 41,007 - 10.71.154.2 23 - telnet™ 51bps 0pps 1288 28
@ 4503E TCcP 10.71.130.44 37,262 - sqe-probe. dsco.c... 23 - telnet® 512 bps 0pps 648 18
@ ASR1001 UDP sqe-acsapp.cisco... 161 - WIN-0J1E19KUSP... 53,773 - snmp* 30 Kbps Opps 4KB 30
@ AR 1002 UDP 10.71.130.44 46,175 - 10.71.154.2 161 - snmp* 637 bps 1pps 3KB 28
8 2911 UDP sqe-probe.dsco.c... 161 - WIN-0J1E19KUSP. .. 53,773 - snmp* 19 Kbps 0pps 2KB 20
UDP sqe-probe.cisco.c... 161 - 10,71.130.45 44,054 - snmp™ 748 bps Opps 2KB 20
— UDP sqe-probe.disco.c... 49,423 - 10.71.130.49 9,991 - 11Kbps 0pps 1KB 10
& GigabitEthernet1/0/1 UDP PI20_88 27,889 - 10.71.154.2 161 - snmp* 4Kbps 0pps 5538 10
® GigabitEthernet1/0/2 uDP sqe-probe.cisco.c... 64,834 - WIN-0J1E19KUSP. . 2,055 s 3Kbps 0pps 4338 10
& Vian3 UDP WIN-0J1E19KUSP... 53,773 - sqe-acsapp.disco... 161 - snmp* 3Kbps 0pps 4288 40—
- @ C3560X-24PS-V02 uDP 10.71.130.45 44,054 - 10.71.154.2 161 - snmp*= 3Kbps 0pps 4118 28
@ c3850-01 UDP sqe-acsapp.cisco... 60,676 - WIN-0J1E19KUSP. .. 2,055 - 3 Kbps 0pps 334B 10
@ C3850-02 UDP 10.71.130.45 44,054 - sqe-probe. cisco.c... 161 - snmp* 2 Kbps 0pps 2658 18
@ c3925 uDP WIN-0J1E19KUGP... 53,773 - 10.71.154.2 161 - snmp* 2Kbps 0pps 1998 20>
@ C6504E < | ’
) C6504E-01 -
- @ Catakx
- @ D07-1941-01 (107143044 ][ P2oss |
[ h l [ ] sqge-probe.ci...
WIN-0J1E19KU... 10.71.130.45 =
Chorss P
Color Mapping By Ports Reports
TCP 50 8080 Src or Dst - Create Disptay Faker
Il TCP 443 Src or Dst Filter
M TCP 25 109-110 143... Src or Dst
W TCP 20-21 Src or Dst Gitjor
B TCP 0-65535 Src or Dst - 2960X | Create ACL based on flow...
*1928 /2 flows 0.71.154.2 |
M UDP 161-162 514 Src or Dst '
*13KB / 11 flows [~
M UDP 53 67-68 123 Src or Dst Other VLANs
M UDP 0-65535 Src or Dst
*2KB / 5 flows
ICMP Srcor Dst
*82B /1 flow
M Remaining
*988 / 1 flow
A\ Flow Polling Disabled Icon >/
B A fopied WIN-0J1E19KU... 10714542 | 5qe-303app... ) 1@.59.154 ) LiveAction *i
3, Not configured 10.71.130.45 m [ sqe-probe.ci... | [ NAM2204_134 |
L]
VLAN
« | a] ™ [ ospfallmca.. | [ P20 88 | [ tokyo-atg-in... |
© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 12
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NetFlow

» VROV ATLRNEFE., 1996 F 2/ T MF
» NSO VOERINED T I7IRREA —K (version 5)

« IR7EIL. NetFlow version 5 & NetFlow version 9AYE i

RFC 3954
Cisco Systems NetFlow Services Export Version 9 (Informational)

« 20134IZRFC7011-7015&L T4 (IPFIX)

RFC 7011
Specification of the IP Flow Information Export (IPFIX) Protocol for the
Exchange of Flow Information (Standards Track)

fth. RFC7012, 7013, 7014, 70157%3&
(NetFlow version 10)

» EARMICIEF DXy a M THY., /Ny H T4 (1:1000
BE)ITATLavEETE
— BB L N\— R 7 I KY L TS DAY R— L DEDEH S
s RYNT—ORS T4 IR, X TAEBER . rvbkD—9T50 =Y
ST IPLRILDEELGEIZFIAINS

- 270—FREE AT REEEZENT, X1 T HEDO, AR
O ELTOIGAMEESIN TS
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NetFlow 7 —*%T9F ¥

[ 1. BI5E (Metering) ]

V

- 2. tH 71 (Export)
INFyRES R NetFlow¥Fyvi a

EETAR—

BEER—bk
L/L4¥37akalL NetFlow

- Ny R S
TOS/31+ (DSCP) INryRBEMNASTO—T M) {ER (NDE)
ANALB3—D—R

[ ]

700 7A—%F— -

aLv4a:
LiR—bR&EGE
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Version 5 NDE
NetFlow Data Export

KL 1Time(sS )| ol1zZe osource vestination Frovocou.iL 11r o

0.000/1174/192 3.23 : CFLOW >3 (S ) flows
2 12000 1414 192 168 99 23 192 168.61.96 CFLOW total: 28 (vS) flows
3..24000.1222.192 1689923 _______ 192 1686196 _______ CELOW ____total: 24 (vS) flows

+ UDP User Datagram Protocol, Src Port: €4878 (64878), Dst Port: 2000 (Z000) :
1

— CFLOW Cisco MNetFlow/IPFIX |

CFLOW

CFLOW Count: 22 >
CFLOW SysUptime: 1142711644 NDEO)/\“JQ
CFLOW CurrentSecs: 1270746727

CFLOW CurrentiNSecs: 1897162876

CFLOW FlowSequence: 1005584
CFLOW EngineType: O

1
1
1
1
1
1
1
|
1
! CFLOW  Timestamp: Apr 8, 2010 17:12:07.197162876
1
1
1
1
|
1
| CFLOW Engineld: O

LTI EREOW - 908 n o na s o e SampingMode: Ne-samphlng mede configurect Oy - - - -

1 CFLOW .00 0000 0000 0000 = SampleRate: O 1

| CFLOW pdu 1723 :

| CFLOW SrcaAddr: 192 . 168 .40.2 (192.16€8.40.2) |

| CFLOW DstAddr: 192.1€68.99.21 (192.168.99.2 1) :

: CFLOW NextHop: 192.168.99.21 (192.168.99.21) '

: CFLOW Inputint; 19 :

1 CFLOW Outputint: 1 1

| CFLOW Packets: 10 !

| CFLOW Octets: 600 !

' CFLOW [Duration: 0.148000000 seconds] !

! CFLOW StartTime: 114326839.548000000 seconds :

! CFLOW EndTime: 1142689 696000000 seconds =

i CFLOW SrcPort: 10000 _,r $

| CFLOW DstPort: 55557 ﬂﬁll’zo)jn A &

! CFLOW padding - — K

| CFLOW TCP Flags: Ox10 (7D l/: IN)

! CFLOW Protocol: 17 :

: CFLOW IP ToS: Ox00 1

| CFLOW SrcAs: O i

i CFLOW DstAS: O :

| CFLOW SrcMask: 24 (prefix: 192.168.40.0/24) :

! CFLOW DstMask: 24 (prefix: 192.168.99.0/24) :

L A CFILOW______ adding e 1
CFLOW pdu 2522
CER YNAS Comem A~ 1T MTESD A ™ 1 MTES O ™ 1y

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



NetFlowF vy aMER~H 7

1.NetFlow cacheD 4. B

Src Src Dst Dst Bytes/ .

173.100.21.2 Fa0/0  10.0.227.12 11000 OgA 124 00A2 15 10.0.23.2 1528 1745 4
173.100.3.2 Fa0/0  10.0.227.12 6 40 0 2491 15 /26 196 15 124 15 10.0.23.2 740 41.5 1
173.100.20.2 Fa0/0  10.0.227.12 11 80 10 10000 0(1)A 124 180 O00A1 /24 15 10.0.23.2 1428 1145.5 3
173.100.6.2 Fa0/0  10.0.227.12 6 40 0 2210 19 /30 180 19 124 15 10.0.23.2 1040 245 14

- Inactive Timer 7T (T 74JLF158)

2.8 tIh - Active Timer #7T (T74/LF30%3)

(BA4<T—) - NetFlowF ¥y ah—# (L vono—»m1"5EEIh)
- RST F£f=I& FIN TCP 757“

Src Src Dst | Dst Bytes/ :

Fa1/0 173.100.21.2 Fa0/0  10.0.227.12 11000 00A2 /24 00A2 /24 15 10.0.23.2 1528 1800 4
3 EMOER w %
A.HHN—2ay

Protocol-Port &£ 41
Protocol SrcPort  DstPort

1 11000 00A2 00A2 1528

E£#oo0—HHh/N—3a> :Version

Cisco ubllc

45 L70—HHh/N—P3>: version 5 or 9

- Hh
587 OkaL 14 9h

© 2013-2014 Cisco and/or its affiliates. All rights reserved.




Edidic

NetFlow vb aA> 27445 L—i 3245

Router (config) # interface <slot/port/subinterface>
Router (config-if)# ip flow ingress

Router (config-if)# ip flow egress

Router (config) # ip flow-cache entries <number>
Router (config)# ip flow-cache timeout active <minutes>

Router (config)# ip flow-cache timeout inactive <seconds>

Router (config)# ip flow-export version 5 peer-as
Router (config)# ip flow-export destination 10.10.10.10 2055

Router (config)# ip flow-export source loopback O

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



P T
NetFlow3F+vv< o 10S showa< K

1812W-AG=K05-01#sh _ip_cache_flow

IP packet size distribution (106188864 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .104 .006 .000 .000 .000 .888 .000 .000 .000 .000 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 . 000 .000 .000 .000 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 278544 bytes
30 active, 4066 inactive, 2310263 added
49835813-ager pot s, flow attoc faitures :7E]-—-§ﬂ
Active flows timeout in 1 minutes
Inactive flows timeout in 10 seconds
[P Sub Flow Cache, 34056 bytes
60 active, 964 inactive, 3316053 added, 2310263 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-WWW 29733 0.0 6 156 0.1 4.4 3.2
UDP-other 2267280 1.9 46 184 92.5 0.9 13.3
ICMP 6225 0.0 1 82 0.0 0.0 13.3
[P-other 6995 0.0 16 81 0.0 140. 5 0.9
Total : 2310233 2.0 45 184 92.8 1.3 13. 1
Srclf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
V140 192.168. 40. 2 Fa0x 192.168.99.21 11 07AF DAC4 1
Fa0 192.168.99.21 V140 192. 168. 40. 2 11 DAC4 O7AF 1
Fa0 192.168.99.21 V140 192. 168. 40. 2 11 DAC4 2710 10
V140 192.168. 40. 2 Fa0x 192.168.99.21 11 2710 DAC4 10
Fa0 192.168.61.254 V140 192.168. 40. 2 11 270F F5B3 1000
Fa0 192.168.99.21 VI40 192.168. 40. 2 11 DB72 2710 10
V140 192.168. 40. 2 Fa0x 192.168.99.21 11 2710 DB72 10
Fa0 192.168.61.254 V140 192. 168. 40. 2 11 270F D5F7 297
V140 192.168. 40. 2 Fa0x 192.168.99.21 11 07AF DB72 1
Fa0 192.168.99.21 V140 192.168. 40. 2 11 DB72 O7AF 1
Fa0 192.168.61.254 V140 192.168. 40. 2 11 O07AF D5F7 1
<ship>

| Ny REZE

T —avkig

© 2013-2014 Ciscoamuror s anmiates. AT TS TESETveu-
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NetFlow version 9/IPFIX

BESNn70—4HA BN TILIRED B S 70— HH
Netflow Version 5 Netflow v9 / IPFIX
@ ooy @ ooy
------- a-ua-
------- ZO0—L3d—F CEEEEE -
o S o ) Is)
: : . :
S------ ZO0—-L3—F CEEEE » S5 < S
. ° B 7a-ia—: S S
------- Z0-L3—F ECEEEES -
-----
18DEE7 1 —ILK ARSIV AR—7—THRHICRETES

BIETT - BKIPPRLA - BETT * SBkR—FES - AH
AVI—=T =X ~TOS~-HBHAVT—=T =X~ I\TvY
b IXA MR E

70-FERE7A—LaA—KRE&EBRIcaALIYIC{cEE NS
(=>7L—hk)
BEOTHEIDDITHSDZIT—IEHNTES
A7ayz70—7Ax—~¥vy b -A7¥3>70-L3—KIC
D 70—-LINDREERBROIGETES

Cisco Public 21
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NetFlow version 9/IPFIX

RFC3954 “Cisco Systems® NetFlow Services Export Version 9” (Informational)

- R—23 U9 DIVRR—R-TF—TuklE, FUTL—REFERLTEY., P /SrykOTA—% . REHEAESREEICE AL A TERA
FHCEMTEDLIIZHE-TLNVS, (RFC3954)

s TUTL—RER ZOBELERICSOVTEREN-T—ILFD I U TH S, (RFC3954)

- FUJL—hk
« FUTL—h ... TALO—FOEEEFILIRIEAZS (T TL—MD, Type. Length)
» AT aTFUTL—bk . T=ELI—FLUSNDEHREILIZIZERS

- T—AL3—F
» JO0—FT—4 .. TUIL—DET—4AIE
» FTaron—5—4

v TUTL—RR—=ZD Ak
v HOA—IEDYR—IDES . HATA—TIMNEEDEERE
« OLYSEITCEF T —ILFEEFZE T (CT70—La— RO fFR M AT EE

NetFlow version9% &2, IPFIXEL THEEE L (NetFlow version 10)
= RFC 7011, 7012, 7013, 7014, 7015%&
X Tq BBEREE., TABEMAE . B ALIRE

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



NetFlow version 9 7L —kET—44

Template Flowset

File Edit View Go Capture

Analyze Statistics Telephonx Tools

Filter: ‘ cflow
No. Time Source Destination
235 38.186019 192.168.0.180 192.168.0.100
238 38.395327 192.168.0.180 192.168.0.100
239 39.189903 192.168.0.180 192.168.0.100
192.168.0.100

240 39.189927

192.168.0.180

Help

v Expression...

Protocol

CFLOW
CFLOW
CFLOW
CFLOW

Clear

Info

total: 26
total: 1
total: 49
total: 49

< n

Timestamp: Jan 5, 2011 10:08:37.000000000 (EEDD

FlowSequence: 1049
SourceId: 256
= Flowset 1
Template Flowset: 0O
Flowset Length: 40
= Template (Id = 260, Count = 8)
Template Id: 260
Field count: 8
= Field (0/8)
Type: IP_SRC_ADDR (8)
Length: 4
= Field (1/8)
Type: IP_DST_ADDR (12)
Length: 4
= Field (2/8)
Type: PROTOCOL (4)
Length: 1
= Field (3/8)
Type: APPLICATION_ID (95)
Length: 4
= Field (4/8)
Type: BYTES (1)
Length: 4
= Field (5/8)
Type: PKTS (2)
Length: 4
= Field (6/8)
Type: FIRST_SWITCHED (22)
Length: 4
= Field (7/8)
Type: LAST_SWITCHED (21)
Length: 4

Data Flowset

File Edit View Go

Capture Analyze Statistics Telephony Tools

Help

Filter: ‘ cflow

No. Time Source Destination Protocol Info =
— (="
235 38.186019 192.168.0.180 192.168.0.100 CFLOW total: 26 (v9) records
238 38.395327 192.168.0.180 192.168.0.100 CFLOw total: 1 (v9) record
239 39.189903 192.168.0.180 192.168.0.100 CFLOW total: 49 (v9) records
240 39.189927 192.168.0.180 192.168.0.100 CFLOW

v Expression... Clear Apply

total: 49 (v9) records -

n

N

Ethernet II, Src: Cisco_82:6b:00 (d0:do:fd

User Datagram Protocol, Src Port: 64089 (6
Cisco NetFlow/IPFIX

version: 9

Count: 49

Sysuptime: 12307586

Timestamp: Jan 5, 2011 10:08:38.0000000
FlowSequence: 1050

SourceId: 256

Flowset 1

pata Flowset (Template Id): 260
Flowset Length: 1428

ODEEE®

®

SrcAddr: 10.1.3.12 (10.1.3.12)
DstAddr: 10.2.100.2 (10.2.100.2)
protocol: 6
ApplicationiD: 1
octets: 84
Packets: 2
# [pburation: 0.000000000 seconds]
= Flow 2
SrcAddr: 10.1.3.12 (10.1.3.12)
DstAddr: 10.2.100.2 (10.2.100.2)
protocol: 6
Applicationip: 3
Octets: 1348
Packets: 5
# [Duration: 0.000000000 seconds]
= Flow 3
SrcAddr: 10.1.4.12 (10.1.4.12)
DstAddr: 10.2.100.3 (10.2.100.3)

< "

Frame 239: 1490 bytes on wire (11920 bits), 1490 bytes captured (11920 bits)

Internet Protocol, Src: 192.168.0.180 (192."
File Edit View Go Capture Analyze Statistics Telephonx Tools Help

No. Time Source
30345 3369.36156192.168.0.180
30347 3370.36172.192.168.0.180
30353 3373.22027 192.168.0.180

Destination

192.168.0.100
192.168.0.100
192.168.0.100

Protocol Info
CFLOW
CFLOW
CFLOW

< {1}

= Cisco NetFlow/IPFIX

version: 9
Count: 12
Sysuptime: 15751496
Timestamp: Jan 5, 2011 11:04:17.000000000 (EEED
Flowsequence: 6089
Sourceld: 0
= Flowset 1
options Flowset: 1
Flowset Length: 26
Template Id: 256
option scope Length: 4
option Length: 12
Scope Type: System (1)
scope Field Length: 4
Type: APPLICATION_ID (95)
Length: 4
Type: APPLICATION_NAME (96)
Length: 24
Type: APPLICATION_DESC (94)
Length: 55
= Flowset 2
Data Flowset (Template Id): 256
Flowset Length: 961
= Flow 1
Scopesystem: 192.168.0.180 (192.168.0.180)
Applicationip: 1223
ApplicationName: sixtofour-ipv6-tunneled
ApplicationDesc: 6 To 4 ipv6 tunneled
= Flow 2
ScopeSystem: 192.168.0.180 (192.168.0.180)
ApplicationID: 244

ApplicationName: custom-10
ApplicationDesc: Custom protocol custom-10

total:
total:
total:

Option Templat

=l

16 (v9) records
12 (v9) records
1 (v9) record

T

FI A1) Template® Application IDIZNBARTEREE L f-Application IDAEEEEEN 5

Application ID&Applicationf DI vE >4 [FO0ption TemplatelZ&Yi@EEIEh 5
.
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C1941(config-flow-exporter)#option ?
application-attributes Application Attributes Table Option

application-table Application Table Option

c3pl-class-table C3PL class cce-id table

c3pl-policy-table C3PL policy cce-id table

exporter-stats Exporter Statistics Option
interface-table Interface SNMP-index-to-name Table Option
metadata-version-table Metadata Version Table Option
sampler-table Export Sampler Option

vrf-table VRF ID-to-name Table Option

Cat3850(config—flow-exporter)#option ?

application-table Application Table Option

exporter-stats Exporter Statistics Option
interface-table Interface SNMP-index-to—-name Table Option
metadata-version-table Metadata Version Table Option
sampler-table Export Sampler Option

usermac-table Wireless usermac—-to-username Table Option

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



NetFlow version9/IPFIX

AIEEH DD

AlE

20—

NetFlow
Version 5

\'\H%

.

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

NetFlow
Version 9

70— R DL
(L2, L7, FW, NAT..)
HEFREE T O —# AT
NUF—ZED DR (51:FNF)

NetFlow v9
IPFIX (v10)

Cisco Public
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NetFlow version9/IPFIX cont.

AT [EA—R) VT REITIKTEF
ElE#7ENetFlow vVOERE ([T A
B RGERET—470—tyhELTEE
HRIERIES . OL S —x G X ERER

AIEEH DD

A5 JO—#BI DYk
V248 - [ IN
metering BEEI71—-ILRIZLD (L2, L7, FW, NAT..)
20---5 B 8% E Bl e D0 — A F
ROF =D D LR (F:FNF)

|
|
I
20044~ 1] 2010%FtE~ I

I
1
9984FtE ? I

NetFlowlEEIEL TWVE—A . R EEREDLIV T4 MEEL TS GRELLDOT LY

H NetFlow NetFlow NetFlow v9
export Version 5 Version 2 IPFIX (v10)

\'HW&S

12T 5 [HRDITE 92945 [HROITE (EEITUR) ]

\_ NetFlowldL3LL L MAC7 kL ZX%Vlan, MPLS. IPv67: & Yk
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Edidic

H{IZAACisco NetFlow a> 7449 L— 3y

20064~

20144F ~

collect connection delay response to-server {sum, min, max}
collect connection delay response to-server histogram [bucket1 ... bucket7 | late]
collect connection delay response client-to-server {sum, min, max}

flow record SampleRecord |

match ipv4 tos

match ipv4 protocol flow exporter Collector

match ipv4 source address description JANOG36

match ipv4 destination address destination 10.71.154.107

match transport source-port

match transport destination-port transport udp 20.55

collect transport tcp flags te"‘Plat? data timeout 60
201 OEN collect interface input option interface-table

collect counter bytes long option exporter-stats

collect counter packets long option sampler-table

T

ip flow egress

ip flow ingress

ip flow-capture vlan-id
ip flow-capture mac-addresses
ip flow—capture icmp

ip flow-cache mpls label-positions 1 2 no-ip-fields mpls-length

20044 ~

ip route-cache flow sampled input

ip multicast netflow ingress

2OOO£|E~ ip flow-aggregation cache as

mls flow ip interface-full
mls nde sender version 5

tag-switching ip flow

set mls flow full

ip route-cache flow 1996ﬂ£~

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

o JTRIFIPVADAZENRELTLN
o L2.MPLS. BGP. IPv6%: & 28D A R EIEHI G AL
« Flexible NetFlow® {t#H A U3k

FTNIERED—ETHY . MELI-LOTEHYFEA
HEBIRTFDERE (C12000PCRSIEE) FEFNFEEA -
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S
H{EIZHABCisco NetFlow

ponse to-server {sum min, m
ay response to-server
onnection delay response client-

20145

ow record SampleRecord
ipv4 tos
pv4 protocol flow exporter
ipv4 source address description JA
ipv4 destination address
match transport source-port
match transport destination-por
collect transport tcp flags
201 OE~ collect interface input
collect counter bytes long
collect counter packets long

ip flow egress

ip flow ingress

ip flow-capture vlan-id
1p flow—capture mac-add
apture icmp

positions 1 2 no-ip-field

pls—length

input

lticast netflow ingress

ip flow-aggregation cache as

mls flow ip interface-full
mls nde sender version 5

. MPLS. BGP. |PV6E&§§&®@EU§5 EMGHEAE
ible NetFlow® L #H A [ZURZR

tag-switching ip flow

TNEREO—HMTHY, BELLLOTIEBYEL A
S TB IR O RE (C1 20000 CRSEE) FAENEL A -
~HELARURTHREICS>THR— MR HIR T BBAN S apYFT o



IPFIX 727 L—MMjl

P Internet Protocol Version 4, Src: 10.0.0.254 (10.0.0.254), Dst: 10.100.1.128 (10.100.1.128)
I User Datagram Protocol, Src Port: 58390 (58390), Dst Port: iop (2055)
~ Cisco NetFlow/IPFIX
Version: 10
Length: 380
P Timestamp: Apr 23, 2013 18:05:54.000000000 JST
FlowSequence: 16354

Observation Domain Id: © -— =
- Set 1 7 N
Flowset Id: Data Template (V10 [IPFIX]))(2)
FlowSet Length: 364 N\ /

~ Template (Id = 258, Count = @)— -
Template Id: 258
Field Count: 48
+ Field (1/48): IP_SRC_ADDR

B... .... .... .... = Pen provided: No
.000 DOOO 0OOO 1000 = Type: IP_SRC_ADDR (8)
Length: 4

P Field (2/48): IP_DST_ADDR

P Field (3/48): L4_DST_PORT

P Field (4/48): PROTOCOL

> Field (5/48): 9252 [pen: ciscoSystems]

> Field (6/48): 9357 [pen: ciscoSystems]

P Field (7/48): 12235 [pen: ciscoSystems]

[ E-in'lrl foraAoch. AD_D[TI"ATTF\M T
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IPFIX 1| FH 451
URLRRAREEYRAD R

Yllll tnd  c TOERBEEDOEWW\WebHY AL ?
WWW.cnn.com www.youtube.co www.facebook.com e -Ij-,r I\ Ij;J D URL (j: >

%

http://www.youtube.com/ciscolivelondon
http://www.youtube.com/olympic

I—ILRZ (B5EH) I

application http host 45003 WWW.Chn.com

http://www.cnn.co
http://www.cnn.com/NS
http://www.cnn.com/VXOF

application http uri statistics 42125 US\02
WORLD\01*

art count new connections 42050 3

a *\0IZT =4, NetFlowaL o2 —hParse
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VoW L T
v Flow 2 )
SrcAddr: 10.71.154.14 (10.71.154.14)
DstAddr: 72.163.10.14 (72.163.10.14)
DstPort: 80
Protocol: 6
Enterprise Private entry: (ciscgSystems) Fype-9252r ¥alme—{hex bytesh: 00— — — = = = = = — — o _ _ _ _
v [Enterprise-Private éntry: (ciscoSystems) Type 9357: Value (hex bytes): 74 61 67 00 00 03 (Variable Length)] R -
— = String_len_short: 255 - s
/ String_len_short: 6 Ry
N 7 s
|-
= ~string_len_short: 255 I
Stringﬁeﬁ_shm-tl-a____ _______—-'"__
DSCP: O R P R e e e e e e R
ApplicationID: NBAR Application ID: 3:80 (type:id)
Enterprise Private entry: (ciscoSystems) Type 9303: Value (hex bytes): 00 00 01 c8
Enterprise Private entry: (ciscoSystems) Type 9305: Value (hex bytes): 00 00 00 98 a']; T’&) IPFlX?b‘\ ~ ’
Enterprise Private entry: (ciscoSystems) Type 9304: Value (hex bytes): 00 00 00 98 E£E® ~ ~ M\/,\
Enterprise Private entry: (ciscoSystems) Type 9306: Value (hex bytes): 00 00 00 09
Enterprise Private entry: (ciscoSystems) Type 9308: Value (hex bytes): 00 00 00 03 (NetFlow V9 'j:z:ﬂ-)
Enterprise Private entry: (ciscoSystems) Type 9307: Value (hex bytes): 00 00 00 03
Enterprise Private entry: (ciscoSystems) Type 9313: Value (hex bytes): 00 00 02 38
Enterprise Private entry: (ciscoSystems) Type 9315: Value (hex bytes): 00 00 00 b8
Enterprise Private entry: (ciscoSystems) Type 9314: Value (hex bytes): 00 00 00 c4
Enterprise Private entry: (ciscoSystems) Type 9316: Value (hex bytes): 00 00 00 78
Enterprise Private entry: (ciscoSystems) Type 9318: Value (hex bytes): 00 00 00 24
Enterprise Private entry: (ciscoSystems) Type 9317: Value (hex bytes): 00 00 00 30
Enterprise Private entry: (ciscoSystems) Type 9319: Value (hex bytes): 00 00 01 cO
Enterprise Private entry: (ciscoSystems) Type 9321: Value (hex bytes): 00 00 00 94
Enterprise Private entry: (ciscoSystems) Type 9320: Value (hex bytes): 00 00 00 98
Enterprise Private entry: (ciscoSystems) Type 9309: Value (hex bytes): 00 00 02 40
Enterprise Private entry: (ciscoSystems) Type 9311: Value (hex bytes): 00 00 00 bc
Enterprise Private entry: (ciscoSystems) Type 9310: Value (hex bytes): 00 00 00 c8
Enterprise Private entry: (ciscoSystems) Type 9273: Value (hex bytes): 00 0 Enterprise Private entry: (ciscoSystems) Type 9282: Value (hex bytes): 00 00 00 03
Enterprise Private entry: (ciscoSystems) Type 9275: Value (hex bytes): 00 0 Enterprise Private entry: (ciscoSystems) Type 9292: Value (hex bytes): 00 00 00 03
Enterprise Private entry: (ciscoSystems) Type 9274: Value (hex bytes): 00 O Enterprise Private entry: (ciscoSystems) Type 9300: Value (hex bytes): 00 00 00 00
Enterprise Private entry: (ciscoSystems) Type 9272: Value (hex bytes): 00 0 Enterprise Private entry: (ciscoSystems) Type 9293: Value (hex bytes): 00 00 00 00
Enterprise Private entry: (ciscoSystems) Type 9268: Value (hex bytes): 00 0 Enterprise Private entry: (ciscoSystems) Type 9294: Value (hex bytes): 00 00 00 00
Enterprise Private entry: (ciscoSystems) Type 9282: Value (hex bytes): 00 o Enterprise Private entry: (c;scoSystems) Type 9295: Value (hex bytes): 00 00 00 00
e ntt e oot T oo it bt oo o] e T ate entry: (ciocesyetons) Type 907 Velue (hex bytes): 00 00 00 00
= e ————————rrrErca =e Enterprise Private entry: (ciscoSystems) Type 9298: Value (hex bytes): 00 00 00 03
giig 1 00 06 74 61 67 00 0O 03 ff 00 19 4 - .tag.. ... \\ Enterprise Private entry: (ciscoSystems) Type 9299: Value (hex bytes): 00 00 00 00
p150 00 03 00 00 50 00 00 01 c8 (ao 00 - T / b
p160 00 98 00 00 00 98 00 00 00 09 00 00 00 03 00 00 "........ ........ putint:
170 00 03 00 00 02 38 00 0O 00 b8 00 00 00 c4 O g ... 8. ... R EOSE SCtiti: 1?‘5‘8
~ 0S ackets:
e = — == s Enterprise Private entry: (ciscoSystems) Type 9266: Value (hex bytes): 00 00 00 00 00 00 00 Of
Responder Octets: 1224
Enterprise Private entry: (ciscoSystems) Type 9265: Value (hex bytes): 00 00 00 00 00 00 00 Of

Initiator Octets: 5577
Octets: 6453
Packets: 21

P Flow 3

[} -

o]
© 2013-2014 Cisco and/or its affiliates. All rights reserved.

b ff 00 06 74 61 67 00 00 03 ff 00 19

g 00 03 00 00 S50 00 00 Ol c8 00 00
00 98 00 00 00 98 00 00 00 09 00 00 00 03 00 00
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Tips. SEEPYATVIanZ ED T Ty I EZE RS

==, O ~ ~ =

X TE/N)T—2 324 =% I

Catalyst3850 (config-flow-record)#match ? flow record vlanRec
application Application fields match datalink dotlq vlan input
datalink Datalink (layer2) fields match interface input
flow Flow identifying fields collect counter bytes
interface Interface fields collect counter packets
ipv4 IPv4 fields collect timestamp sys—uptime first
ipv6 IPv6 fields collect timestamp sys—uptime last
transport Transport layer fields !
wireless Wireless fields flow monitor JANOG36

record vlanRec
Cat3850-01(config-flow-record)#match datalink ? !

dotlqg dotlqg field interface GigabitEthernetl/10
ethertype The Ethertype of the packet switchport mode trunk

mac MAC fields vlan—-range 1-2000

vlan The VLAN the packet is on datalink flow monitor JANOG36 input

Xexporter[FFZRELTLEEA

t 51

4503E#sh flow mon JANOG36 cache format table

Cache type: Permanent
Cache size: 4096
Current entries: 2
High Watermark: 2
Flows added: 2
Updates sent ( 1800 secs) 0
DATALINK DOT1Q VLAN INPUT INTF INPUT time first time last bytes long perm pkts long perm
10 Gi2/3 15:54:47.562 16:24:41.562 8864352 8706
1 Gi2/3 16:04:07.562 16:23:51.566 243 3
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Tips. ARIZIGUT. B8 DI LITNDEZHE AT 5H(1/3)

QoSE=4)G

flow record QO0S_Rec
match ipv4 tos

match interface input
match interface output
collect counter bytes
collect counter packets

IPve2 00—

VRFZ &

ipv6 cef
|

flow record IPv6_Rec

description Used for basic IPv6 traffic analysis
match ipv6 destination address
match ipv6 source address

match ipv6 protocol

match transport source-port

match transport destination-port
collect counter bytes

collect counter packets

collect timestamp sys—-uptime first
collect timestamp sys—uptime last

flow record VRF_Rec

match routing vrf input

match ipv4 source address

match ipv4 destination address
collect interface input

collect interface output

collect counter bytes

collect counter packets

collect timestamp sys—uptime first
collect timestamp sys—uptime last

EEkD75TIL

TCPI3547 &TTLE=4—

flow record TCP_Rec

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport tcp flags

match ipv4 ttl

collect counter bytes

collect counter packets

collect timestamp sys—-uptime first
©4 collect timestamp sys—-uptime last

flow record TNF_Rec

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port

match transport destination-port
match interface input

collect counter bytes

collect counter bytes

collect counter packets

collect timestamp sys—uptime first
collect timestamp sys—-uptime last

Cisco Public
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© 2013-2014

aLys—1

flow exporter my-exporterl
description GeneralCollector
destination 10.101.41.24
source GigabitEthernet@/1

transport udp 2055

IRICIGL T, ERDIEFEICNDEZHE 1T 45 (2/3)

ZLOA—FEIHRKR—42—%
BOF-E=4—%1ERK

aLoa—2

flow exporter my-exporter2
description SecurityCollector
destination 10.101.41.25
source GigabitEthernet@/1
transport udp 9996

option interface-table

flow monitor TNF_Mon
record TNF_Rec
exporter my—-exporterl
exporter my—exporter4
cache timeout active 1
|

interface GigabitEthernet@/1
ip address 10.0.0.254 255.255.255.0
ip flow monitor TNF_Mon input

aLy4—3

flow exporter my—exporter3
description IPv6_Collector
destination 10.101.41.26
source GigabitEthernet@/1
transport udp 3000

option interface-table
option exporter-stats

option application-table

flow monitor Security_Mon
record TCP_Rec
exporter my-exporter2

cache timeout active 1
I

interface GigabitEthernet0/24
ip address 10.71.15.254 255.255.255.0
ip flow monitor Security_Mon input

aLy4—4

flow exporter my-exporterd
description TestCollector
destination 10.101.41.27
source GigabitEthernet@/1
transport udp 2055

option interface-table
option exporter-stats
option application-table

flow monitor IPv6_Mon

record IPv6_Rec

exporter my-exporter3

cache timeout active 1

|
interface GigabitEthernet@/24

ip address 10.180.1.25 255.255.255.0
ip flow monitor Security_Mon input

CISCO and/or 1ts afliates. All fights reserved.
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Tips. ARIZIGUT. B8 DIELICNDEFHE 1T 5H(3/3)
HEEBRT. WVANWALBEZAYUTNELDS !

ToSE=42—

INTF INPUT INTF OUTPUT IP TOS bytes long perm pkts long perm
Gio/1 Gi0/2 0x00 1002890100 1365382
Gio/2 Gio/1 0x00 263579575 1457850
Gio/2 Gio/1 0xCo 546068 8873
Gio/2 Gio/2 0x00 19145460 246939
Gio/2 Gi0/2 0xCo 9348 123
Gio/1 Gio/1 0x00 383384 5279

TCP754 E=4—

IPV4 SRC ADDR IPV4 DST ADDR TCP FLAGS 1IP PROT bytes pkts time first time last

219.75.253.70 10.1.100.33 0x00 17 76 1 ©08:38:49.278 08:38:49.278

64.68.120.146 10.101.10.74 0x18 6 480 2 08:38:51.766 08:38:50.062

202.234.232.6 10.101.9.251 0x00 17 210 2 08:38:50.262 08:38:50.274

118.243.82.177 10.1.100.33 0x00 17 76 1 ©08:38:51.274 08:38:51.274

219.75.253.70 10.1.100.33 0x00 17 76 1 ©08:38:51.278 ©8:38:51.278

10.100.1.90 10.101.41.11 0x02 6 48 1 08:38:53.666 ©08:38:53.666

10.100.1.90 10.101.41.11 0x10 6 40 1 08:38:53.670 ©08:38:53.670

10.100.1.90 10.101.41.11 0x18 6 767 1 08:38:53.674 ©08:38:53.674 0x02 .. Syn
10.100.1.90 10.101.41.11 0x11 6 40 1 08:38:53.686 ©08:38:53.686 0x10 .. Ack
192.221.72.51 10.1.100.175 0x00 17 314 1 08:38:53.942 08:38:53.942 0x11 .. FIN, Ack

0x12 .. Syn, Ack
0x18 .. PUSH, Ack

IV r—a = R—

IPV4 SRC ADDR IPV4 DST ADDR INTF INPUT INTF OUTPUT IP PROT APP NAME bytes pkts time first time last
125.206.198.59 10.1.100.33 Gio/1 Gio/2 17 nbar ntp 76 1 08:26:48.206 08:26:48.206
10.100.1.92 10.101.40.252 Gio/1 Gio/2 6 nbar xwindows 64 1 08:26:51.938 ©08:26:51.938
10.100.1.90 10.101.41.11 Gio/1 Gio/2 6 nbar unknown 216 5 08:26:52.014 08:26:54.494
10.100.1.90 10.101.41.11 Gio/1 Gio/2 6 nbar http 1578 6 08:26:52.018 08:26:54.802
64.68.120.146 10.101.10.74 Gio/1 Gio/2 6 nbar secure-http 560 4 08:26:54.530 08:26:54.830
174.129.220.171 10.101.90.99 Gio/1 Gio/2 6 nbar http 65 1 08:26:53.238 ©08:26:53.238
10.100.1.92 10.101.40.252 Gio/1 Gio/2 6 nbar vdolive 64 1 08:29:02.938 ©08:29:02.938
10.100.1.92 10.101.40.252 Gio/1 Gio/2 6 nbar h323 384 6 08:29:02.942 08:29:03.430
10.100.1.92 10.101.40.252 Gio/1 Gio/2 6 nbar skinny 192 3 08:29:02.950 08:29:01.130
10.100.1.92 10.101.40.252 Gio/1 Gio/2 6 nbar nfs 64 1 08:29:02.970 ©08:29:02.970
10.100.1.92 10.101.40.252 Gio/1 Gio/2 6 nbar corba-iiop 64 1 08:29:02.978 ©08:29:02.978
10.100.1.92 10.101.40.252 Gio/1 Gio/2 6 nbar appleqtc 64 1 08:29:02.994 08:29:02.994
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