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ntop

W ’ Home ~ m Hosts ~ Admin ~ Search Host

R

Active Flows o 10+
Info Application L4 Proto Client Server Duration Breakdown Bytes
(Info Unknown TCP 216.34.181.57:22 192.168.1.92:58356 23 sec 1.12MB
(Info Unknown TCP 192.12.193.5:2222 192.168.1.92:61086 23sec  [EEIEED 86.78 KB
(Info SSL TCP 192.168.1.92:58641 72.233.2.58:443 3 sec Clle  Server 9.79 KB
(Info) Unknown TCP 66.155.11.238:443 192.168.1.92:58607 5 sec " Client  Sen 8.83 KB
(Info Google TCP 192.168.1.92:58638 173.194.35.4:443 1 sec " Cllent | Server | 2.34 KB
(Info Google TCP 192.168.1.92:58636 173.194.35.4:443 2 sec Clien  Server | 2.15KB
(Info Google TCP 192.168.1.92:58409 173.194.35.6:443 2 sec " Client Server | 633
(Info Unknown TCP 2.225.48.185:22515 192.168.1.92:60969 14 sec Client ~ Server 612
(Info DropBox UDP 192.168.1.92:17500 Broadcast:17500 1 sec " Client 516
(Info DropBox UDP 192.168.1.92:17500 192.168.1.255:17500 1sec ~ Cllent | 516

Showing 1 to 10 of 55 rows
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JALZ U 72W AR : nfdump

sxFlow’™ ¥ v 7 F v

7% mkdir work/nf
% nfcapd -w -t 60 -D -l work/nf -p 2055

.XFIOW€ Ju%)
7% nfdump -R work/nf

Date flow start Duration Proto  Src IP Addr:Port Dst IP Addr:Port Packets Bytes Flows
2015-07-14 00:43:21.341 1014.755 UDP 100.0.0.3:3 -> 10.0.0.1:18 1738 2522 |
2015-07-14 00:31:16.821 1739.275 UDP 100.0.0.3:4 -> 10.0.0.1:19 1328 4951 |
2015-07-14 00:30:05.421 1810.675 UDP 100.0.0.3:5 -> 10.0.0.1:20 1218 3650 |
2015-07-14 00:29:39.098 1836.998 UDP 100.0.0.3:6 -> 10.0.0.1:0 1871 9765 |
2015-07-14 00:38:27.524 1309.572 UDP 100.0.0.3:7 -> 10.0.0.1:1 1572 6852 |

2015-07-14 00:32:13.685 1683.411 UDP 100.0.0.3:8 -> 10.0.0.1:2 1478 8956 |
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JALZ U 72W AR : nfdump

sxFlow’™ ¥ v 7 F v

7% mkdir work/nf
% nfcapd -w -t 60 -D -l work/nf -p 2055

.XFIOW€ Ju%)
7% nfdump -R work/nf

Date flow start Duration Proto  Src IP Addr:Port Dst IP Addr:Port Packets Bytes Flows
2015-07-14 00:43:21.341 1014.755 UDP 100.0.0.3:3 -> 10.0.0.1:18 1738 2522 |
2015-07-14 00:31:16.821 1739.275 UDP 100.0.0.3:4 -> 10.0.0.1:19 1328 4951 |
2015-07-14 00:30:05.421 1810.675 UDP 100.0.0.3:5 -> 10.0.0.1:20 1218 3650 |
2015-07-14 00:29:39.098 1836.998 UDP 100.0.0.3:6 -> 10.0.0.1:0 1871 9765 |
2015-07-14 00:38:27.524 1309.572 UDP 100.0.0.3:7 -> 10.0.0.1:1 1572 6852 |

2015-07-14 00:32:13.685 1683.411 UDP 100.0.0.3:8 -> 10.0.0.1:2 1478 8956 |
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IO U 72 WA AT :nfdump

(cont.)

TN TCH T Topl0Z B DTS

7% nfdump -s srcip/bytes -n 10 -R work/nf/

Top 10 Src IP Addr ordered by bytes:

Date first seen Duration Proto

2015-07-14 00:26:58.133 2465.453 any
2015-07-14 00:35:58.527 3358.072 any
2015-07-14 00:35:49.543 3367.056 any
2015-07-14 00:36:31.065 3325.534 any
2015-07-14 00:34:12.124 3464.475 any

00000

Src IPAddr Flows(%)  Packets(%) Bytes(%) PPs bps bpp
100.0.0.3 89115(19.7) 133.7 M(19.7) 488.5 M(19.6) 54212 1.6 M
10.0.0.6 17468(3.9) 262M(3.9) 96.5M(39) 7809 229897
10.0.0.19 17436(3.8) 26.1 M(3.8) 96.1 M(3.9) 7752 228428
10.0.0.15 17543(3.9) 263 M(39) 96.1 M(3.9) 7920 231070
10.0.0.3 17335(3.8) 26.0M(3.8) 952 M(3.8) 7494 219849
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IO U 72 WA AT :nfdump
(cont.)

BN THFTopl0Z CSVTHT

7% nfdump -s srcip -n 10 -R work/nf/ -o csv

ts,te,td,pr,val flfIBipkt,ipktPibyt,ibytPpps,pbs,bpp

2015-07-14 00:26:58,2015-07-14 01:08:03,2465.453,any,100.0.0.3,89115,16.7,133657656,16.7,488520741,16.7,54212,1585171,3
2015-07-14 00:35:26,2015-07-14 01:36:56,3690.504,any,10.0.0.9,21784,4.1,32632006,4.1,119204149,4.1,8842,258401,3
2015-07-14 00:36:31,2015-07-14 01:36:56,3625.547,any,10.0.0.15,21712,4.1,32556340,4.1,1 18899952,4.1,8979,262360,3
2015-07-14 00:35:58,2015-07-14 01:36:56,3658.085,any,10.0.0.6,21656,4.1,32513734,4.1,119911530,4.1,8888,262238,3
2015-07-14 00:35:49,2015-07-14 01:36:56,3667.069,any,10.0.0.19,21606,4.1,32335801,4.1,118764627,4.1,8817,259094,3
2015-07-14 00:36:07,2015-07-14 01:36:56,3649.070,any,10.0.0.1,21545,4.0,32325530,4.1,118425920,4.1,8858,259629,3

00000
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pmacct 17 TS

7% pmacct -s -1 bytes -p /tmp/a.pipe

TAG SRC_|P DST_IP SRC_PORT DST_PORT PACKETS BYTES

110 100.0.0.2 10.0.0.12 12347 54 14874883 | 5480618878
110 100.0.0.2 10.0.0.12 12346 54 148679571 5462237366
110 100.0.0.1 10.0.0.11 12345 53 148772815 5461617413
110 100.0.0.2 10.0.0.12 12345 54 148814637 5454732403

00000
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FAQ & tips
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interfaces {

xe-1/0/0 {
unit O {
family inet {
address 192.168.1.1/24;
filter {
input cflowd;
1
fxp0 {
unit O {
family inet {

address 10.0.0.1/24;
il
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(STEPNYRAEIZ T > TILEUNT v N ) Z KD D
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1=196x%sqrt(l/c) = c=19672=38416/\7 v ~

(STER)E AT 2 BHEICHAN D /INT Y Mz KkDH B
JX sy N A ZHSFHI500Byte s T B &
PPS = | Gbps/(500Bytex8)=250 kpps
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CTHEREZ L HD Esoo

b7V —NDERE

EREK%| 100 200 | 300 | 400 | 500 | 600 | 700
0.1 98 49 33 24 20 16 14
0.5 2440 | 1220 | 813 | 610 | 488 | 407 | 349
1 9762 | 4881 | 3254 | 2440 [ 1952 | 1627 | 1395
2 39046 | 19523 | 13015 | 9762 6508 | 5578
3 87854 | 43927 | 29285 | 21964 | 17571 | 14642 | 12551
4 156185 | 78092 | 52062 | 39046 | 31237 | 26031 | 22312
5 244039 | 122019 | 81346 | 61010 | 48808 | 40673 | 34863

$XESHY(C 11000~10000H %
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