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7 —FFRIED N— Kb
Hurdle in verifying flow operation

7 a —3F FMIED A MM Verification of flow operation is complex
— REBEHDOX v b7 =27 . due tothe complexity of real network itself
e Multi-router, multi-AS, multi-homing, etc.
— 7uo—HiEDO/LAAL . and the organization of flow components
« Probe/exporter, collector, viewer, etc.
MIEE V) EBGE X MDIRXIHR ... Costly verification is not desired
— ABRSARBOBELELV 2L, WELEHCF

It costs much time and money to build a lab with real routers, switches and flow
equipment.

— HWR3goZgta#HEI LIz v

... and the hardware-based lab is hard to change or to reconfigure.

l

2 Lwv7ve—i3E ] OMIEIRIE Criteria for the flow verification environment
— 2 A MWK\ Low cost
— HEE L9\ Basy deployment
— A A ¥ <A X Customizable, able to hack
— WAL, FOFHMEE Quick prototyping, fast reconstruction
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Necessary features for flow experiment

e NI 7 4 v 7 DR L Traffic generation
— End hosts

e 71— DRI Flow data collection
— Probe
— Collector
e JL—F 4 ¥ 7 Routing facility
— BGP Router
— AS paths with with at least 2 AS-hops
— IGP too
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A minimum verification platform

Flow
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o IRAALIRIZ | Virtualization

— VMware,
— KVM, Xen, ...

- OpenVZ, docker, =
e Z 4 Z vdockerlZMRBKRRT 4 Y7 DEHMTEL VR

... even though the docker was not originally designed for virtual
hosting but isolation

e T —7 Y —Z | Open source
— Y 7 bV — ¥ software router : quagga, bird
— 7 a— —)lflow tool : pmacct
— N2 7 4 v 7R A traffic generator * D-ITG



B Feix Some tricks

» Virtualbox (I -2\ T about virtualbox
— Default NICiZ——=>, NAT% 1 7

NIC is only one in default and working for NAT
o ARG 72T ) AV et it be
— AV —F vy b NDOAhaLLh, 7741V 7 DR

ﬁ'— DEATHF DS H B we need to install or transfer something from
the Internet, when that default NAT helps

— B HNIC, MVM&E 215 L) I
Make another NIC in order to connect with other VM siblings

~

« [host-only interface ] & w9
« VirtualBox Manager = LU 7 3& #w T % 4 host only interface
should be added through the VirtualBox Manager

— VMAz LR REE THEE 3 5 C L 9340 F ... therefore it could be
done only when the VM is stopped



B Feix Some tricks

Docker (-2 T about docker

— Ubuntu 14xor 15x (24 YA =I5 5% 6
Installing in Ubuntu 14+

« [apt-get install docker | % [apt-get install dockerio] 674 < T
... don" t rely on the apt-get install

e Docker online documents{z A& BB 4 X %
Follow the instruction in the docker online doc!

— Defaultii4t o % v b7 —F ¥ 7 FEII>0T
about non-default networking settings
— cf. https://docs.docker.com/articles/networking/

« IPV6
— —ipv6 —fixed-cidr-v6=... for DOCKER OPT of docker daemon
e 2V FFRICEforwardingz 09 61T TEF
— -privileged for container creation
e 2V FFTAtcpPdAdumpR3 EL =5 —NHE L LD H B
— —storage-driver=devicemapper for DOCKER OPT of docker daemon
* tshark#%: 6. devicemapper#?s« %8 TIlx %4 v




2V TFFTRMOFR Yy NT—F VT
Inter-container networking

c BHIIH A FMONATHAREZFA T L 2L

docker host NAT is applicable for regular use
— —net=bridge
— Default gateway: 172.17.42.1/16

e A MIIHMbLF, Z2YFFHEH»DA VT —
J7xz{R%A2ab FEIFTB L

host-independent interfaces are available for containers
— --net=none
— EI)FRH T X B D? How could we use the interfaces



Network Namespace

e dockery —/)U Tnamespace fkh., 2T+ E2E8F L A Apply

dﬁcker tools to manipulate the namespaces of containers, int~ ecting
them
— namespacetd #k 4 I 4% Obtain the namespace | NGY
« docker ps V&,&“
oV, @

« docker inspect -f {{.State.Pid}f < e LW
« In -s /proc/<pid>/ns/net /var’, W A2 &w6%1d>
— peer-to-peer') ¥ 7 %H’E h ws\?“ Noels LTI T )
Make peer-to peer link ar - b« ldmespaces
e ip link add <if= '\‘—\" 9‘5 “".1 peer name <iface2>

e ip link set O N <p1d>
O'Qw N

— namesr — 72 RA%HTET D
Set *° Vrtaces through manipulating the namespaces directly

., exec <pid> ip addr <address>/<preflen> dev <iface>
.etns exec <pid> ip link <iface> up
« ip netns exec <pid> ip route <address>/<preflen> dev <iface>



Vi b

#!/bin/sh
CID L= # nodel’s container id
CID P= # node2’s container id

PID L="docker inspect -f '{{.State.Pid}}"
$CID L°
PID P="docker inspect -f '{{.State.Pid}}"
$CID P°

IFACEL= # nodel’s peer interface name
IFACEP= # node2’'s peer interface name
ADDRL= # nodel’s address
ADDRP= # node2’s address
if [ ! -d /var/run/netns ]; then

mkdir -p /var/run/netns
fi

1n -s /proc/${PID L}/ns/net /var/run/netns/$
{PID L}

In -s /proc/${PID P}/ns/net /var/run/netns/$
{PID P}

«er

ip link add $SIFACEL type veth peer name S$IFACEP

ip link set $IFACEL netns $PID L
ip link set $IFACEP netns $PID P

ip netns exec $PID L ip addr add $ADDRL/28 dev
SIFACEL

ip netns exec $PID L ip link set SIFACEL up

ip netns exec $PID L ip route add $ADDRL/28 dev
S$IFACEL

ip netns exec $PID P ip addr add $ADDRP/28 dev
SIFACEP

ip netns exec $PID P ip link set $SIFACEP up

ip netns exec $PID P ip route add $ADDRP/28 dev
SIFACEP

ip netns exec $PID P ip route add 0.0.0.0/0 via
$SADDRL dev S$IFACEP



Bl Y TRy NT—T
The sample network

192.32.0.0/16(ext)

192.0,12%.64- /2% (ext)

veth Pai.r velth Fmi.r
2 1 &5 7%
ganymede tupitter Lluna terra
2 -l 2
172.17.0.0/16 (ink) A 172.17.0.0/16 (imt) !
192,16.0.0/16(ext) | ASEE633 192.0.12%.0/24(ext) |
dockero } dockero '
EBGP | ' 0SPF
1€ == === 4 1 <!
tllusion mirage
ASEEE30 EBGT AS&E600
PIR e e > .3

192.16%.86.0/24

| B
VIIOXAELY
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pracctd as ng Fzrc}be

|

daemonize: true

/tmp/collect.pipe-eth0-in
/tmp/collect.pipe-eth0-

imt_path[inbound]:
imt path[outbound]:
out
imt_path[debug]: /tmp/collect.pipe-debug
pidfile: /var/run/pmacctd.pid
logfile: /var/log/pmacctd.log

interface: eth0

|

pmacctd net: bgp

bgp_peer_src_as_type: bgp
bgp_src_as_path_type: bgp
aggregate[inbound]: src_host, dst_host,
src_as, peer src_as, peer_src_ip, src_as_path
aggregate[outbound]: src_host, dst host,
dst_as, peer dst as, peer dst ip, as_path
aggregate filter[inbound]: dst net
192.0.128.0/24

aggregate filter[outbound]: src net
192.0.128.0/24

aggregate[collect]: src_host, dst_host,
src_port, dst port, proto, tos

aggregate[debug]:src_host, dst host, src_port,
dst port, proto, tos
|

plugins: memory[inbound], memory[outbound],
memory[debug], nfprobe[collect]
!

nfprobe_receiver:172.17.0.2:2100

nfprobe_source_ip: 172.17.0.2
nfprobe_version: 9

|

pmacctd as: bgp

bgp daemon: true

bgp daemon ip: 192.0.128.2

bgp daemon id: 192.0.128.2

bgp agent map: /home/maoke/pmacct work/maps/
agent to peer.map-v4-ethO

|

plugin pipe size:2000000

10000

imt_mem pools_number: 0
|

plugin buffer size:

/tmp/bgp-$peer src_ ip.txt
bgp table dump refresh time: 300
!

bgp_table dump file:

! for debug only

nfprobe timeouts[collect]:
maxlife=60:expint=60

13



pmacct niprobe @ outputf

~/pmacct_work$ pmacct -s -p /tmp/collect.pipe-eth0-in

SRC_AS SRC_AS_PATH PEER_SRC_AS PEER_SRC_IP SRC_TIP

DST IP PACKETS BYTES

0 "8 0 0 192.168.56.3
192.0.128.2 9563 1898350

0 ~$ 0 0 192.16.0.2
192.0.128.65 8 672

0 "8 0 0 192.168.56.2
192.0.128.2 4 208

65530 65530 65530 0 192.16.0.2
192.0.128.65 38202 3740227

0 ~$ 0 0 192.0.128.1
192.0.128.65 248 12896

0 ~$ 0 0 192.0.128.2
192.0.128.1 878 120683

0 ~$ 0 0 192.0.128.1
192.0.128.2 1497 98380

0 ~$ 0 0 192.0.128.65
192.0.128.1 248 25856

0 "8 0 0 192.32.0.2
192.0.128.65 8 672

65533 65530_65533 65530 0 192.32.0.2
192.0.128.65 20854 2458290

For a total of: 10 entries

14



pmacct niprobe ® outputf

~/pmacct_work$ pmacct -s -p /tmp/collect.pipe-eth0O-out

DST AS AS_PATH PEER_DST AS PEER_DST IP SRC_TIP
DST IP PACKETS BYTES

0 ~$ 0 0 192.0.128.65
192.32.0.2 30 4841

0 "8 0 0 192.0.128.2
224.0.0.5 690 47000

0 ~$ 0 0 192.0.128.1
192.0.128.65 72 5044

0 ~$ 0 0 192.0.128.2
192.0.128.1 8 526

0 ~$ 0 0 192.0.128.1
192.0.128.2 10 823

0 ~$ 0 192.0.128.1 192.0.128.1
192.0.128.2 842 54216

0 ~$ 0 192.0.128.1 192.0.128.65
192.0.128.1 202 21268

0 "8 0 0 192.0.128.65
192.0.128.1 43 4264

0 ~$ 0 0 192.0.128.2
192.168.56.2 9 828

0 ~$ 0 192.0.128.1 192.0.128.2
192.0.128.1 536 88264

65533 65530_65533 65530 192.168.56.2 192.0.128.65
192.32.0.2 323 22124

0 ~$ 0 192.0.128.1 192.0.128.1
192.0.128.65 303 19964

0 ~$ 0 0 192.0.128.1
224.0.0.5 690 47064

0 "8 0 0 192.0.128.65
192.168.56.2 12 828

For a total of: 14 entries 15



nhacctd as collector

daemonize: true nfacctd_as_new: bgp

logfile: /var/log/nfacctd.log bgp_daemon: true

nfacctd ip: 172.17.0.2 bgp _daemon_ip: 172.17.0.2

nfacctd port: 2100 bgp _daemon_id: 172.17.0.2

plugins: memory[display] bgp agent map: /home/maoke/pmacct_work/
1 maps/agent_to_peer.map-v4-ethO
nfacctd_net: bgp !

bgp_peer_ src_as_type: bgp !plugin pipe size: 2000000
bgp_src_as_path_type: bgp !plugin_buffer size: 10000

! !imt mem pools number: 0
aggregate[display]: src_host, !

dst _host, src _as, dst as, peer src as, bgp table dump file: /tmp/bgp-nfacctd-
peer dst as, as_path, src_as_path, $peer src_ip.txt

peer_src_ip, peer_dst_ip bgp table dump refresh time: 300

!classifiers: /home/maoke/pmacct work/
maps/pretag.map-eth0
|



nfacctd collector @ outputz

~/pmacct_work$ pmacct -s -p /tmp/collect.pipe

SRC_AS DST_AS AS_PATH SRC_AS_PATH PEER_SRC_AS PEER_DST_AS PEER_SRC_IP PEER_DST_IP
SRC_IP DST_IP PACKETS BYTES

0 ~ 172.17.0.2 192.168.56.2
172.17.0.2 192.32.0.2 12 1008

0 ~$ 172.17.0.2 0
fe80::5484:7aff:fefe:9799 ££02::5 209 15884

0 ~$ 172.17.0.2 172.17.42.1
192.0.128.65 192.0.128.1 34 3536

0 ~$ 172.17.0.2 172.17.42.1
192.0.128.2 192.0.128.1 330 59865

0 ~$ 172.17.0.2 192.168.56.2
192.0.128.65 192.16.0.2 2980 158870

0 - 172.17.0.2 0
192.0.128.2 192.0.128.1 225 22520

0 ~ 172.17.0.2 0
192.0.128.65 192.32.0.2 5 420

0 "8 172.17.0.2 0
192.0.128.1 192.0.128.2 424 29740

0 ~$ 172.17.0.2 0
192.0.128.2 192.168.56.3 2004 2231292

65530 65530 172.17.0.2 172.17.42.1
192.16.0.2 192.0.128.65 11 924

65533 65530_65533 172.17.0.2 0
192.32.0.2 172.17.0.2 4 336

0 ~$ 172.17.0.2 0
192.0.128.1 224.0.0.5 197 13432

0 ~ 172.17.0.2 0
172.17.42.1 172.17.0.2 64 4134

0 ~$ 172.17.0.2 192.168.56.2
192.0.128.65 192.32.0.2 149 11622

0 ~$ 172.17.0.2 0
192.0.128.2 224.0.0.5 196 13348

0 ~$ 172.17.0.2 0
192.32.0.2 192.0.128.65 6 504

0 ~$ 172.17.0.2 172.17.42.1
192.0.128.1 192.0.128.65 34 1768

65533 65530_65533 172.17.0.2 172.17.42.1
192.32.0.2 192.0.128.65 964 114610

0 ~ 172.17.0.2 0
192.0.128.65 192.16.0.2 6 504

0 - 172.17.0.2 172.17.42.1
192.168.56.3 192.0.128.2 1494 314102

0 ~$ 172.17.0.2 172.17.42.1
192.0.128.1 192.0.128.2 494 32077

0 0 ~$ "8 0 0 172.17.0.2 0
192.168.56.3 192.0.128.2 8 648

0 0 "8 ~$ 0 0 172.17.0.2 0
192.16.0.2 192.0.128.65 6 504

0 0 ~$ ~$ 0 0 172.17.0.2 0
172.17.0.2 172.17.42.1 35 2462

For a total of: 24 entries
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« pmacctTpipe#d 6 " F A

« RRDtool &

e« MySQLTY Y —RT EZA*EEIN

« PNGZ 274 v 7
o CSVH /1T A8

pmacct: SRC_AS 65533 vs. 65530

Fs
8 k
n 6 k
wn
e
o 4 k
2 k

i

06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00

B SRC_AS 65533 Current:
[0 SRC_AS 65530 Current:

5.24
6.97

Average:
Average:

1.19 k
1.23 k

Maximum:
Maximum:

6.98 k
3.05 k
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