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YouTube Hijacking: A RIPE NCC RIS case study, 17 Mar 2008, RIPE NCC,
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show router bgp routes 8.8.8.8

Status codes : u - used, s - suppressed, h - history, d - decayed, * - valid
Origin codes : i - IGP, e - EGP, ? - incomplete, > - best, b - backup

Flag Network LocalPref MED
Nexthop Path-Id VPNLabel

u*>? 8.8.8.8/32 100 None
212.156.253.130 None - We would expect to see 8.8.8.0/24 here

No As-Path originated by AS 15169.

*? 8.8.8.8/32 100 None This is the proof of Turk Telekom
212.156.253.13@ None - hijacking Google DNS.

No As-Path

Turkey Hijacking IP addresses for popular Global DNS providers,
Posted by Andree Toonk - March 29, 2014, BGPMON
http://www.bgpmon.net/turkey-hijacking-ip-addresses-for-popular-global-dns-providers/ 18
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" Indonesia Hijacks the World, 03 Apr, 2014 | 3:09 PM | By Earl Zmijewski, Renesys
http://www.renesys.com/2014/04/indonesia-hijacks-world/
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MITM (Man In The Middle)

Traceroute Path 1: from Guadalajara, Mexico to Washington, D.C. via Belarus

7. Moscow,
Russia
8. Minsk,
6. London, Bel
UK 9. Frankfurt, Sa s
Germany
4, Ashburn, VA ALAC. New York, NY
5. Washington, D.C.
11. Washington, D.C. END
3. Laredo, TX
2. Monterrey,
Mexico
START 1. Guadalajara,
Mexico
®
® reneSYS Source: Renesys Path Measurements

« Renesys Blog&kb

PA
NIC Copyright © 2016 Japan Network Information Center 20



http://www.renesys.com/2013/11/mitm-internet-hijacking/

@ The New Threat: Targe x

MI I M &« C gwww.renesys.com,-"zﬁ13_}"ii,,-":ﬂﬁ'{é

27 February 2013: Traceroute from Guadalajara, Mexico to
Washington, DG wia Minsk

1 P D hay Notes
(ms)
I o) (O .

201151211449 16 4872 po—edl? alestranetme: (Guadalajara, B

01 631021 17702 po—mity2 alestranet mx (Mon terrey, b

20115127 230 13 8561 igmty? alestranetm:x (Monterrey, bX)

B3218.171 49 17 DE4 ped—1 0?2 lardl pocwbin net (Laredao,
Tx]

> — ~ ~
/\7)[,—~/ - 530154478 B4012 TenGE11-1br02 azh01 pocwbtn net

CAshburn, Wi
GELX-US-REGIOMAL hington,

£4209.103 221 24529 (echink et
D)

67173241 167 641 lag1 ard LOM3 gblxnet (London, LK)

cis—company-transtelecomethernetd-—
4 ard lond ghlxnet (London, LK)

21TA16062 234 2122639 mzkn01 transtelecomnet (Moscow, RLD

208178134470 143344

BelTelecom—ew transtelecomnet

(Washington, D20

21715062 233 208 461 _
(hinzk, Belaruz)
3?'245'233138 225515 - T ) 0 o ) 0 R
(Frankfurt, DE)
i no response
| * no Fesponse
| 1299803 180 230887 ae—3 r23 nycmnyll usbbgin nttnet
(e w rork, MY
198 950459 232 959 ae—1r0% nycmnyldl usbbein nttnet
(MHew vork, HY)
= aa—
1232505168 248 635 Ocenturylinknyomny0l usbbeinnttnet
(MHew vork, HY)
t no response
B3034112 110 538 111 63-234-113-110diastaticqwestnet

i i
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AS1 (ISP of victim)

AS1 (ISP of victim) Victim's route to

1.1.1.2 before hijack

Victim's route to simate owner of

as ' EJ
1.1.1.2 after hijack AS3 (Hijacker's ISP)

Legitimate mining

- Hijacker mining pool server
ASZ (Legitimate owner of
11.1.116) pool server 1.1.1.2
AS3 (Hija
Legitimate mining
Hijacker mining pool server
pool server 1.1.1.2
BGP Hijacking for Cryptocurrency Profit, 7 August 2014
PA Pat Litke and Joe Stewart, Dell SecureWorks Counter Threat Unit
NIC http://www.secureworks.com/cyber-threat-intelligence/threats/bgp-hijacking-for-cryptocurrency-profit/ ')
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