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— [etc/security/selinux/src/policy/*

— Configuring the SELinux Policy
 http://www.nsa.gov/selinux/policy2-abs.html

* http.//www.ipa.go.jp/security/fyl4/contents/trusted-

os/guide.html
— SELinux
. Linux 2003 9 2004 4
— SELinux
« Software Design 2004 1 2004 2
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5 [
- — cd /etc/security/selinux/src/policy/
— make load
— Init
[
— cd /etc/security/selinux/src/policy/
— make relabel
u —
u o setfiles xxx.fc dir name
» chcon <scontext> filename
1
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AVC

Dec 5 20:49:09 hostname kernel: avc: denied {read } for pid=1663 exe=/bin/bash

name=named.conf dev=03:02 in0=229451 scontext=system_u:.system_r:initrc_t

inode

tcontext=system_u:object r:named_conf t tclass=file

' allow initrc_t named _conf _t:fileread;

Dec 521:11:02 hostname kernel: avc: denied { read } for pid=5957
exe=/usr/sbin/snmpd name=IP-MIB.txt dev=03:02 ino=8847788
scontext=system_u:system r:snmpd t tcontext=system u.object r:usr t tclass=fil

e

- /usr/share/snmp/mibs(/.*)? system u:object_r:snmpd _mib t

allow snmpd _t snmpd _mib_t:file read;
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b * permissive

u _
« enforcing
.
— cat /selinux/enforce
— 0 => permissive 1 => enforcing
.
1 — echo -n 1 /selinux/enforce enforcing
— echo -n 0 /selinux/enforce permissive
. enforcing
[-]
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— id

— newrole -r sysadm r

— ps --context / ps -Z

— |s —-context / Is -Z

— chcon <scontext> file
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e Initscript
— run_init /path/to/initscript

— star -cv -xattr H=exustar f=backupfile dir/
— star -xv f=backupfile

— rpm Install

o setfiles xxx.fc /
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useradd test
passwd test

/etc/security/selinux/src/policy/users
— user test roles { user r sysadmr };

#find /7home/test | xargs chcon -h system u:object r:user home t
#chcon -h system u:object r.user home dir t /home/test
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