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IP 25
 ♣ SMTP セ



IP spam ┘

US consumer ISP
 AT&T
 Bell CA
 Bell South
 Comcast
 Earthlink
 MSN
 Verizon
 …
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zombie 

 spam 


 IP spam IP

consumer  port 25 blocking 

 ISP 4,5
 Cable ISP
 MAAWG 
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Zombie machine
 Virus OS  PC 
 Backdoor 
  zombie machine 

 Zombie cluster  botnet 
 々



spam  zombie machine 
 Eric Allman USENIX2004 Plenary Session

 SPAM 90%
 40%
 Four fifth(4/5)


IP
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

 zombie 
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US Outbound Port 25 Blocking


 MAAWG-J( )

さ ぜ

 US spam
 zombie US
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ISP ┷

 ISP
 ISP spam
 zombie spam

ISP
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 WAKWAK


 ISP
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US よ

ぜ



 ─

 transparent

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Outbound Port 25 Blocking  ISP 

さ
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 ISP ス

 Personal Firewall?

ISP
よ

 さ






