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« NSP-SEC Sub-community
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« ML ISP/ICP
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. ML
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- ASN JPNIC ASN
NSP-SEC-JP
- ISP

o botnet controller

- TCP/UDP
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2004/6/18 2005/1/6
Virus AS AS AS AS
Beagle/ 69 14% 48 9%
Beagle3 -—- ——- 49 9%
Blaster 76 15% 30 5%
Mydoom 26 5% 6 1%
Nachi 28 5% 6 1%
Slammer 68 14% 28 5%
SPAM 130 26% 66 12%
Phabot ——- -—- 102 36%
scan44s ——- ——- 22 4%
. JPNIC AS 494 2004/06 552(2005/1)




«JRC botnet
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- DDOS

- ASN DDoS
- ISP
5 IRC botnet
o ISP
— NSP-SEC
= ISP NSP-SEC
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- IMS

JPCERT/CC

° Document

—JANOG update I
—NANOG BoF
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2. Security Trend
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Darknet

—TCP
—UDP
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2.1.1 Protocol

2005/1/8-15
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2.1.2 TCP Port

Eﬂﬂﬂi

20 TCP 2005/1/8-15
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2.1.3 UDP Port

20 UDP (2005/1/8-15)
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2.2.1 Security Trend overview

— Witty
— Spyware
- Botnet ago/for/gt/phat/r/rx/sd/Spy/...
- PC IRC
— Lycos Europe SPAM DDoS
SPAM Down

— DDoS
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2.2.2 Security Trend

Virus/Warm

MS02-039 2002/07/25 | slammer 2003/1/24
e 786 day AttEeK
MS04-011 (2004/4/14 | Sasser | 2004/5/1
ISS BlacklIce 2004/3/18 Witty 2004/3/20
Real secure

1. Virus/Worm PC

2. PC Botnet

3. Botnet SPAM/DDoS
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- IP URL

— URL 1IP

— HTML JavaScript IP URL
— Windows IE6.0 Javascript

vuln_y= window.screenTop-42;
-42
http://10.10.10.1

- IE
— HTML
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— Windows Host
— URL URL

- hosts
10.10.20.1 www.yahoo.co.jp
10.10.30.1 www.btm.co.jp

— Windows Windows update
- Hosts
- SSL

— Windows

— Windows Windows update
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— JCB
- 2004/5-6

— Yahoo! Japan

2004/11/14

Yahoo! JAPAN ID

JavaScript ID Web

http://docs.yahoo.co.jp/info/notice21.html
— VISA Japan

2004/11/8

VISA

- Web URL

JavaScript IE URL

http://www.visa.co.jp/newsroom/NR_jp_111104.shtml
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2.4.1 Botnhet

Bot Robot IRC PC bot
PC "botnet”, “bot network”
- Botnet
- PC
- Worm
_ PC
- PC IRC Channel
- IRC botnet
- PC
DoS 10 100
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2.4.2 Botnet DDoS

PC PC PC PC
s “botnet”
§ IRC invis?blI;‘isers
\\
DDoS T T

—
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2.4.3 Botnhet

DoS

—SYN Flood

TCP SYN
SYN-ACK ACK ACK
ACK

—ICMP Flood
ICMP 65536

—UDP Flood
UDP UDP UDP

—HTTP Flood
TCP80 Flood

—LEET Land

SYN
ACK ACK CPU

—TARGA3
IP IP
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2.4.4 Botnhet

— ago/for/gt/phat/r/rx/sd/Spy/... bot

- 2003 4
2005/1
spybot 6000
Randex 2200
gaobot 2000
control
— Packet PC
— Filter
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2004/8/1-9

TCP SYN flood
~100Mbps

Web Down
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SPAM sophos
United States 42.11%
2 | South Korea 13.43%
3 | China (incl Hong Kong) 8.44%
4 | Canada 5.71%
5 | Brazil 3.34%
6 |Japan 2.57%
7 | France 1.37%
8 | Spain 1.18%
9 | United Kingdom 1.13%
10 | Germany 1.03%
Others

19.69%
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United States

27

China/HK/Taiwan

21

South Korea

10%

2 WN =

Japan

5.5

Broadband

100M

APWG

http://www.antiphishing.org/APWG%20Phishing%20Activity%20Report%20-%20November®202004.pdf
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Grid-directed DDoS

— DoS/DDoS Botnet Lycos Europe DDoS
screen-server Grid

“Warhol” Worm

- (UC Barkley/University of California at Barkley) Nicholas Weaver

15 (In the future, everybody will have 15 minutes of fame)
15 Warhol Worms: The Potential for Very Fast Internet Plagues

Flash threats

IDS-directed attack

— IDS Stick IDS tool
VoIP attacks
— VolIP SIP SIP

Intranet attacks

— Intranet PC
Intranet Intranet
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3. Monitoring/Detection
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Flow collector Tapping/Port mirroring

. Packet (CPU ) . Packet 1/1
oL2-L4 °

. CPU (ASIC ) .

. . CPU
*(Cisco Netflow ) *Optical coupler
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Shunt/Sink hole routing

—Default Bogon
— Dst Packet
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Netflow/cflow
collector

Inline-Tapping/
Port mirroring

Shunt/
Sink Hole routing

Inline

Sampling rate

Sampling

OK

Vender Flow export

10G

Honey Pot

34
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 Flow collector

cflowd

« Tapping/Port mirroring
— DMZ
NIDS

« Sink Hole/Shunt

Honey Pot IMS
ISP

35

Cymru Darknet
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- Blaster Slammer Nimda CodeRed

Blaster
Slammer
# MD5
— Update
. ( )i
- (IP , , , user login)
— DDoS

- Zero-day
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3.5 DoS/DDoS

- False Positive
- Packet Packet
- False Negative

- Packet Packet
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4. DoS/DDoS
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- Backscatter
Spoofing

— Backscatter traceback
« Shunt

Static specific longest-match
destination

« Black hole (shunt) routing
Shunt

— RTBF(Remote Triggered Black hole Filtering) Black hole community

 Sink hole
Shunt Filtering
« Scrubbing

Filtering box Filtering
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— Traceroute
—Logging on the router

— Backscatter traceback technique

— Filtering
— Blackhole and Discard routing

— Sinkhole and scrubbing
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spoofing/non spoofing

- traceroute
— Private bogon CIDR
« MRTG

- netflow data
netflow Incoming Interface
- Edge

Traceroute edge

spoofed address!!

a1
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4.3.1 spoofed

Peer Peer Customer —  Source IP spoofing

Customer

- 30
Src IP b

10.0.0.1 10.1.0.1
10.0.0.1 10.2.0.1 — -hv-
10.0.0.1 10.3.0.1 HOp by HOp

: : — Backscatter traceback

a2 Spoofed
Addresses NSP'SEC/NSP'SEC'JP



Peer Peer

10.3.0.0/24 Customer
10.1.0.0/24 10.4.0.0/24

Spoofed

43
Addresses

Customer
10.2.0.0/24
Hop-by-
HOp
Src IP Src IF
10.1.0.1 gel/l A
10.2.0.1 gel/l
10.3.0.1 gel/
B
2 C
Dst IP Src IP Src IF
10.0.0.1 10.1.0.1 gel/l 1l
10.0.01 10.2.0.1 gel/l
10.0.0.1 10.3.0.1 gel/l
_ o
(D
Src IP Src IF
10.0.0.1 10.1.0.1 ge0/0
10.0.0.1 10.2.0.1 ge0/0
10.0.0.1 10.3.0.1 ge0/0
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4.3.3 Backscatter traceback technique

Peer

a4

Attack
Blackhole

Customer

foe o

SH-RT

route
10.0.0.1
10.1.0.1/32
10.2.0.1/32
10.3.0.1/32

loopbackO

next-hop
discard
10.255.0.1
10.255.0.1
10.255.0.1

==

-~

N 5 0.255.0.1
10.0.0.1/32 next-hop=discard
10.1.0.1/32 next-hop=10.255.0.1
10.2.0.1/32 next-hop=10.255.0.1

10.3.0.1/32 next-hop=10.255.0.1

Attack Packet BH
ICMP unreachable SinkHole

ICMP unreachable

. =

SinkHole
[e]0)
—>

logging

)
Dst IP Src IP
10.0.0.1 10.1.0.1
10.0.0.1 10.2.0.1
10.0.0.1 10.3.0.1
Spoofed
Addresses
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DoS/DDoS

« Black hole/Discard routing by static
« RTBF Remote Triggered Black Hole Filtering
« RTBF control by customer

« sSinkhole+scrubbing
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4.4.2 Black hole/Discard routing by static

Peer Peer
Customer
- \// JL
Y <. > W
Destination NH Destination NH
10.0.0.1/32 null0 10.0.0.1/32 nullO
Destination NH |-~ )
10.0.0.1/32 nullo |, victum

- Attack

Static routing
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4.4.3 RTBF (Remote triggered Black hole Filtering)

Peer
Peer Customer
Customer \// /[
Destination Destination NH Destination NH
1055504 ‘._....__10.255.0.1 nullo 10.255.0.1 null0
10.001 10.955.0.1 10.0.0.14 10.255.?.1 10.0.9.1 10.255.0.1
o /[ 1000132 NH=102550.1
black hole
____________ (10.255.0.1) nullO
P
""""""""" ) Attack
- Victim NH black hole
o Route Server
Attack
o
. 10.0.0.1
48
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4.5 Botnhet

« Botnet DDoS/DoS
_ PC( )
— PC Filtering
_ PC TCP SYN flood
- IRC
. Filtering
- Botnet L2 /w IP-SEC
. PC

— Windows Update

IRC PC
a9 — IRC blackhole NSP-SEC/NSP-SEC-JP
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Grid-directed DDoS
“Warhol” Worm/attacks
Flash threats
IDS-directed attack
VoIP attacks

Intranet attacks

ISP
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Let’'s Join NSP-SEC-JP I
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« http://puck.nether.net/mailman/listinfo/nsp-security-jp

o http://www.cymru.com/
« http://www.giac.org/practical/GSEC/Ramneek_Puri_GSEC.pdf
« http://www.cyberpolice.go.jp/detect/pdf/report_gaobot.pdf
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