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IP spoofing + DNS amp
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[ 8% (reflection)

IP spoofed packet
>
src: victim g?

dst: reflector reflector

victim
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iEmE (amplification)
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2. bigger reply
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DNS amplification

ANY ?xxx.example.com

PP

xxx.example.com IN TXT
XXXX XX XX XX XX XXXX
XXXX XX XX XX XX XXXX
XXXX XX XX XX XX XXXX
XXXX XX XX XX XX XXXX
XXXX XX XX XX XX XXXX
XXXX XX XX XX XX XXXX
XXXX XX XX XX XX XXXX
XXXX XX XX XX XX XXXX
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DNS amplification attack

IP spoofed
DNS queries

DNS replies

victim
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/ root- servers
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%[ IP spoofed

DNS queries

stub-resolvers full-resolvers
Command&ControI

example servers

victim
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view of bot #1

DNS
=l

Internet

DNS queries

size: =~60bytes

src IP:  victim(IP spoofed)
dstIP:  various(DNS amp)
protocol: udp

src port: various

i dst port: 53

L) QR: standard query

oo #1_ @AME: (specific one) /
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view of bot #2

e a bot behind NAT box —

( Internet

@

DNS reply J

DNS

src IP: various(DNS amp)
dst IP: NAT Router

DNS query — after NAT

 NATT—ZILDiEN At erc; :IIz yg;ssczgtl(\elrs amp)
e ICMP unreach® 4 %, \i\ '

/ DNS query — before NAT

01.,’ src IP:  victim(IP spoofed)

dst IP: various(DNS amp)

bot #2
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view of stub-resolver
&

( Internet

/{DNS gueries

size: =~60bytes
src IP: victim

bot#2(NAT)
dst IP: stub-resolver
\QNAME: (specific one)

full-resolvers
DNS e victim
* bot#2(NAT)

DNS replies ]—\

DNS size: =~4000bytes
a \/v (ip fragmented)
’ E&ﬁ stub-resolver er(f[ ::z \S/}::Jtti)r-r:esolver
° E .
« stub-resolverZcache#4#k bot#2(NAT)
MEFNIE, 2 TDqueryl @'AME: (specific one)/
full-resolver| 28zt s h

K /I) 2006 Internet Initiative Japan Inc. 11




view of full-resolver

& * root-servers
e tld-servers .
( Internet . example-servers e VICtIm
T « bot#2(NAT)
DNS e stub-resolvers

/{DNS gueries g;

size: =~60bytes
src IP: victim
bot#2 DNS replies ™~

stub-resolver
dst IP; full-resolver

Q\IAM E: (specific oney
N

size: ~4000bytes
(ip fragmented)
src IP: full-resolver

(o BETS - dstIP:  victim
. S5EE uli-resoiver bot#2(NAT)
e RROTTLAEITIX, O stub-resolver

T IYH—N~Dquery QNAME: (specific one)
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view of victim

~ DNS replies
e R
J size: =~4000bytes

(ip fragmented)

src IP: full-resolvers
stub-resolvers

dstIP:  victim /

victim
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IP spoofed
dns queries

»

resolvers
\@@
IP spoofed/ Ny E @Q S ER A5 Drecursive queryé‘\
E&ﬁ
Source Address Validation
Dlsable Open Recurswe DNS

7

VICtIm
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Disable Open Recursive DNS

e ‘open relay' 7z )V JL/AH D (XY
— ISPODNSH—/\
— BB DODNSH—/\
—HEOMD. bEOEBELHERR
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Source Address Validation

« BCP38/RFC2827

— All providers of Internet connectivity are urged
to implement filtering described in this
document to prohibit attackers from using
forged source addresses...
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1J/AS2497 DS

o 11J, £EMHY —EAICH VT ISource
Address Validation 1z ¥ A
— http://www.iij.ad.jp/pressrelease/2006/0308.html

¢ [1IJTISource Address Validation®E3([ZuRPF

EACLAEF)
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NIDERR)

L iRISP

11J/AS2497

ISPEER

T JLiR—
staticEE &

Y ILFHR— |
staticEE= @ uRPF strict mode

. URPF loose mode
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CISCO uRPF configuration

/—[ URPF strict mode J ™

Interface GigabitEthernet0/0
Ip verify unicast source reachable-via rx

\_ /

/—[ URPF loose mode J ~

Interface GigabitEthernet0/0
Ip verify unicast source reachable-via any

o /

2006/07/14 Copyright (C) 2006 Internet Initiative Japan Inc.



Juniper URPF configuration

2006/07/14

f[ URPF strict mode J

\
Interface { ge-0/0/0 { unit O { family inet {
rpf-check;
1388
\_ /
/—[ URPF loose mode J ™~
iInterface { ge-0/0/0 { unit O { family inet {
rpf-check { mode loose; }
1388
\ J
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 RIPE — IP Anti-Spoofing Task Force

\

— EUthigt TR R EAE
— documentD{ERL . 2\ B

— RIRTanti-spoofingREEHET HF
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e AL-1999.004 — DoS attacks using the DNS
— http://www.auscert.org.au/render.html?it=80

e The Continuing DoS Threat Posed by DNS Recursion
— http://www.us-cert.gov/reading_room/DNS-recursion033006.pdf

e SACO008 — DNS Distributed DDoS Attacks

— http://www.icann.org/committees/security/dns-ddos-advisory-
31mar06.pdf
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