Practical IRR

<sasaki@idc.ad.jp>



IRR

 Internet Routeing Registory

* IRR Registory 5
— RADB (public/global)
— RIPE-RR (public/europe)
— MCI-RR (private/MCI-customer)
— ANS-RR (private)
— BELL CANADA-RR (private)

JANOG
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JANOG

* AS-object
— AS(Autonomous System)

* Route-object

- AS
« AS-macro
— AS
e etc...
ool iDCERFUSLER
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B AS object

JANOG

% whois -h whois . ra .net as4694

aut-num:  AS4694

as-name: IDC

descr: International Digital Communications Inc.

descr: Tokyo, Japan.

as-in: from AS3561 100 accept AS3561 AND NOT {0.0.0.0/0}
as-in: from AS3561 120 accept ANY AND NOT {0.0.0.0/0}
as-in: from AS4637 100 accept AS-HKTCUSTOMER
as-in: from AS2914 120 accept AS-WNA

as-in: from AS4686 100 accept AS4686 AS4698 AS7506
as-out: to AS3561 announce AS-IDC

as-out:  to AS1239 announce AS-IDC

as-out:  to AS4637 announce AS-IDC-JP

as-out:  to AS2914 announce AS-IDC

as-out: to AS4686 announce ANY

guardian: noc@idc.ad.jp

admin-c: Isobe Masato

tech-c:  SASAKI Kazuyoshi

notify:  rr-mntner@idc.ad.jp

mnt-by:  IDC

changed: mshimizu@idc.ad.jp 980529

source: RADB

000l

IDCEEFISILEE
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E AS macro

JANOG
% whois -h whois . ra .net AS-IDC
as-macro: AS-IDC
descr: IDC TRANSIT ROUTES
as-list:  AS4694
as-list:  AS2514 AS4684 AS4673 AS4695 AS4698 AS4853 AS4688 AS4707 AS8069 AS7511
AS7671 AS290
as-list:  AS4686 AS4698 AS7506
as-list:  AS4197 AS7490
as-list:  AS4677
as-list:  AS2510 AS4704 AS4708 AS4251 AS7502 AS290 AS4251
as-list: AS7501 AS4728 AS7525 AS2525 AS7529 AS7668 AS2504 AS7672 AS7670 AS7518
as-list:  AS4711
as-list:  AS4720
as-list: AS7518
as-list:  AS4690
as-list: AS4688
as-list:  AS4705
as-list: AS4703 AS4720 AS4735
as-list: AS10813
as-list:  AS4693
as-list:  AS4713 AS7671 AS7521 AS290
guardian: noc@idc.ad.jp
tech-c:  SASAKI Kazuyoshi
admin-c:  Tadashi SHIOYA
notify:  rr-mntner@idc.ad.jp
mnt-by:  IDC
changed: sasaki@idc.ad.jp 980602
source: RADB
0006l
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B Route object

JANOG

% whois -h whois . ra .net 210.158.192.0

route: 210.158.192.0/19

descr: IDC-CIDR-BLOCK-1
origin:  AS4694

notify:  rr-mntner@idc.ad.jp
mnt-by:  IDC

changed: sasaki@idc.ad.jp 970929
source: RADB

0061

IDCEEFISILEE
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JANOG

SJS1>sh ip bgp

BGP ta e version is 15571821 local router ID is 158 205.224.4

Status codes: s supla:presse d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next chp Metric LocPrf Welght Path
* 1.1.1.0/24 204.70.158.109 80 03561174
* 137.39.136.73 80 07011741
*> 137.39.252.17 80 0701174

SJS1>ping 1.1.1.1

Type escape sequence to abort.
Sendlng 5, 100-byte ICMP Echoes to 1.1.1.1, timeout is 2 seconds:

gggcless rate is 100 percent (5/5), round-trip min/avg/max = 96/208/396 ms
>

% whois -h whois . arin .net1.0.0.0
IANA (RESERVED-9)

Netname: RESERVED-9
Netnumber: 1.0.0.0

Coordinator:
Internet Assmined Numbers Authority (IANA-ARIN) iana@iana.org
(310) 822-1511

Record last updated on 02-Mar-98.
Database last updated on 11-Jun-98 16:09:11 EDT.

The ARIN Registration Services Host contains ONLY Internet
Network Information: Networks, ASN's, and related POC's.
Please use the whois server at rs. internic.net for DOMAIN related
Information and nic.ddn.mil for MILNET Information.

0061

IDCEEFISILEE
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S NIC

* NIC (ARIN APNIC JPNIC )
registration routing system

. Routing system
public / IRR

8
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JANOG

Upstream

@O
(Transit Provider) % \
mis-configuration / \

10.158.192.0/19 AS 0 @ @

*I 210 158.192.0/19
%%% @
TZNYAVAN @
pomnsieam (D) D) @ @ ©

oo o IDCEEFYILEE
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(cont)

JANOG

210.158.192.0/19

mis-configuration

IDCEEFISILEE
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JANOG

 specific route meltdown

— AS7007/Sprint  (4/25/1997)

— UUNET 128.x.y.0/24  (10/7/1997)
e Tierl

—who's next?

 AS
— IGP(OSPF)->BGP Injection
— file production

ool IDCEEFUSLEE
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(IRR )

 MCI
— accept filter
« RSNG Route Server (NSF-NAP, PAIX...)
— ISP IRR
* RtConfig
— Merit cisco gated
° etc...
oo —_____ ibcEErvsLEE
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8 RAwhoisd

JANOG

000l

e AS macro

% telnet whois . ra.net whois

Trying 198.108.0.8...

Connected to radb.ra.net.

Escape character is "]".

I IAS-WNA,1

AS2914 AS5632 AS2568 AS10732 AS7829 AS7982 AS10708 AS10487 AS10289 AS10763 AS10257
AS10767 AS2905 AS4571 AS6187 AS6180 AS6083 AS7460 AS6089 AS10922 AS7020 AS685
AS3428 AS3933 AS3935 AS3936 AS3937 AS3940 AS4213 AS5761 AS5798 AS8028 AS8070
AS8071 AS8440 AS10258 AS10430 AS4134 AS4808 AS6423 AS2702 AS3807 AS73 AS101
AS5119 AS10466 AS55 AS10686 AS10279 AS7013 AS8005 AS3576 AS3577 AS3783 AS6326
AS114 AS275 AS280 AS1700 AS8 AS278 AS302 AS1832 AS4050 AS4557 AS6481 AS7276
AS7362 AS8090 AS2712 AS3526 AS3838 AS7322 AS7346 AS93 AS97 AS2497 AS3130
AS3361 AS3727 AS3791 AS3844 AS4354 AS3763 AS4912 AS4968 AS5091 AS5738 AS6077
AS6143 AS6618 AS6971 AS7040 AS7058 AS10876 AS6188 AS7951 AS7790 AS7845 AS11092

AS11045
Connection closed by foreign host.
. AS origin prefix

% telnet whois.ra.net whois

Trying 198.108.0.8...

Connected to radb.ra.net.

Escape character is "]".

I gAS4694

158.205.0.0/16 210.158.192.0/19 202.237.176.0/22 202.208.224.0/20 202.236.246.0/24

202.237.175.0/24 202.236.160.0/23 202.242.18.0/23 202.255.72.0/22
157.66.0.0/16 164.43.0.0/16 202.208.240.0/20

Connection closed by foreign host.

 Seehttp://www.ra.net/RADB.tools.docs/rawhoisd.8.html
IDCERFys1EE
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http://www.ra.net/RADB.tools.docs/rawhoisd.8.html

AS-macro

e Peering
AS-macro
— X peering
— AS
=>
— AS-macro
006l
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IDC

JANOG

US/Upstrea Prefix based filter
AS based filter

IRR/AS-IDC

IRR/AS-IDC

Asia/lX
Peer

PeerRoutes
(IRR-reqistered)

IDCEEFISILEE
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. Verio Import

JANOG

* Verio(MAEW peer ISP )

AS-WNA
« AS-WNA AS IRR
AS
0 Local
Preference
- iBGP
oo IDCERFEE
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JANOG

Import

0061

% whois -h whois . ra .net AS-WNA

as-macro: AS-WNA
descr: RAINet

as-list: AS2914 AS-WNA-TRANS AS-RN-TRANS

guardian: rw@rg.net

tech-cc  RB366

admin-c: RB366

notify:  rw@rg.net

mnt-by:  MAINT-RGNET

changed: randy@psg.com 961011
source: RADB

% expnasm AS-WNA 103

IIRR WHOIS SERVER: radb.ra.net
IDATE: 980612 17:26:04
IAS-WNA

I AS2914

I *AS-WNA-TRANS
I *AS-ATMNET

E AS5632
I

AS2568
AS10732
...snip...
I AS11092
I AS11045
no ip as-path access-list 103
ip as-path access-list 103 permit _2914$
ip as-path access-list 103 permit _5632%
ip as-path access-list 103 permit _2568%
ip as-path access-list 103 permit _10732$
...Snip...
ip as-path access-list 103 permit _11092%
ip as-path access-list 103 permit _11045%
ip as-path access-list 103 deny .*
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Import (cont)

JANOG

!

router bgp 4694

neighbor 198.32.136.80 remote-as 2914
neighbor 198.32.136.80 route-map from-verio in

!
route-map from-verio permit 10
match as-path 103

set local-preference 80
!

route-map from-verio permit 20
set local-preference 50

iDCEEFISLEE
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SNMP/TFTP ACL

| http://www.cisco.com/warp/public/490/11.html

JANOG

% cat /tftpboot/ tftp-filename

no ip as-path access-list 103

ip as-path access-list 103 permit _2914$%

ip as-path access-list 103 permit _5632%

ip as-path access-list 103 permit _2568%

ip as-path access-list 103 permit _10732%
...Snip...

ip as-path access-list 103 permit _11092$

ip as-path access-list 103 permit _11045%

Ip as-path access-list 103 deny .*

end

% snmpset -v 1 router-name snmp-comm-Sstr _
1.3.6.1.4.1.9.2.1.53. ffto  .server. Ip . addr s tftp-filename

iDCEEFISLEE
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http://www.cisco.com/warp/public/490/11.html

IRR

« RADB whois
- ; IRR
— trawhoisd (Merit)
 MCI-RR RADB AS-MACRO

JANOG

— AS-IDC-JP AS-macro MCI-RR double
hyphen n)
« AS-macro AS Object AS
g route-object
— Local AS static route
ISP
— origin AS route-
object

ool IDCEEFUSLEE
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JANOG

0061
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| ] MAEWest  IDC peer RS

JANOG

* RS =>14 ISP

e Direct BGP session => 10 ISP
— RS/IRR

e RS direct BGPsession =>3ISP
— RS/IRR
— RS

. ] —
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| | IDC peer (7/1 )

JANOG
* Routes Originated « Transit Routes Included
ASN #Rts ASN #Rts
*74 132 *74 351
6*96 15 1*40 326
24l 12 5+83 108
1*40 9
7*14 7 6*96 24
5*06 6 2*28 24
4*13 4 6*61 21
4*02 3 10*03 20
6*18 2 347 6
2*19 2
4%23 1 4*13 4
2*15 4
4*02 3
3*20 3
2*14 3
6*18 2
3*67 2
593 1 .
0001 IDCERTYSIViE(E
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] cisco access-list

JANOG [

* NVRAM 120Kbyte
— config
— reload
° . 1,000prefix/40Kbytes (std-acl)
. NSPIXP prefix
. X prefix
— RS
- AS
oo —_____ ibcEErvsLEE
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JANOG

— Transit AS
- prefix base
. IRR
 IRR
. IRR
. object
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Links

* | http://www.merit.edu/radb/
o| nttp://www.janog.gr.jp/irr.txt

JANOG

ool IDCEEFUSLEE
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