S

DNS prefetchDO&E £
(JANOG24 lightning talk)

NTT Communications, OCN
=M K2

chika.yoshimura@ntt.com
yosimura@ocn.ad.jp




refetch& [

« 5&EEIdgoogle chromeDELE
- VDA% DFQDNOBZRIERRZ. oD UHITD
Th<
- SEIFRROIFEZRRIEIDCET, WEBTSDY
VI DIRBREZSHD

« DNSDOquery#IMEZ S ENFTEEND




» google chrome 2.0.172.28
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- DNS prefetch’s:

hrome_noprefetch.pcap - Wi

File Edit View Go Capture Analyze Statistics Help
BEeEM PEXEE Aes»dTL Qaen @Emx 8

FEilter: |dns.flags.response 1= 1 ~ Expression... Clear Apply

Source Destination Protocol  Info i’

[1] .13 Standard query A www.OoCn.ne. jp
0.332371 10.0.1.3 10.0.1.1 DNS Standard query A ad.nttnavi.co.jp
2.046247 10.0.1.3 10.0.1.1 DNS Standard query A jxmn.nttnavi.co.jp
w 10.0.1.3 10.0.1.1 DNS standard query A nttcommunications.122.2o7.net /

m

www.ocn.ne.jpD I L)
flushT>7>YDYOHEDIT!Y L

E Frame 1 (73 bytes on wire, 73 bytes captured)
Arrival Time: May 24, 2009 06:31:47.410837000
[Time delta from previous captured frame: 0,000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 73 bytes
capture Length: 73 bytes
[Frame is marked: rFalse]
[protocols in frame: eth:ip:udp:dns]
[ R PR |

0000 00 11 24 ea 82 71 00 16 ea c3 02 0a 08 00 45 00
0010 00 3b 2f 8c 00 00 80 11 f5 22 Oa 00 01 03 Oa 00
0020 01 01 dl 52 00 35 00 27 5d ad 03 ba 01 00 00 01
0030 00 00 00 00 00 00 03 77 77 77 03 6f 63 6e 02 6e
0040 65 02 6a 70 00 00 01 00 O1

"I=""may have unexpected results (see--- | Packets: 8 Displayed: 4 Marked: 0 Profile: Default
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» google chrome 2.0.172.28
- DNS prefetchd D

File Edit View Go Capture Analyze Statistics Help
BEoRM PEXEE Wes DT L Qaan| @B m% &

Filter: dns.flags.response 1= 1 ~ Expression... Clear Apply
e

e —

No. Time Source Protocol Info

]
£

10. DNS standard query A cdn.nttnavi.co.jp
10. DNS standard query A jxmn.nttnavi.co.jp
10. DNS Standard query A 506506.ntt.com

10. DNS Standard query A briller.ocn.ne.jp
10. DNS standard query A books.rakuten.co.jp
10. DNS Standard query A blog.ocn.ne. jp

10. DNS Standard query A broadband.ocn.ne.jp
10. DNS Standard query A cafe.ocn.ne.jp

10. DNS Standard query A cliplife.goo.ne.jp
10. DNS standard query A cocoa.ntt.com

10. DNS standard query A fun.ocn.ne. jp

10, DNS Standard query gravure.ocn. ne. jip

10. DNS standard query A kabegami.ocn.ne.jp

10. DNS standard query A map.ocn.ne.jp

10. DNS standard query A money.ocn.ne.jp

10. DNS Standard query A movie.goo.ne.jp

10. DNS Standard query A music.goo.ne.jp

10. DNS standard query A musico.jp

10. DNS Standard query A ocn.dir.goo.ne. jp

10. DNS Standard query A ocn.bsearch. goo.ne. jp
0.

DNS standard query
DNS standard query

news. goo. ne. jp
ocndictionary. goo.ne. jp

L L L L i i L b L L L L L b L

PPPPPPPEBP PR PP BB BB D

G Bl EEEEEEE PEEEE
AHRERERRERRRERRERRERRRR R RR R
e e [ e e e

4l
Ll AR

10. . DNS standard query A ocnpostcode. goo.ne. jp
10.0.1.3 DNS standard query A ocnsearch.goo.ne. jp
10.0.1.3 DNS standard query A ocntoday.bl i i
10.0.1.3 S — = . goo. ne. jp
T e cegndnrd ansee & AreeRancIT ana, e, §p

flush3> 7> DLinkSEDITY
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www.ocn.ne.

 Firefox 3.5
- DNS prefetch@ (network.dns.disablePrefetch;true

1 firefox3.5_noprefetch.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help
Zwel BEXEE aeseT2IEE QAQQAD FEBR B

Eilter: | dns.flags.response I= 1 ~ Expression... Clear Apply

protocol infermation

time .

L —— 0.0.1.2 It standard query A wWww.ocn. ne. ip
0.506545 BT S s DNS standard query A ad.nttnavi.co.jp

0.887929 10.0.1.2 I DNS Standard gquery A cdn.nttnavi.co.jp

1.153843 16 005 i s 730 T § DNS standard query A jxmn.nttnavi.co.jp
MwiggQes  10.0.1.2 10.0.1.1 DNS standard query A nttcommunications.122.2o7.net

m

= Frame 1 (73 bytes on wire, 73 bytes captured)
Arrival Time: Jul 9, 2009 00:19:43.824838000
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 73 bytes
Capture Length: 73 bytes
[Frame is marked: False]
[Protocols in frame: eth:ip:udp:dns]
[coloring Rule Name: UDP]
[coloring Rule string: udp]
F Ethernet II. Src: Intel c3:02:0a (00:16:ea:c3:02:0a). Dst: AppleCom ea:82:71 (00:11:24:ea:82:71)
0000 00 11 24 ea 82 71 00 16 ea c3 02 Oa 08 00 45 00 R T e E.
10010 00 2b 59 65 00 00 80 11 cb 4a 0a 00 01 02 Oa 00 G T S e
10020 01 01 d7 el 00 35 00 27 41 75 19 64 01 00 00 01
0030 00 00 00 00 00 00 03 77 77 77 03 of 63 6e 02 6e
0040 65 02 6a 70 00 00 01 00 O1

:"'|='.'; may have unexpected resLi\ts.(.::-‘ee--- | Packets:-l-D.Dwsp\ayed: 5 Marked: 0 j | Profile: Default

© NTT Communications
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* Firefox 3.5
- DNS prefetchd 1) (defaultzR5E

Eile Edit iew Go Capture Analyze Statistics Help
Buses EEXEE Qe TL QaQan @B %% 8

Hilter: |dns.flags.response 1= 1 ~ Expression... Clear Apply

time . src addr protecol  information length

0. 000000 . 1 query A Www.OCn. ip i |
3.408871 (1 TR DNS standard guery A ad.nttnavi.co.jp 76 |
3.993068 QT 10.0.1.1 DNS standard guery A cdn.nttnavi.co.jp 0 |
4,320592 U.0.1.2 s S e DNS standard guery A jxmn.nttnavi.co.jp ZE |
7. 658598 afi i B 16.0.1.1 DNS standard query A nttcommunications.122.2o07.net 89 =
8 0527 10.0.1.2 10.0.1.1 DNS standard guery A ocntoday.blogzine. jp g0 |
T 270175 Too0na.2 T DNS standard guery A ocn.bsearch. goo.ne. jp SN
8.285732 10.0.1.2 TO0 T DNS standard guery A blog.ocn.ne. jp |
8. 202856 10.0.1.2 10.0.1.1 DNS standard guery A ocn.dir.goo.ne.jp e |
8.298330 10.0.1.2 10.0.1.1 DNS standard guery A ocndictionary.goo.ne.jp = i
8.309306 R E1T P S 10,0100 DNS standard query A ocntownpage.goo.ne. jp 81
8.324372 10.0.1.2 TOU0 1L DNS standard guery A map.ocn.ne.jp 73
8.329962 B L e B 10.0.1.1 DNS standard guery A ocntransit.goo.ne.jp 80
8.338844 10.0.1.2 10.0.1.1 DNS standard guery A www.goo.ne.jp 73
8. 356467 10.0.1.2 10.0.1.1 DNS standard guery A ocnsearch.goo.ne. jp 79
8. 361855 10.0.1.2 4 e i DNS standard guery A 506506.ntt.com 74
8.365108 10.0.1.2 10.0.1.1 DNS standard guery A broadband.ocn.ne. jp 79
8.390519 16.0.1.2 AT P U DNS standard query A juicystyle.ocn.ne.jp 80
8.395425 10.0.1.2 16010 DNS standard guery A COcCoa.ntt.com 73
10.0.1.2 L e DNS standard guery A fun.ocn.ne.jp
5 i B 10.0.1.1 DNS standard guery A kidscare.ocn.ne.jp 8
E 10.0.1.2 10.0.1.1 DNS standard guery A wew.my-affiliate.com 80
.A26676 O 10.0.1.1 DNS standard guery A tr.my-affiliate.com 79
. 450507 i1 A e a & DNS standard query A cafe.ocn.ne. jp 74
ARIREA 10019 nne srandard nuary A nana_nn nrn ne dn - i

o
=
=
™
o

pr}

=l Frame 1 (73 bytes on wire,
Arrival Time: Jul 9, 2009 00:04:5
[Time delta from previous captured frame: 0.000000000 secOrOs]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 73 bytes
Capture Length: 73 bytes
[Frame is marked: False]
[Protocols in frame: eth:ip:udp:dns]
[coloring Rule Name: uDP]
lcalarinn pula srrinn: urnd
0000 00 11 24 ea 82 71 00 16 ea ¢3 02 Oa 08 00 45 00
10010 00 3b 39 b5 00 00 80 11 ea fa 0a 00 01 02 0a OO
10020 01 01 fb bb 00 35 00 27 e5 db 51 23 01 00 00 O1

0030 00 00 00 00 00 Q0 03 77 77 77 03 6f 63 6e 02 Ge
0040 &5 02 ©a 70 00 00 01 00 01

| "1="may have unexpected results (see Packets:-l.l.a.blsplayed: 59 Marked: 0

© NTT Communications NTTCommunications
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5 & o EEER

google chrome 2.0.172.28 + prefetchd ¥

* Www.0Ch.acC

» Enterz3] > TEU D queryldiX

SC1D

Eile Edit View Go Capture Analyze Statistics Help
Beeee mEXTE Ae2DT L QaQan @B m % B
Filter: dns ~ Expression... Clear Apply

|| No. . Time Source Destination Protocol  Info

12 2.667326
16 3.022446

Standard guery A www.Ocn.ac
standard query response A 91.208.95.143

10.0.1.1 10.0.1.3 DNS

FULET

C ¢ www.ocn.ac

A EENR R [=) www.ocn.ac/

Google T www.ocn.ac ZE%

L{F DT
] Goosle §§ 00N | bt Fi] ssshicom:

Google

m

> O~ -
Dt v o —4

0020 01 01 d8 bO 00735 00 24 c bb 0b dl 01 00 00 01
0030 00 00 00 0D 00 00 03 77 77 77 03 &6f 63 6e 02 61
0040 63 00 00 01 00 01 Covn..

Microsoft: <live capture in progress> F-- | Packets: 17 Displayed: 2 Marked: 0

g

Profile: Default

© NTT Communications
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* WWW.OCN.aa
» queryldEE=NZ0N

File Edit View Go Capture Analyze Statistics Help

BE e =aPxE8 aeowTL QaQf @B 8% B

Filter: dns ~ Expression... Clear Apply

| Mo - Time Source Destination Protocol  Info

FLLVET

C | ¥¢ www.ocn.aa
E] FE e uRk 1= Google T www.ocn.aa ’&ﬁ.ﬁ

www.ocn.aa/
LR

*J Google

Microsoft: <live capture in progress> F-- | Packets: 1 Displayed: 0 Marked: 0 Profile: Default

m

- query M
HAZLD D ?
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« www.ocn.a[a-z](26FQDN)EEEB51 LT
HIC

File Edit View Go Capture Analyze Statistics Help

- P, . So | R
BEGAUE BEEXEL Ao TLIEE @Al #®® % @
Filter: |dns ~ Expression... Clear Apply

[ Mo. . Time Source Destination Protocol  Info i
163 36.324120 10.0.1.1 10.0.1.3 DNS standard guery response, No such name
178 43.926874 10.0.1.3 10.0.1.1 DNS standard query A www.ocn.al
182 44,.308596¢ 10.0.1.1 10.0.1.3 DNS Standard query response, No such name
187 45.843568 10.0.1.3 10.0.1.1 DNS standard gquery A www.ocn.am
188 45.867035 10.0.1.1 10.0.1.3 DNS standard guery response, No such name
196 48.211585 10.0.1.3 10.0.1.1 DNS Standard query A www.ocn.an
197 48.214853 10.0.1.1 10.0.1.3 DNS standard guery response, No such name
201 53.901217 10.0.1.3 10.0.1.1 DNS standard gquery A www.ocn.ao
202 54.036417 10.0.1.1 10.0.1.3 DNS Standard guery response, No such name
213 57.944364 10.0.1.3 10.0.1.1 DNS standard gquery A www.ocn.ag
216 58.251852 10.0.1.1 10.0.1.3 DNS standard guery response, No such name
221 60.108655 10.0.1.3 10.0.1.1 DNS Standard query A www.ocn.ar
222 60.282648 10.0.1.1 10.0.1.3 DNS standard guery response, No such name
232 63.494726 10.0.1.3 10.0.1.1 DNS Standard guery A www.ocn.as
233 63.497985 10.0.1.1 10.0.1.3 DNS standard guery response, No such name L
241 65.121475 10.0.1.3 10.0.1.1 DNS standard query A www.ocn.at 1
245 65.425566 10.0.1.1 10.0.1.3 DNS Standard query response A B0.92.66.6
247 67.085107 10.0.1.3 10.0.1.1 DNS standard gquery A www.ocn.au
248 67.245753 10.0.1.1 10.0.1.3 DNS standard gquery response, No such name
260 74.800235 10.0.1.3 10.0.1.1 DNS standard gquery A www.ocn.aw
263 75.049845 10.0.1.1 10.0.1.3 DNS standard guery response, No such name
269 76.938419 10.0.1.3 10.0.1.1 DNS Standard query A www.ocn.ax
274 77.479993 10.0.1.1 10.0.1.3 DNS standard guery response, No such name
281 81.471559 10.0.1.3 10.0.1.1 DNS standard query A www.ocn.az
283 81.680669 10.0.1.1 10.0.1.3 DNS Standard query response, No such

= Frame 14 (70 bytes on wire, 70 bytes captured)

Arrival Time: may 24, 2009 07:11:47.29 sTaTalal ~\
[Time delta from previous captured franf I ﬁ\ r r
[Time delta from previous displayed frd FLWET + cc L D ? i
[Time since reference or first frame: 4

Frame Number: 14 C 9% www.ocn.az|

Frame Length: 70 bytes e ~ E A
capture Length: 70 bytes ) )  — \
[Frame is marked: False] E] asohi.com : #E Google T www.ocn.az &% & n «

[Protocols in frame: eth:ip:udp:dns]
= Ethernet II, src: Intel_c3:02:0a (00:16:

A3 ~ -
o~y 3 F
0000 00 11 2;& e 82 71 00 16 ea 33 02 Oa ST e T BN ue 12 \
0010 00 38 3f da 00 00 80 11 ed4 d7 Oa 00 . P > :5 L‘ , d.('
0020 01 01 f5 42 00 35 00 24 8e 5 1d 05 *§ Google B asshicom N

0030 00 00 00 00 00 00 03 77 77 77 03 &F =
0040 63 00 00 01 00 01 Google

Microsoft: <live capture in progress> F--- | Packets: 318 Displayed: 46 Marked: 0

© NTT Communications 10 NTTCommunications



5 & o EEER

A

www.ocn.o[a-z](26F

DN) %

Eile Edit View Go Capture Analyze Statistics Help

BEHAHAN EEXXEE Ao TL RAAAE| WD W%
Eilter: dns -+ Expression... Clear Apply
No. . Time Source Destination Protocol  Info

49 17.983112
50 18.122792

10.0.1.1 10.0.1.3 DNS standard query

FmLed *

C  ¥¢ www.ocn.om|

www.ocn.om/
Fil asahi.com: 81E Google T www.ocn.om 2R

response, No such name

'(’!@7'»‘&‘?7*

= Frame 49 (70 bytes on wire,
Arrival Time: May 24, 2009
[Time delta from previous d
[Time delta from previous d
[Time since reference or f
Frame Number: 49

d{FOEAT B -

#J Google

Google

Goe

Chrome

gle

[ nIT

A

i

Frame Length: 70 bytes
capture Length: 70 bytes
[Frame is marked: False]
[Protocols in frame: eth:ip:udp:dns]
= Ethernet II, Src: Intel_c3:02:0a (00:16:ea:c3:02:0a), Dst: AppleCom_ea:82:71 (00:11:2
= pestination: aAppleCom_ea:82:71 (00:11:24:ea:82:71)
Address: appleCom_ea:82:71 (00:11:24:ea:82:71)
e eeae e = IG bit: Individual address {(unicast)
= LG bit: Globally unique address (factory default)

T
= source: Intel_c3:02:0a (00:16:ea:c3:02:0a)
Address: Intel_c3:02:0a (00:16:ea:c3:02:0a)

IG bit: Individual address (unicast)
LG bit: Globally unigue address (factory default

P
Type: IP (0x0800)
= Internet Protocol, Src: 10.0.1.3 (10.0.1.3), Dst: 10.0.1.1 (10.0.1.1)

0000 00 11 24 ea B2 71 00 16 ea c3 02 Oa 08 00 45 00
0010 00 38 3f bl 00 00 80 11 e5 00 Oa 00 01 03 Oa 00
0020 01 01 d5 42 00 35 00 24 42 05 7f e7 01 00 00 01
0030 00 00 00 00 00 00 03 77 77 77 03 6f 63 6e 02 6
0040 &d 00 00 O1 00 01

Microsoft: <live capture in progress= F--- | Packets: 106 Displayed: 2 Marked: 0

4:ea:B82:71)

www.och.om(
<—>@ccTLD
El+queryi: (s

© NTT Communications
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c www.ntt
c www.ntt

.CO0.Jp

.co DI

File Edit

View Go Capture Analyze

Statistics Help

B DCEXEE AeE2DTL RAQE WD W% B

Eilter: | dns ~ Expression... Clear Apply
No. . Time Source Destination Protocol Info i
1.3
2 0.167297 10.0.1.1 10.0.1.3 DNS Standard query response, No such name
3 8.190710 10.0.1.3 10.0.1.1 DNS Standard query A www.ntt.co.jp
4 8.258283 10.0.1.1 10.0.1.3 DNS Standard query response A 163.137.191.238
N alo=nli
E{Vnt- +
C 95 wwwnttcojp » O~ .

Fragment oTTSET: U
Time to Tive: 128
protocol: upP (0x11)
= Header checksum: 0x1d77 [coi
[Good: True]
[Bad : False]
source: 10.0.1.3 (10.0.1.3)
pestination: 10.0.1.1 (10.0.
S User Datagram Protocol, Src PO
Source port: 50919 (50919)
Destination port: domain (5
Length: 36
= Checksum: 0Oxaodo [correct]
[Good Checksum: True]
[Bad Checksum: False]
[ Domain Name System (query)
Response In: 2
Transaction ID: Oxlc7e

= Flags: 0x0100 (standard que
0. e ee = Resple———————————
UUU U opcode: standard query (0)
.0. evv. .... = Truncated: Message 1s not truncated
P | = Recursinn desired: nn auerv recursivelw
0010 00 38 07 3b 00 00 80 ll 1d 77 Oa 00 01 03 Oa 00 LBy
0020 01 01 c6 e7 00 35 a0 do 1c 7e 01 00 00 01 ..
0030 00 00 00 00 00 00 0 77’ 77 77 03 6e 74 74 02 63
0040 &f 00 00 O1 00 01

Length (udp.length), 2 bytes

www.ntt.co.jp/

DS —1

Google T www.ntt.co.jp £#&%

|mﬂ‘}j'\>' o<~

LLFOERT BN

CCICR DL UEDD Y TR ENE T £ I Google Chrome ’Eﬂ’aék?ﬁh%dj‘é& %ﬁ
ét VASTR e B CBEED Y AR RSN I T SR C DL T3 28—k R A PR

Packets: 4 Displayed: 4 Marked: 0

Goegle

Chrome

o

colZaRAUAH

ccTLD

© NTT Communications
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DNS prefetch &8

e chromeTIl3d. P FUR/IN=ICADUC
fgm Cquery=ixd
- Firefox CIdZESS0)

e chromeTld. FEIDTLDNHE DD
W L Cqueryzixd

« UN'L. BEDHD, ntt.coDBFR T
queryzixd
-\ OT)ERD

© NTT Communications



DNSH —/\\ (D=2 EE

1. Im AR I queryBUIIRIEZNICIEZ D
- KRBT vyt —/NCE>THEDD
- Firefox3.5Cld. DNS Prefetch(ddefault ON

2. 1source IP address C & (Dquery# =l
[RUTCL\DIZEIE. FRHDIUNE

- IN—2 ~AICqueryhhEEENDd
a D
DNSH —/\DOEEBEIE. DT JIENIC

} A CGREZREBLELLD




