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Note: This location has mulfiple instances. [BE | %=E5
Letter: F
Operator: Internet Systems Consortium, Inc.
IPv4: 192.5.5.241
ASN: 3557
Location: Beijing, CN
Type: Local
T t5=ZDI)L—
Operator: Autonomica
IPv4: 192.36.148.17 t
IPve: 2001:7fe 53 D N S (Q:Anyca St
ASN: 29216
Location: Beijing, CN 0 } K\) I/( }—'—$E
Letter: J L_
o Operator: VeriSign, Inc.
ERd IPv4: 192.58.128.30

IPVE: 2001:503:C27::2:30
ASN: 26415
Y2 Location: Beijing. CN
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https://lists.dns-oarc.net/pipermail/dns-operations/2010-March/005260.html
http://www.root-servers.org/
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——.
20103 A248.
FEIDT I~k B FEr1{F

FacebookTwitter’ ¥ DK A £ o LD A\ vavf~ | 1537
BN S A F ) E N T 7 2 AR,

I c Version en espatriol

HIL $ dig Qi.root-servers.net www.facebook.com A

Somos el punto

www . facebook.com. 86400 IN A 8.7.198.45

Anomalous behavior of the DNS on March 24th, 2010

Because of the interest of the press about the discovery of anomalies in the functioning of DINS servers located in China, NIC
Chile reports:

On Wednesday March 24th, 2010, thanks to information provided by engineers of VTR (a Chilean ISP), Mauricio Vergara,
DNS Admin for .CL in NIC Chile, communicated to an operators mailing list managed by DNS-OARC, an anomalous behavior
that involved what seems to be a data alteration on DIN'S responses in one of the servers from the "I" root-server, located in
China The anomalous DNS responses affected domain names such as Facebook com, Twitter.com and YouTube com

Hi#iL: http://www.nic.cl/anuncios/2010-03-29-eng.html
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S dig a www.facebook.com @e.dns.cn

OOO

F_FDccTLDDAEA
DNS(2 BIF A\ a2
JSAENAT [

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43473
tlagss @F, ga rel ieag QUIERNS 1L o ANSHIHRGs L o ATIUEOIRTEINGG “H0) ;- VAJD)D) L IMLOIN/AL Segnd)

dig a www.facebook.com @e.dns.cn

<<>> DiG 9.2.4 <<>> a www.facebook.com @
(1 server found)
global options: printcmd

QUESTION SECTION:

7 WWW . facebook. com. IN

rrs

www . facebook.com. 7405 IN A 203.98.7.65

ANSI’TE‘D QE‘F"T‘T('\T\T

www . facebook.com. 7405 IN A 203.98.7.65

; Query time: 94 msec

o EIHRVITRS 2035l 5 293 Ala=5 3 (A0SR El 2 Ry
; WHEN: Wed Jan 19 21:24:56 2011
SPSGNISINZIE 8 1 C Vel 616
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[l cn-dns2.pcap - Wireshark ‘ @@g

Eile Edit View Go Capture Analyze 3Statistics Telephony Tools Help
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Filter: ~ Expression... Clear Apply
No. Time Source Destination Protecol Info -
e e e o S e e e e e ==
- - standard query A www.facebook.com
35 17.790354 203. 119 29.1 21 178 145 %8 DNS standard query response A 46.82.174.68
36 17.790800 203.119.29.1 adeed B.d TS BS DNS Standard query response A 78.16.49.15 —
37 17.859687 203.119.29.1 C L I M E L L DNS Standard query response, Refused -
4 m [ k
E Internet Protocol, Src: W= < "« B |22 " SH144.98°, Dst: 203.119.29.1 (203.119.29.1) -
version: 4

Header length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0x00)
Total Length: 62
Identification: 0x0000 (0)
# Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to live: 64
Protocol: UDP (17)
# Header checksum: 0xf721 [correct]
source: =% 178 g% =L MY ITL T WY
Destination: 203.119.29.1 (203.119.29.1)
# User Datagram Protocol, Src Port: 51424 (51424), pst port: domain (53)
= Domain Name System (query)
[response In: 37]
Transaction ID: Oxebdl
@ Flags: Ox0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0
additional RrRs: 0O
= Queries ==

m
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Response Transacti | TTL Ans | Auth | Additio
Time on wer | ority | nal
ID RRs | RRs RRs
0) 0 -

7= Oxeb91 64 1
E%s1 882ms  Oxebol (50l 1 1 o o [A46.82.174.68]

I Br#2  88.6ms  Oxeb91 |78| 1 1 0 0 A 78.16.49.15
JE%#3  157.5ms  Oxeb9l |45) 1 0 0 0  |Refused ]

A T8l —~NTransaction ID, &% 4TTL
BAYD JSE LN S ABAYD ISk %1%
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www.facebook.com!3#| Tio00@ 7 &.") ¥ E 56,

o ;AP DIPTF L X|2Facebookt 2= B 1%
o QOLBDIPT R L AZEN G T, T LIEER NS

25 o 59.24.3.173

(New Zealand) Timeout

99, = (Korea)
: 3 12%
93.46.8.89

(Italy) 78.16.49.15

9% (Ireland)
12%
8.7.198.45
37.61.54.158  (USA) 46 82.174.68
(RIPE/NCC 10% (Germanv)

Unallocated) 12%

11%
243.185.187.39 159.106.121.75
(IANA) (USA)
11% 11%



Great Firewall DIPv6x3 /SR,

 a.dns.cnl2IPv4/IPv672TWA 757
$ dig a -6(-4) Qa.dns.cn
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2001 :am A IF.- a3 Eﬂﬂl dc? 1 DNS Standard query A www| f

2001 :dc7::1 2001 : J-l ~§.EF" .0 r. DNS standard gquery respo
1. n 2 -] iy ol B LI Y A """
203.119.25.1 2{}3 . 1-I-: i W DNS standard gquery respons
203.119.25.1 203.° 5 141 ~m DNS standard query respopns
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o Chinese Firewall Test - ViewDNS.info
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« Website Test behind the Great Firewall of China
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http://viewdns.info/chinesefirewall/
http://www.websitepulse.com/help/testtools.china-test.html
http://www.websitepulse.com/help/testtools.china-test.html
http://www.websitepulse.com/help/testtools.china-test.html
http://www.websitepulse.com/help/testtools.china-test.html

Accidentally Importing Censorship The I-root instance in China

Accidentally Importing Censorship
The Great DNS Wall of China
Ignoring the Great Firewall of China
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http://cs.nyu.edu/~pcw216/work/nds/final.pdf
http://www.cl.cam.ac.uk/~rnc1/ignoring.pdf
http://ja.wikipedia.org/wiki/
http://ja.wikipedia.org/wiki/
http://ja.wikipedia.org/wiki/中国のネット検閲
http://ja.wikipedia.org/wiki/中国のネット検閲
http://zh.wikipedia.org/zh/%E9%98%B2%E7%81%AB%E9%95%BF%E5%9F%8E
http://zh.wikipedia.org/zh/%E9%98%B2%E7%81%AB%E9%95%BF%E5%9F%8E
http://en.wikipedia.org/wiki/Golden_Shield_Project
http://en.wikipedia.org/wiki/Internet_censorship_in_the_People's_Republic_of_China
http://en.wikipedia.org/wiki/Internet_censorship_in_the_People's_Republic_of_China

