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OpenFlowiFE{LEIM( 1)
| OpenFlowa )= 7 LICTIEEANRYVERE (2007 L1#%)

® http://www.openflow.org/
e Stanford XZEdMProf. Nick McKeownh42 I

® OpenFlowZaObJIVIZEAXR YT OpenFlow Switch Specification 12REL THH.
Ver 1.0 ft#R{t @ 2010.1, Ver1.1{#R{t @2011.2
® AIN—:
« NEC, HP, Juniper, Cisco, Arista, Nicira, Big Switch Network, Ericsson, Broadcom, Dell
Google, DT Lab, NTT DoCoMo lab, FT/Orange Lab ftk
o NECIZRIIZIBE A SINEE, OpenFIOWAR Y IERE. P17 IVEIE. RMARY M

ATy F (Eszfthet (BRI TIR.RV)—A (0.8.9 @ 2008.11, 1.0 @ 2010.4) ,
Campus/Internet2/NICT JGN2plus b1 7IVRETh,

® NECIZOpenFlow 1.0 DAryF. abO—SMA ORGE{ILZTHSTEFISEIRL. NEC
2 B DProgrammableFlowtkgEZ:EML . F—2t 2 ))1—3 4k,

FAR  HRICSERE AR RS,

INTEROP 2011

Infrastructure
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OpenFlowiRE{LEIR(2)

| Open Networking Foundation (ONF) ®&3z: 2011/3/21 PST
® http:/ /www.opennetworkmgfoundatlon.org/

® Non Profit Organization, Dan Pitt ’Executive Director\§ifE.

| B8
e Software-Defined Networking (SDN) (OpenFlow) d)promotion &{ZEH{L
® OpenFlow Switch Consortium A50fficialE2E{L;FEIER D DA H > .

| sme#t (2011/6/208)
o FR=Rx1x—5 ¢t
«  F+1)77: Deutsche Telekom, Verizon
- 9277R70/314: Google, Facebook, Yahoo, Microsoft (#1)
o Xvis—: 35§t
*  F+1)77: NTT, Comcast
o FYTN4: Broadcom, Marvell, Intel, Netronome,

o ARAYF/arvba—7~4%5: NEC, HP, Cisco, Juniper Networks, IBM, Dell, Brocade, Force10 Networks, Extreme
Networks, Fujitsu, Mellanox Technologies, Huawei, Netgear, Ericsson, Ciena, Nokia Siemens, Meta Switch
Networks, Big Switch Network, Nicira Networks, Midokura, IP Infusion, Plexxi, Pronto Systems, Vello Systems

o ARV ZR2T T A5 VMWare, Citrix, Microsoft (#2)
o FT24T7 2 AN4: Riverbed Technology
« HITEHE: IXIA,

Foftk: CompTIA

I 2011/6/21&..Bay Arealc THE—REIFE(LESFIE
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OpenFlowiR¥E{LEIR(3 )

] ONFER{&{Z#{tPolicy
o -T2 DIBAKTR1 DR (e.9. NTTERELEE)
o FE{ATOEMAEIE. SMESHRACIIFHATH AT HE
® Working Group ltemTO&EiiT—7lc DL TIdBoard MemberTCH &R,
RS HINTERME, RIEMNLRESSHY. BERMICIE Mail &
Voice ConferenceN—X,
| iZ%{ETopic (FMICDLVTIZONFICINBAL TAFESELLET)
® |Pv6Xthit:
o Xyt—IHRRTEN It
o FIEHLIR Configuration¥3hits (QoS, Controller redundancy, etc)
® Topology DiscoveryZa =t
® Controller Discovery/Az\
® Conformance Test & Interoperability

(| Lgaptrtt
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OpenFlowEZAE/—R7P—FF72F+

Management
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Middleware
(Routing, etc:--)

Hardware
(Packet forwarding)

EffZL2/L3 Router/Switch

Isolation % Resource

OpenFlow Controller

control framework

Programmability

Scalability

Middleware
(Routing, etc---)

Networked

Scalability

=

operation system

Open

protocols |g

Performance Hardware
: (Packet forwarding)
Isolation OpenFlow switch

~— Page 8 Copyright © 2011 NEC Corporation All Rights Reserved empowered by Innovation  [NJEQC


http://www.openflowswitch.org/�

OpenFlow#ifickdEhFIFHDOLL A

| /$ryME2 B IRHMEEEE 70— @70V L) S B
| BEN7v7270-BEICHNTRIET.
BIEHAOBEL, 2YhT—ERL. TRIESEER

70-#0 /Ny MEE S EE e i il 4 B
(7a—RLYF %) (RE@DE. AFIE. RE1l
. 5 )
\oW ( OpenFlowaxhO—3
a OpenFIpr'f“H’- w (ggg:\)\' ciss) e —

Rule Bl

| Rule Juw il

B70-F—=7MIBEVEEEZELBEIIL.
FNATYFHaAMO-FICHUBEEEERE.
B O33R EEFEFTORBEREHEHEL.
ZTOHERERICEDW=70-T—7 V2%
LFORRIYFICBFRT D,
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Z0=RLYF0&1E?

HERDRINI—7IBERIREY., T70— ([CHEVERXTI#EZTUVET,

( )
[FERDRYNT—18ER ]
L2/L3DL 1Y —NIRETZRLAICHE->THEL2 DS EICEXFIHLET

L2 (MAC) RAYFJ L3 (IP) b—F4127 (77147 94—I3E)

Ingressil Dst 8 Src || Etherl|] VLAN|| VLAN . IP fTCP/UDP|TCP/UDP
Port EMACR MAC || Typell id |l Priorit ToS | Src Port|| Dst Port

Il «—iIv— «—IEg— i

[7A—-R1YF5ElE? ]

ZO0-&iE, L1(M18FR—-bF), L2 (MAC) . L3 (IP) . L4 (R—M&ES) OEL1Y—D
EZEDOT7RLAR /BRI FOHEABHET. BiE;7 71V 72RBILFETDINV—INTT,
FDIV=IVOEBLR) S —(Foa)cHEls, I RY—I /R TRELEZERERIR
LTEXTACEE7O0—RTYF L TEBRATWET,
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Flow 1. Rule "
oo e |t sestes |
Rule ' .y
Flow N.|  (exact & wildcard) ]_;JS“‘"S“"S
ot » .
ERL70-7142EH JO0—HHER
() ()
Port, VLAN ID, L2, L3, L4, Ny, NA1h L. Y
a R R
.......... :..,..; )
. - .::‘.::.‘ E/ILlilct)ig)(j’l-“k:alancing
1. -'.. . = Redundancy
Actionfl :
C
.... *O ? ....- Waypoints
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OpenFlowDE XS

>AvbO—5& A1 YFIESecure Channel TiEHREN, OvbO—51F
Secure ChannelZ@LT70—57—7 WV &7095L7 3,

» ALY FICA>TELNTYMI7O—-(CHE>TUIR - B HhEh S,
A

Controller (Server)
@ Opon.FJ@w Secure Channel (TCP or SSL)
[ Secure Channel®

i EROHDT—420
OpenFlow Switch Bh g [50—

J\ﬁ OpenFIXW Function ELT|/S

Bige70-7—7 DA
T AR EE

Flow Table

\l/
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http://www.openflowswitch.org/�

70-NRBF—ELTERATRELE 71—

MAC DA
MAC DA 5
MAG SA L1y 71—IVR
MAC SA TPID(81-00) Physical Input Port No
VLAN Tag TYPE Ethernet MAC DA, MAC SA,
Ver/IHL| ToS Total Length VLAN Tag, Type
Identification | Flag/Frag Offset IPv4 IP SA, IP DA, Protocol
TTL Protocol CheckSum ICMP ICMP Type, ICMP COde
P SA TCP/UDP Source Port,
IP DA T
m— Destination Port
Source Port Destination Port

Sequence Number

Acknowledgment Number
Offset / Flags Window Size
CheckSum Urgent Pointer

% VLAN TagATIREF—ELTEADDIIVLAN
Priority Bit&VLAN ID®22D,

Payload Data
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RBF—NOVWildcardicDL\T

PIRBF—DE 71—V IFWildcarde U TIE BRI HE.

Bl5. WildcardeigBENT=7 r—IVRIFanyiRict .
(fl:IPDAZET2F—ELTHEDO70-LELERTED)

> |IPDAEIPSAIZWildcardDIgE

R¥l—PrefixiR &I E 0] 6E,

(fll:IPSA=10.20.X.X/16D¥EL Kt EERTED)

>WildcardDIgEHA L EDEXact Match70—&FEAS,

>WildcardDIEED »HDEND%EWildcard Match7A—&FEAS,
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70-OERET21/A)T+DRER

BEES

>Exact Match@® 77—
RICRSEEE

J

—mAKPriorityld65535

\

H—Priority DB 55 E
CRMBLLUVCRERE)

~/

—/\Priorityl3:0
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Z0-|CERE LT 23

XEBETNLIFIMLTVEIDOR. BERRBTISEDIZ AV E-TTYT,

793 77,308
OUTPUT BEFR—MCH AT S,
SET_VLAN_VID $8EVLAN IDTTVLAN TagZ:ENM-E#HI 3.
SET_VLAN_PCP 38 EVLAN PriorityTVLAN TagZ:EMM-E#HI 5.
STRIP_VLAN [EEE802.1q VLAN Tag%%#9,
SET_DL_SRC MAC SAZEE#HT 3,
SET_DL_DST MAC DAZEE#HY 3.
SET_NW_SRC IP SAZEEHT9 3.
SET_NW_DST IP DAZEEHT9 3.
SET_NW_TOS IPAYEICHBToS71—IVR LDDSCP bit2E#HT S,
SET_TP_SRC TCP/UDP Source PortZ2E#i9 3.
SET_TP_DST TCP/UDP Destination PortZE#9 3.
VENDOR NITEBERTI3,
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A AR-pELTHRATRELG R ER-MNER

(RAEFR—b2 =K

IN_.PORT NroyheBELER-M2EKT S,

NORMAL N yhzOpenFlowdDFIHI TASEEFEOZ7OMNN
IR (BridgeX°IP Forwarding Ic32(1HET .

FLOOD NrybeREL =R —-MIA DForwardingdkEED
a-ta)d-:_ho

ALL Ny eELER—MAARADLETOHER—,

CONTROLLER Secure ChannelZ#&HL THabO—7%E7T.

LOCAL AMYFEBORIYNI—I A2 IIITE,
(=7 IMMTE)

! ~ Page 18 Copyright © 2011 NEC Corporation All Rights Reserved Empasvered bynndvatien



Z0-0EH (1)

> EALR—IHSF (AL >7=Broadcast/ Sy b &RER—MAAIE(E

#&%Key | Input Port=

MAC SA

MAC SA=*

MAC DA = FF:FF:FF:FF:FF:FF

MAC DA

VLAN ID =*

TYPE = *

Proto = * 0

IPSA=*

JpenFlow switch

IP DA =*

Src Port=*

Dest Port = *

Action 1 OUTPUT = FLOOD

Broad-
cast
Packet

XRBHEIEERBLT. VLAN TagZ7s—JVKZVLAN IDELTREE.

|I|'“u'"|
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Z0-NREM (2)

>Waypoint Routing/RedirectLIE

> HK—R2ASB(EL710.20.30.40—10.50.60.70{F 2 DHTTP:&
(EZMAC DAZ REBOEDOICEEIRZ TH—I3ITE(E

RFEKey

Input Port = 2 MAC SA

MAC SA =00:00:4c:11:11:11

MAC DA = 00:00:4c:22:22:22

MAC DA VLAN ID = 100

TYPE = 0x0800 |Proto = 6 0

IP SA=10.20.30.40

IP DA =10.50.60.70

Src Port =32000| Dest Port = 80

78—

Open -low switch

Action 1 | SET_DL_DST = 00:00:4c:33:33:33 A7 .
Packet
Action 2 OUTPUT =3
XRHETEEMBL T, VLAN TagZ71—JVKZVLAN IDELTREL.
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Secure Channel ETEDN I XAVE—-I—FR

Xyte—-I%F 75 A&

Hello CTRL & SW N—=23 23 T—avIcERT 3.

Error CTRL & SW | XvEe—JICIF—HHo/-BLERE TS,

Echo Request CTRL & SW Keep Alive®D 7= DEcho%Ek9 3,

Echo Reply CTRL & SW Keep Alive®D7=8DEchollit &Y 3.

Vendor CTRL & SW | RS EBEBAVE—-D,

Features Request CTRL=SW | RI/VFO#iE-IFHORLEHEEEKRTS.

Features Reply SW= CTRL | RI/VFO#EE-IFHMORVLEDBICHETS.

Get Configuration Request CTRL=>SW | RAYFDAL 717 -3 OMBEEKRT .

Get Configuration Reply SW=CTRL | RAYFDIAL 717 —ayOBRBICHET .

Set Configuration CTRL=>SW | RAYFDIAL 717 =32 RET B

Packet In SW = CTRL ALYFICAAENI=NN Y MA—FISEHT S,

Flow Removed SW= CTRL | 7A—A\TRIEDALIEEIMA—FISEHT S,
Port Status SW= CTRL | MEF—bOREE(LEZI/PO—FICEBHTS.

Packet Out CTRL & SW | arba—3HSRLYFICNTYPOH N ZIETRT S,

Flow Mod CTRL & SW | avbA—ZHRIYFI7O0-DR R -EE -HIREEKTS.
Port Mod CTRL & SW | MER-rOKBEEEERTS,

Statistics Request CTRL= SW | fiEHR#HmMEEEKRT S,

Statistics Reply SW= CTRL | fEH1FRMBICKHETS.

Barrier Request CTRL=> SW | RAYFLETINETREL XV E—JREBHRT LI ERT S,
Barrier Reply SW=CTRL | RA/YFLTINETRELEXAVE-SRBHRTUECEZEBHT S,

Page 21
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Secure Channel®D#E$s. /\— a3 /BRI I -3y

(PSecure ChannelDiE$H
>O0penFlow& L TSecure ChannelDiEiRzRiE 9 2D EIS T L\,
AT FlHEHEZFIRT IERH S,
>SSLDIBRIE. ATYFDOIEAZEDNERBLHITHONDS,
@QIN—=TayxdAoT—ay
>HelloXyte—SH LAV, BEVOYR—M\—a 2Bl »HS,
QWEEE( Features)d 1T -3

> ALY F OIS EETRRETS.
aha—5
S Channel L & T A1YFEE(DPID)
ecure anne o) I ) @D * k)
(rcporsst) @ s Qe [E B MRA R iR
o C_I; = HR—MEEE. &
wn D
(0)]
A1YF

(DPID=0x00004c000001)

I
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BEDIET

>E{EHEHY7O0—-NDAgInglFRIDE T TDERTYFHS
70—l Eh. TO70-0OFRERFHERE KIS M
O—3Z(c78—7AgeoutL7=CEhBHMEN S,

avha—<5
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OpenFlow® A FLENME (1/4)

(1)2YM7—=obROS—12H & IBYY7HEIER Controller
BNwev 7R [

OpenF|0W LLDP/S4rvis

- A @Wnyﬁm//

OpenFlow

= @arka—3A
_‘, E D EiREK
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OpenFlow®» A7 LEIME (2/4)

(2)88%K /H—IS\OTKLR & (B E BiR Controller
QimADBIERE = |

SWHDBEH | |= i

» OpenFlow

N OpenFlow /

] —

|
O

@ARP/Ny MER % MDARP/Ny MEE %
A //
OpenFlow » OpenFlow
IARP/S4yb | \ IARP/S4vb |

]
____________ !
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OpenFlow®» A7 LEIME (3/4)

— RBBRRVSDEDTHEL

70-T—7 VDR EIEHR
(3)vryM(7a-)8) 7 870-5F—7IViRE

- = NrybDiin

/ 4

Controller

CIEIRETHE

< OpenFlow

OpenFlow

/
@l\°{r‘yl~ﬁﬁ

/
/
/
/

QEWELVEDE

@NryhE(E
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OpenFlow® A FLENE (4/4) o o

- = NrybOifiih 7 B

(4)PUSHEZ7O—F—T7IViRE Controller
@ﬁﬂﬁ%l-g =12

EaEmaE=RE=RRER

Statistics ' (<TH 7
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Windows 8 Hyper-V Extensible Switch

| Windows 8 Hyper-V vSwitchigi%_LMExtension StackicOpenFlow vSwitch

ERE

® Windows Build2011TTH3 & NEC HyperV vSwitch & Controller Demo
® http://channel9.msdn.com/Events/BUILD/BUILD2011/SAC-559T

Hyper-V Host

Physical
Switch

Virtual Virtual
Machine Root Partition Machine

e {mﬂﬁ%‘“‘]@tmw e

Virtual Switch

Extension Protoco/

Extension

Extension

Extension Miniport

' Physical ;
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OpenFlow vSwitch & ProgrammableFlow Controller Demo

Hyper-V Host

| HyperV Extensible Switch.EA.
OpenFlow vSwitch3E3& & Demo

] NEC ProgrammableFlow Controller <
TOpenFlow vSwitch & ¥ Switch \ —
(PF5240) LS EIR.

I
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‘ OpenFlow controller platform “Trema”
- Cloud network community\[mlt77=0pen
Source;EEl
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Open Source OpenFlow Controller: Trema

| 7Y—J7bk9x7 (GPLv2) “Trema”&
LT, 201143 (CAF
® LRIM hitps://github.com/trema/ [ g “
® ML trema-dev@googlegroups.com
® Twitter @trema_news

Trema HF

An Open Source modular framework for developing OpenFlow controllers in
Ruby/C

I OpenFlowjyhn_aiiﬁarch)js Download & Install
\y |\72._A You can download this project in either zip or tar formats.

You can also clone the project with Git by running:

® MREBCHREBRITIVYM7r—L4
o xFHAIMA—7

| OpenFlowFASEIC A D hBE SR |

To starf using Trema, cbench is a good entry point. cbench is a program for testing OpenFlow I
'S — ~ " Iy controllers by generating packet-in events for new flows. To estimate the performance of Trema
. I/ n —7 z J I ’ —7 I Sy J u—aw sample controller using cbench, run the following command:
MElcLD I/ —LLALHARIRIE
—
L =) I g & [ FE IR IR

Just run build.rb and straight away you have a working Trema installation.

More samples including openflow-event dumper, learning-switch confroller and routing-switch

® TDD (Test Driven Development) Z7L—| ..~

Contact

ta I ’ — 7 trema-dev at Google Groups

® CtRUbyTwﬁ%b‘E*RﬂﬁE I get the source code on GitHub - tremaftrema

(| Lgaptrtt
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https://github.com/trema/�
mailto:trema-dev@googlegroups.com�

Tremaift &

| TremaZ{k + 1—YRAFK77)r—a> > OpenFlowarba—5
® TremaZsf& @ https://agithub.com/trema/trema
o 27 7)r—3ar @ https://aithub.com/trema/apps

R, MRODEE,
AR, etc---

Host . . . . . % amulator

_|LUser module | User module | User module | Operfilow Contoller| Yo
| Core modules Interactive |
| | Basic libraries | OpenFlow protocol stack Shell
i Debugger i
| rrrou g o o4 0 o s monar |
i Switch network configuration i

Real network
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ProgrammableFlowlc k2 R F -2t &4—))a—-3»

B ProgrammableFlowld. Rt 27— 311 TS OpenFlow Z~N—2AlC
B OTIRTF =2t 2—2YNT—=9 ) )1—a i HVELET,

ProgrammableFlow=0penFlow+ NW 7 b{t+ NWRI#R{L+ NW{RZ8{L+ IT-NWit &£ %

— 77T —at2—0OCAPEX. OPEXZXIE IR,

REORYNI—Y

B #5 A3l i

)b ox7

BIERREHEMNGE

N—=R2x7
Ny MERR B RE

ProgrammableFlow®xvb7—% _

(_

IT &NWEIS

Wik
EEE
il

v

NW{R 1Y

ProgrammableFlow
Controller
(NW{RZa 4L &l 5 )

i

FUNT—5 LR F R,
RENWHH. B85
%@/ —EEREE

#sE 2 At

T299KRI9R
2IYNT—Y

J

® QOPQHEJ@W\
ok ProgrammableFlow
7 il

switch
(YMBENWARTLYF)

AbA—-FHSDIFTRIEL
70—-BICTF 25X

L

JITT’?’U’T—*’/E‘/
(VMEES)

g
3
\
5% z
1
g
/ .

NWRH{E S
(Eﬁﬁﬁ%) == NW=ItR1{L
/| NWRABE & —EERER

NWIRE{ECENW) |

VM7 —-72hE1 5ORBHE
ATIFDESICERER
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http://www.openflowswitch.org/�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
http://www.express.nec.co.jp/products/100/120lf_sp.html�
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ProgrammableFIOWﬁ g miJ)—A 20114 BRSBTS

http:/ /www.nec.co.jp/datanet/ D_flow/ index.html

| ProgrammableFlow-Controller (PFC)
UNIVERGE PF6800 ,
- OpenFlow 1.0%E#lL
- OpenFlowflilckUEESN =Y MNT—7HlHIEIRD
ERERIRTEIN-RIIT7T7T 74T AR MR
-70—(MAC7ZRL A, IP7RL AR, =M EBEBLENEZETT
T —— RUBETZRLADHASDE )LD, SHHHI LRI
UNIVERGE PF6800 Hlill, by 7HlH, EEREEIRTS
-mRERMG. SAFRRKETRVLA.

| ProgrammableFlow - Switch (PFS)

UNIVERGE PF5240 -0OpenFlow 1.0%#0

~ =N—F9x7IC& B OpenFlow i RED7O0—T /MR R,

| L EBERTIaVRTICEB NI4T DN

R Ee— 747 —F1 9 %EKIR 2011
et ssevssssessiac®  —1GDE x 48 + (10GbE (SFP+) INTEROP

or 1GbE (SFP)) X 4B Infrastructure

-270—Entry¥$his (12 Tuple, wire-rate)

-BREBIEIETR. TROBIROTEE
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