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OpenS5L FIPS (Object Module
(Software Version: 2.0}

{When built, installed, protected and initialized as
assumed by the Crvpie Officer role and as
specified in the provided Security Policy.

Appendix A of the provided Security Policy
specifies the actual distribution tar file containing
the sowrce code of this module. There shall be no

additicns, deletions or alterations to the tar file
contents as used during module build. The
distribution tar file shall be verified as specified in

Appendix A af the provided Security Policy.

Installation and pratection shall be completed as

specified in Appendix A of the provided Security
Policy. Initalization shall be inveked as per
Section 4 af the provided Security Policy. Any

deviation from specified verification, protection,
installation and initalization procedures will

result in a non FIPS 140-2 compliant module )

Validated to FIFS 140-2

|
. I
=+ [
Software 06/27/2012

verall Level: 1

-Desipn Assurance: Level 3

-Operational Environment: Tested as meeting Level 1 with Android
2.2 {gee Compiler Yersion 4.4.0); Android 2.2 running on Qualcom
QSDE250 (ARMYT) with NEON {gec Compiler Version 4.4.0);
Microsoft Windows 7 {32 bit) {Microsoft 32 bit C/C++ Optimizing
Compiler Version 16.00); uCLinux 0.9 .29 {gee Compiler Version
4.2.1); Fedora 14 running on Intel Core 15 with AES-NI {gcc
Compiler Version 4.5.1); HP-UX 111 {32 bit) (HP C/aC4+s BAO108);
HP-UX 11i (64 bit) (HP CiaC4+ BA010B):; Ubuntu 10.04 {32 bit)
{gee Compiler Version 4.1.3); Ubuntu 10.04 {64 bit) {gec Compiler
Wersion 4.1.3); Android 3.0 (gee Compiler Version 4.4 .0); Linux
2.6.27 {gee Compiler Version 4.2 4); Microsoft Windows 7 (64 bit)
{Microsoft C/C++ Optimizing Compiler Version 16.007; Ubuntu
10.04 running on [ntel Core 15 with AES-NI (32 bit) {gec Compiler
Version 4.1.3); Linux 2,633 (gee Compiler Version 4.1 .0); Android
2.2 running on OMAP 3530 (ARMvT) with NEON {gee Compiler
Version 4.1.0); ¥xWorks 6.8 (gee Compiler Version 4.1 .2); Linux
2.6 {gee Compiler Version 4.3.2); Linux 2,632 {gee Compiler
Version 4.3.2); Oracle Solaris 10 (32 bit) {gec Compiler Version
3.4.3); Oracle Solaris 10 {64 bit) {gee Compiler Version 3.4 3);

j€

I Security Policy

)I Consolidated Validation E.‘u:rtificatu:l

sIBAEA U O—F

e o 19032 bit) {geec Compiler Version 4 .5.2); Oracle
Solaris 11 {64 bR) {gec Compiler Version 4.5.2); Oracle Solaris 11
running on IntefXeon 5675 with AES-NI (32 bit) {gee Compiler

Wersion 4.5.2); @racle Solaris 11 running on [ntel Xeon 5675 with
H 4 i g W L8 e : g
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-tl#-l IJ T,{,—I—\ |) S)— Introduction

This document is the non-proprietary security policy for the OpenSSL FIPS Object Module,
hereafter referred to as the Module.

The Module is a software library providing a C-language application program interface (API) for
use by other processes that require cryptographic functionality. The Module is classified by FIPS
140-2 as a software module, multi-chip standalone module embodiment. The physical
cryptographic boundary is the general purpose computer on which the module is installed. The
logical cryptographic boundary of the Module is the fipscanister object module, a single object
module file named fipscanister.o (Linux™'/Unix** and Vxworks™ ) or fipscanister.lib (Microsoft
Windows®+). The Module performs no communications other than with the calling application
(the process that invokes the Module services).

The FIPS 140-2 security levels for the Module are as follows:

Security Requirement Security Level

Cryptographic Module Specification 1

LN >
1 1 IE E 0) I m ’ 0) % Cryptographic Module Ports and Interfaces . 1
> O Roles, Services, and Authentication 2
BEWLDAEAELAILE
- Finite State Model 1
f-d: é % 0) T" &) Physical Security NA
(o) ~— > {
RS > ~ Operational Environment
EERLANILHBMELNDDS S—
— Cryptographic Key Management 1

—l’_l # 1 U 7_—,{ 75§ % ) 7": % I:ll:ll:I EMLEMC .

~ Self-Tests 1
~
t li BE b 7‘-d~ L \ (o) Diesign Assurance . 3
Mitigation of Other Attacks NA

Table 1 — Security Level of Security Requirements

The Module’s software version for this validation 1s 2.0, replacing the previous OpenSSL FIPS
Object Module v1.2. The 2.0 Module incorporates changes from the v1.2 module to support the
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- Key Management Interoperability Protocol

https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=kmip

- FIPS140-3

http://csrc.nist.gov/groups/ST/FIPS140 3/

- DNSSEC*RPKI% EDER
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