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Measuring 
RPKI 

Repositories 



Don’t Panic 
•  I am an Engineer, we always think about 

the problems 
•  I am a Researcher, we are only interested 

in the problems 
•  The RPKI is going really well 
•  But I want to talk about the problems 
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Review 
of 

RPKI Structure 
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Issuing Parties Relying Parties 

route:   147.28.0.0/16!
descr:   147.28.0.0/16-16!
origin:  AS3130!
notify:  irr-hack@rpki.net!
mnt-by:  MAINT-RPKI!
changed: irr-hack@rpki.net 20110606!
source:  RPKI!

Pseudo IRR 

NOC Tools 



My Routing Relies on It! 
•  If my routing relies on the RPKI, then I 

care a lot about publication reliability 
•  Of course, good relying party software 

will expect failures, so this is not a killer 
•  But when we look at current publication, 

much is not operational quality 
•  This has to be fixed 
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These Graphs are 
from rpki.net’s 
Relying Party 

Software Web Page 
it Makes for You 
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Not Bad 

2012.07.06 JaNOG RPKI Measure 9 

An ISP 

An RIR 



Not So Good 
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Very Bad 
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•  They do not monitor and have no real NOC 
•  They do not work weekends 
•  I had to write a friend in APNIC Engineering 



RIPE Stayed Up 
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RIPE has Bad History 
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•  This was an NFS problem (NFS is Evil!) 
•  It went on for months 
•  RPKI.NET logs had full detail showing “NFS” 
•  But “Nothing Can Be Wrong at the RIR” 
•  Finally it was fixed, but small problems remain 



The RIRs are Not 
Network Operators 

 
They’re PTTs, 

“There can be no 
problem” 
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Good Software  
Will Save US 

•  Of course, good relying party software 
will expect failures, so this is not a killer 

•  rpki.net relying party software uses old 
data if it can not fetch new 

•  As RPKI data are fairly stable, this is OK 
•  But RIPE’s in-addr disaster lasted five 

days! 
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Some Statistics 
 

Again, from rpki.net 
Relying Party 

Software 
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Connect Time (linear) 
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Connect Time (log) 
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It Can Be Done Well 



Connection Counts 
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Number of Objects 
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This is Good!!! 



Conclusions 
•  RPKI Deployment is serious, especially in 

the RIPE region 
•  RIRs are not Operator Quality/Reliability 
•  JPNIC could set an example! 
•  APNIC & RIPE Publication Structure needs 

to be fixed 
•  Relying Party software works around these 
•  More Measurement and Monitoring 
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