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1. RTR(RPKI/Router) Protocol

Router -

Start or Restart

Reset Query(type=2) serial #0 (or Serial Query(type=1))

Cache Response(type=3)

2012/7/6

pd
~

IPv4 Prefix (type=4)

pd
~

IPv4 Prefix (type=4)

pd
~

IPv6 Prefix (type=6)

pd
~

End of Data(7) serial #3

pd
~

k.
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RTR(RPKI/Router) Protocol

update (no incremental update)

Router

Serial Query(type=1) serial #1337232903

_ Cache Reset(8) serial #0 b
Reset Query(2) serial #0 ! Hl ‘ .

IPvX Prefix (type=X)

AANA

End of Data(7) serial #1341224781

E 3
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@ =aom was - Wireshark

File Edt View Go Capture Analyze Statistics Telephony Tools Help

SEee mPEXeLs neEessxwTF L QG F o -~
@Fﬁ“ L' +E5pussionu "8 Clnglrb",-‘7 App!yI

No. « Time ria--u l Deshination Protocol | Info }
v - - SR e B : . |

22:24:58. 571352 . ol i ¥ RPKI/RTR Reset Query

22:24: 571731 ™ .. me M RPKI/RTR Cache Response

22:24:58,.571910 B & o RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22:24:58.571912 . . L SR RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22:24:58. 650157 = = el TCP 37198 > 42420 [ACK] Seqr9 Ack=2929 Win=14924 Ler=0
22: 24: 650197 ] | . me RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22:24:58. 650199 s N T w3 RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22:24:58, 650201 ) [ T RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22: 24:58. 650203 : I ki RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22: 24:58. 650205 o [ ) RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,

.}
] P

o B eod ol S

22:24:58. 729175 ) . i I . TCP 37198 > 42420 [ACK] Seq=9 Ack=10229 Wir=10544 Ler=0
22:24:58. 729211 s & : v r RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22:24:58.729214 . RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22:24:58. 729216 . : : - + . RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,
22:24:58,729217 ) i - RPKI/RTR IPv4 Prefix, IPv4 Prefix, IPv4 Prefix, IPv4 Prefix,

[P RPKI/Router protocol

P RPKI/Router protocol

P RPKI/Router protocol

P RPKI/Router protocol

P RPKI/Router protocol

P RPKI/Router protocol

P RPKI/Router protocol
T |
Protocol Version: 0

PDU Type: 4

Resarved: 0 (0x0000)

Length: 20

Flags: 0xl (Announcement)

Prefix Length: 19

Prefix Max: 19

zero: 0x0

IPv4 Prefix: 210.173.160.0 (210.173.160.0)
AS Number: 7521

00d0

00e0

00f0 |

0100 = :: § -
0110 : = : : . =

jArAn e

O| RPKI/Router protocol (rpkirtr), 20 bytes !| Packets: 25707 Displayed: 29707 Marked: 0 :| Profile: Default

L YA A




@ =aom was - Wireshark
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Time
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49 22:24:58.571731
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60 22:24:58.729211
61 22:24:58.729214
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63 22:24:58,729217
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[P~ RPKI/Router protocol
RPKI/Router protocol
RPKI/Router protocol
RPKI/Router protocol
RPKI/Router protocol
RPKI/Router protocol
RPKI/Router protocol

~ RPKI/Router protocol

Protocol Version: 0
PDU Type: 4
Resarved: 0 (0x0000)
Length: 20

Flags: 0xl (Announcement)

Prefix Length: 19

Prefix Max: 19

zaro: 0x0
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Protocol Version 0

POU Type: 4 IPv4 (|PV60j: 6)
Reserved. 0 (0x0000)

Length: 20

Flags: Oxl (Announcesent)

Prefix Length: 19

Prefix Max: 19

zero: 0x0

IPv4 Prefax: 210.173.160.0 (210.173.160.0)
AS Number: 7521

[»]

V“t‘—‘Ei ===

|

OI RPKI/Router protocol (rpkirtr),

K
04 [ 60 F"
00 (31 e B o e S0 RS- . . . ..
M e Ll € \
RS EE .,. e
- - a = . - e d By 65576 NS INNG0 ﬂ
20 bytes [Packets: 25707 Displayed: 29707 Marked: 0 [Profie: Defauk 7




1. RTR(RPKI/Router) Protocol

-
cacne

router bgp 64500

bgp rpki server tcp 192.0.2.1 port 42420 refresh 1800
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1. RTR(RPKI/Router) Protocol

v wr
cachne

routing-options {
validation {
group ROA |
session 192.0.2.1 {
refresh-time 1800;

port 42420;
local-address 192.0.2.13;

}
}

2012/7/6 copyright (c) tomop 14



ASR

asr>show bgp ipv4 unicast rpki table

Load for five secs: 0% /0%; one minute: 1%; five minutes: 1%

Time source is NTP, 11:26:41.011 JST Fri Jul 6 2012

452768 BGP sovc network entries using 72442880 bytes of memory
455551 BGP sovc record entries using 14577632 bytes of memory

Network Maxlen Origin-AS Source Neighbor
1.0.0.0/24 24 15169 0  192.0.2.1/42420

1.0.4.0/22 22 56203 0 192.0.2.1/42420
1.0.16.0/23 23 2519 0  192.0.2.1/42420
1.0.18.0/23 23 2519 0  192.0.2.1/42420
1.0.20.0/23 23 2519 0  192.0.2.1/42420
1.0.22.0/23 23 2519 0  192.0.2.1/42420
1.0.24.0/24 24 2519 0  192.0.2.1/42420
1.0.24.0/23 23 2519 0  192.0.2.1/42420
1.0.25.0/24 24 2519 0  192.0.2.1/42420
1.0.26.0/24 24 2519 0  192.0.2.1/42420
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ASR

asr>show bgp ipv6 unicast rpki table

Load for five secs: 2% /0%; one minute: 6%; five minutes: 2%
Time source is NTP, 10:56:34.272 JST Fri Jul 6 2012

9851 BGP sovc network entries using 1812584 bytes of memory
9932 BGP sovc record entries using 317824 bytes of memory

Network Maxlen Origin-AS Source Neighbor
2001::/32 32 1101 0  192.0.2.1/42420
2001::/32 32 6939 0 192.0.2.1/42420
2001::/32 32 12859 0  192.0.2.1/42420

2001:200:: /32 32 2500 0 192.0.2.1/42420
2001:200:900::/40 40 7660 0  192.0.2.1/42420
2001:200:905::/48 48 56218 0  192.0.2.1/42420
2001:200:C00::/40 40 7530 0  192.0.2.1/42420
2001:200:C000::/35 35 23634 0  192.0.2.1/42420
2001:200:E000::/35 35 7660 0  192.0.2.1/42420
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ASR

asr>show ip bgp rpki ?
servers Display RPKI cache server information
table Display RPKI table entries

statisticsBEEDshow I~ FOFRE, b LKIFERERR
FISLTEADSEOYNLINWTT,
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M120

m120> show validation database session 192.0.2.2

RV database for instance master

Prefix Origin-AS Session State Mismatch
210.173.160.0/19-24 7521 192.0.2.2 valid
2001:3a0::/32-64 7521192.0.2.2 valid

[Pv4 records: 1
[Pv6 records: 1

2012/7/6 copyright (c) tomop
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M120

m120> show validation database session 192.0.2.1
RV database for instance master

Prefix Origin-AS Session State Mismatch
1.0.0.0/24-24 15169 192.0.2.1 valid
1.0.4.0/22-22 56203 192.0.2.1 valid
1.0.16.0/23-23 2519192.0.2.1 valid
1.0.18.0/23-23 2519192.0.2.1 valid
1.0.20.0/23-23 2519192.0.2.1 valid
1.0.22.0/23-23 2519192.0.2.1 valid
1.0.24.0/23-23 2519192.0.2.1 valid
1.0.24.0/24-24 2519192.0.2.1 valid
1.0.25.0/24-24 2519192.0.2.1 valid
1.0.26.0/23-23 2519192.0.2.1 valid

IPva7 )L IL— R 3D 5 1212 1ZIPv6 ROADERZINDE (BB EL...)
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M120

m120> show validation database origin-autonomous-system 7521
RV database for instance master

Prefix Origin-AS Session

210.173.160.0/19-19
210.173.160.0/19-24
2001:3a0::/32-32
2001:3a0::/32-64

IPv4 records: 2
IPv6 records: 2

7521 192.0.2.1
7521 192.0.2.2
7521 192.0.2.1
7521 192.0.2.2

Origin ASHAH THRR A3 [ (good)

2012/7/6
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State Mismatch
valid
valid
valid
valid
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M120

m120> show validation session

Session State Flaps Uptime #IPv4/IPv6 records
192.0.2.1 Up 0  00:45:05455550,/9931
192.0.2.2 Up 0 17:25:521/1

KR DPBGPDsummry#E R R I TN TR CARLT

2012/7/6 copyright (c) tomop
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1. RTR(RPKI/Router) Protocol

» Cisco & Juniper® >
— Cisco ASR
o XEH. ROA cached I — & NITH:RK
e Validation23fTHih 5
— Valid, Not found : BGP table~
— Invalid : default?®IKHE Tid BGP table~i# 6 721>

— Juniper M120
o HEH. ROA cached L —& NITHR
o 2 TCunverifiedJRFE L 72 5
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R LT, V—AXNT

validationféks 28 A> 9
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Validation status

: origin AS, prefix, #x Kprefix/BPROAD
1. Valid i teres 2 56

2. Not found &8¢ % prefix & prefixfE % % DROA
(unknown) F1E LIS WIGE

prefix, 77 #] & Wiz RprefixRPEET
3. Invalid  2ROAIZfEET DM, originASHAETR
%0
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2. Validation (ASR)

router bgp 64500 Invalid#&#% % bestpath selectionZ b
address-family ipv4

bgp bestpath prefix-validate allow-invalid

route-map rpki permit 10 - Vi P ) ﬁpolicy%?ﬁ DIANBE
match rpki invalid o B AR 1 Ao

set community 65400:2 additive
!

route-map rpki permit 20 ValidationD#§ RIZI CTELR

match rpki r}ot-ggiggl i DExtended Community?’ HHj
set community :1 additive FEH5iXh3

!
route-map rpki permit 30

match rpki valid Valid 0x43:0:0
set community 65400:0 additive unkown 0x43:0-1

Invalid 0x43:0:2
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2. Validation (M120)

protocols {
bgp {
group RPKI-fullroute {
neighbor 192.0.2.254 {
import validation;
peer-as 131079;
}
neighbor 2001:7fa:7:1:0:13:1079:1 {
import validation;
peer-as 131079;

}
j
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2. Validation (M120)

policy-statement validation {
term valid { term unknown {
from { from {
protocol bgp; protocol bgp;
validation-database valid; validation-database unknown;
} }
then { then {
validation-state valid; validation-state unknown;
community set rpki-valid; community set rpki-unknown;
community add origin-validation-state-valid; community add origin-validation-state-unknown;
accept; accept;
} }
} }

term invalid { }
from {
protocol bgp; community origin-validation-state-invalid members
validation-database invalid; 0x43:65400:2;
} community origin-validation-state-unknown members
then { 0x43:65400:1;

validation-state invalid; community origin-validation-state-valid members
community set rpki-invalid; 0x43:65400:0;

community add origin-validation-state-invalid; = community rpki-invalid members 65400:2;
accept; community rpki-unknown members 65400:1;
community rpki-valid members 65400:3;

LULL/ /7/9 LUPyllgllL L) I.UlllUl.)




M120(IPv4)

asr>show ip bgp 210.173.160.0/19
Load for five secs: 0% /0%; one minute: 1%; five minutes: 1%
Time source is NTP, 10:54:10.058 JST Fri Jul 6 2012
BGP routing table entry for 210.173.160.0/19, version 938277
Paths: (2 available, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
131079 7521
192.0.2.254 from 192.0.2.254 (210.173.172.118)
Origin IGP, localpref 100, valid, external, best
Community: 65400:1
path 7FC93CD9B9CO0 RPKI State valid
Refresh Epoch 1
131079 7521, (received-only)
192.0.2.254 from 192.0.2.254 (210.173.172.118)
Origin IGP, localpref 100, valid, external
path 7FC93CD9B958 RPKI State valid

2012/7/6 copyright (c) tomop
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ASR(IPv6)

asr>show bgp ipv6 uni 2001:3a0::/32
Load for five secs: 0% /0%; one minute: 1%; five minutes: 1%
Time source is NTP, 10:52:19.542 JST Fri Jul 6 2012
BGP routing table entry for 2001:3A0::/32, version 16909
Paths: (2 available, best #2, table default)
Advertised to update-groups:
2
Refresh Epoch 1
131079 7521
2001:7FA:7:1:0:13:1079:1 from 2001:7FA:7:1::250:1 (210.173.161.247)
Origin IGP, localpref 100, valid, internal
Community: 65400:3
Extended Community: 0x43:65400:0
path 7FC93120BC28 RPKI State valid
Refresh Epoch 1
131079 7521, (received & used)

2001:7FA:7:1:0:13:1079:1 (FE80::205:85FF:FE16:C001) from 2001:7FA:7:1:0:13:1079:1
(210.173.172.118)

Origin IGP, localpref 100, valid, external, best
path 7FC931062E08 RPKI State valid

2012/7/6 copyright (c) tomop
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Validation#g &

10.0.0.0/16-16 AS65000
10.0.0.0/16 AS65000

10.0.0.0/16-16 AS65000 4@\\6
100.0.0/16  AS65001 AN
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Validation#gE (2/7)

10.0.0.0/16 AS65000

10.0.0.0/16 AS65001
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Validationfig® (3/7)

10.0.0.0/16-16 AS65000

10.0.0.0/8 AS65000

10.0.0.0/16-16 AS65000

10.0.0.0/17 AS65000

10.0.0.0/16-24 AS65000
10.0.0.0/17 AS65000 [EN_—-




ValidationfgE2 (4/7)

10.0.0.0/16-16 AS65000
10.0.0.0/16-16 AS65001

10.0.0.0/16  AS65000

10.0.0.0/16-16 AS65000

10.0.0.0/16-16 AS65001

10.0.0.0/16  AS65001
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Validationi#s3R (5/7)

10.0.0.0/17-17  AS65000

10.0.128.0/17-17 AS65000

10.0.0.0/16  AS65000
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Validationi#s3R (6/7)

10.0.0.0/16-24 ASO
10.0.0.0/8 AS65000

10.0.0.0/1624  ASO
10.0.0.0/24  AS65000

10.0.0.0/1624  ASO

10.0.0.0/32 AS65000
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Validation#5 &

10.0.0.0/16-24  AS65000

10.0.0.0/24 {AS65000}

10.0.0.0/16-24  AS65000
10.0.0.0/24 {AS65001)

10.0.0.0/16-24 AS65000

10.0.0.0/24 {AS65000, AS65001}
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& B DPrefix DB

asr#show ip bgp 109.5.117.0/24
BGP routing table entry for 109.5.117.0/24, version 231295
131079 7521 2497 15557 41334
192.0.2.254 from 192.0.2.254 (210.173.172.118)
Origin IGP, localpref 100, valid, external, best
Community: 65400:1
path 7F9B26F111D0 RPKI State invalid
Refresh Epoch 1 {r[#Invalid 7
131079 7521 2497 15557 41334, (received-only)
192.0.2.254 from 192.0.2.254 (210.173.172.118)
Origin IGP, localpref 100, valid, external
path 7F9B26F11168 RPKI State valid

ATED??

2012/7/6 copyright (c) tomop
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& B DPrefix DB

¢« ROAZN— b2 EDGTRESTHDITA
L7, ..
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& B DPrefix DB

# ROA

109.0.0.0/11 11 15557 0  210.173.176.117 /42420

109.0.0.0/11-11 AS15557

109.5.117.0/24 AS41334 AN
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L= DNDDCE

3. marking & #172RPKI validation status %
iBGP Tzt
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iBGPA\DI: A

o JLARTIZIEborder router>RPKI origin

validation?*5

2 L. N

validation statusZ{z i

— Extended Community Z #8455 I D) T,
iBGP Cstatus Z fth D L — X IZ{xHk

S L — X ~RPKI

» Extended Community ®F£4£23Cisco &

Juniper TR 5 T L ABFER
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Extended Community(DEE%E

Valid Not found Invalid

%0 0x43:0:0 0x43:0:1 0x43:0:2

Mo 0x43:X:0 0x43:X:1 0x43:X:2
JuniperdG&51E. X ASE =

AROBFETIRELAZEFATLE, .
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(v4)+1/3(v6)ROA ([ HkEk

e RISOBGPHRRI&IZIED ZROA ZTER
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4575(v4)+1/3(v6)ROAICHKEX

SKMI120D%EHRIZJUNOS 12.2B2.2 (R—&Z a2 — Riz L 33:)

ROAZ 2 [ F & B HF(E]

W 20w

s 450258

[Pv4:41 75 IPv6:9300 #%#& 2 ffH L TS k5E

ROA cache server IR Tl BB B[tk b|Ev. L —ZD
NI F =V ARBIZEDTHLS ETIHRE L TR L TWS (IR S [FER)
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4575(v4)+1/3(v6)ROAICHKEX

IPv4 fullrouteZz IPv6 fullroutez
2T = B EFE] 2T = BFfE]

Csco 1472 3%

Juniper 2 43358 oFd

IPv4:45J5 IPv6:9900 ROAZ£-A L T\ B IkHE
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4575(v4)+1/3(v6)ROAICHKEX

IPv4 fullrouteZz IPv6 fullroutez
2T = B EFE] 2T = BFfE]

aR 15T4RD

i 29734

ROAZR-A L TRV R EE
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< DBDZRE

« RTIREYy YV a vyPUnTlLIEHLT5H L.
4> Tnot foundiZ2 %
—RTREY Y 3 vV 2E B L. TNH880h
RNT & KATHE
— Invalid => not found

* Invalid’RE& Tpolicy IZ THERIEL S LTV H DA,
not foundIKFEIZERE 35 Z & T, fiiZUpdate S
NS r[RetE B+ 8 % => hijacking
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