MAP Tutorial

v "\‘!I-A ‘
L - 4

]

)




Agenda

e |Pv4 over IPv6 F 1T & MAP
(= MAP & D IPv4 over IPv6 321l 2 LEE

RUEXT

(= MAP TO packet DN EVWNT THEXT

e MAPZH > &3 UK

Lﬁ'

™ Protocol DEF

T

EFAIC

@TC’JT/_\

INER

— e
— :
K
: - p ! ¥ U B 2R N v . i ‘ J o ) e, '-:" .
T P T T Jo PO AE L SAN Mg B, - . A (O TN g 3 o Al =g AT s a e SO A8 LN I S B IO e T o T 02 5o 1) y et A
hJ o S I ‘ e S —l »> . Y .;‘ ) - - s 4 ! i >, : " Y 5 o
e " B A - SN L T A 12 L S e ‘7 Lok R L SR TR Ll 2 S e o DRSS e S e . -« - ot bl a ¥ ps
A : ol J ) (=l = 1L X .




IPv4 over IPv6 21T & (& ?
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Translation or Encapsulation
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Stateful (Ex. DS-Lite)
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Stateless (Ex. MAP)
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Carrier side Stateful or Stateless
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Mesh or Hub and spoke topology
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Mesh or Hub and spoke topology
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| ZATED A U T Mapping |

MAP Rule Table

BR address = 2001:db8: 1 (MAP-E) R”'fe:.iz’é R”'fe:.:j2’4 EI:‘r;biﬁs
BR prefix = 2001:db8:/64 (MAP-T) P P &t
Rule # | 2001:db8:100:/40 | 192.02.024 | 16
Rule #2 | 2001:db8:200::/40 | 198.51.100.0/24 | 16
CE | 2001:db8:112:3400::/56
Rule #1 &—21 | / EA-bits length 3] D EX %
OX I 234 Port-set
AN ey min_| max
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e | Z AEH A U T Mapping |

IPv6 dst addr | 2001:db8:: |

203.0.113.80 = Oxcb007150 IPv6 src addr | 2001:db8:112:3400:c0:2:1200:3400

|IPv6 dst addr | 2001:db8::cb:71:5000:0 |IPv4 dst addr | 203.0.113.80
IPv6 src addr | 2001:db8:112:3400:c0:2:1200:3400 IPv4 src addr | 192.0.2.18
TCP dst port | 80 TCP dst port | 80

TCP src port | 4928 TCP src port | 4928
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e | Z AEH A U T Mapping |

IPv4 dst addr | 203.0.113.80
IPv4 src addr | 192.0.2.18
TCP dst port | 80

TCP src port | 4928

T src addr & src port D
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e | Z AEH A U T Mapping |

|IPv4 dst addr | 192.0.2.18
IPv4 src addr | 203.0.113.80
TCP dst port | 4928

TCP src port | 80

¢ MAP Rule Table D' 5 IPv4
dst addr Z key [CHRZR

MAP-T DIE4 / \MAPEO)

L L LA
\ at ' N
~ |l O0ND 1 -ARE




e | Z AEH A U T Mapping |

|IPv4 dst addr | 192.0.2.18
IPv4 src addr | 203.0.113.80
TCP dst port | 4928

TCP src port | 80

¢ IPv4 dst addr & dst port
M5 IPv6 dst addr 51 &

MAP-T Di5 é/ \MAPEO)

»adihl 5 0 PR
£ %
~N N 7 N p_
~ | N ~N -' Y -
B | s -




R |  ATRD A U T Mapping

IPv6 dst addr | 2001:db8:112:3400:c0:2:1200:3400
IPv6 src addr | 2001:db8::1

IPv6 dst addr | 2001:db8:112:3400:¢0:2:1200:3400 |IPv4 dst addr | 192.0.2.18
IPv6 src addr | 2001:db8::cb:71:5000:0 IPv4 src addr | 203.0.113.80
TCP dst port | 4928 TCP dst port | 4928

TCP src port | 80 TCP src port | 80
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e | Z AEH A U T Mapping |

IPvé6 dst addr | 2001:db8:112:3400:c0:2:1200:3400
IPv6 src addr | 2001:db8::1

IPv6 dst addr | 2001:db8:112:3400:c0:2:1200:3400 IPv4 dst addr | 192.0.2.18

IPvé6 src addr | 2001:db8::cb:71:5000:0 IPv4 src addr | 203.0.113.80

TCP dst port | 4928 TCP dst port 4?28
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3 FEXED MAP rule

545D MAP rule H3X
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® Basic mapping rule (BMR)

® Forwarding mapping rule (FMR)

® Default mapping rule (DMR)
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3 28D MAP rule

® Basic mapping rule (BMR)

e CE H' MAP IPv6 address Z ) RE I SRICAHAWS T
MAP rule
® End-user IPv6 prefix B\ Rule IPv6 prefix (C
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Shared IPv4 address

® Rule IPv4 prefix length + EA-bits length H* 32 K D K=
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Complete IPv4 address
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IPv4 prefix

® Rule IPv4 prefix length + EA-bits length H' 32 K D /\&
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Port-set ID & Port-set
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Port-set ID & Port-set
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Fragment D (&7 U
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Fragment D (&7 U

40 byte 40 byte
20 byte 20 byte
DATA e
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Fragment D (&7 U

® MAP domain A TC(d IPvé Path MTU ZE 5 A E1HEEL
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Port restricted NAPT D (373 U

e MAP (Stateless A+P) TIld&l

I A[BE7R port ZIHVE 5

N5 CETWBWSE ET
e DNS query @ proxy DERIT
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Port restricted NAPT D (373 U
R‘ 4\

IPv4 dst addr | 203.0.113.1 | JPv4 dst addr | 198.51.100.1
IPv4 src addr | 192.0.2.18 |IPv4 src addr | 192.0.2.18

L
TCP dst port | 80 a1l CP dst port | 80
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TCP src port [ 4928~ ' VCP src port [ 4928~

= ===

— —
' CE !| srcport (& dstaddr T
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MAP domain Z3ZsTUTH K D

o =XETD ML
® Shared IPv4 address DX HFHEHDRE
(& O &EDD IPv4 address 2\ < DD CE THE
DDV IRTE
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Shared IPv4 address DEXEHFHZER D RTE

o & DD IPv4 address Z{Al&
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End-user IPvé prefix DHEER

o BARICEID HTHAICARLU Reserved IPvé6 prefix
& End-user IPv6 prefix Z 3

o ZZTIEFHELT
® Reserved IPv6 prefix

== 2001:db8:1200::/40

® End-user IPv6 prefix
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Rule IPv4 prefix MDRTE
o DITOEIEANSIMHELETRS IPv4 prefix D RKE %
K %

IPv4 prefix length = 32 - (End-user IPv6 prefix length

- Reserved IPvé6 prefix length
- PSID length)

SEDHITIE 32-(56-40-10) =26 £725DT /26
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Rule IPv6 prefix MDRTE

o WWE LTXD IPv4 prefix 5 Rule IPv4 prefix Z3K 6 7c
M & [EERIT Rule IPv6 prefix Z X G fT1F7 9 5

® EA-bits length (& End-user IPv6 prefix length - Rule IPvé
prefix length C3K& %

Rule IPv4 prefix | Rule IPvé prefix | EA-bits length
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ASAMAP & (& 7

® Open Source D MAP EZED V& D

® Vyatta [C ASAMAP ZNA b DHMREESINTWS

o ASAMAP HViHAIA X1 7c Vyatta [ PC ¥ VMware/
Xen/KVM & W ToREEIRIE TEIMES B85 2 &

= T 7 R ————

g6 2001:dbB::/64 {
next-hop 2001:db8:0:ffff::1 ¢§

duplex auto . $
hw-id 52:54:00:ce:13:85 [edit]
smp_affinitu auto vyatta@vyatta# set interfaces map map0 rule 1 ipvée-prefix 2001:db8:1200::/41
speed auto [edit] . . .
3 vyatta@vuyattad set interfaces map map0 rule 1 ipvd-prefix 192.0.2.224/27
L5 loopback lo § [edit] .
s Shadi =i, } vyattagvuyatta# set interfaces map map0 rule 1 ea-length 15 A
map mapo0 § [edit]
br-address 2001:dbB::1/64 vyatta@vuatta# set interfaces map map0 rule 2 ipvé-prefix 2001:db8:1280::/42
default-forwarding-mode encapsulation [edit] ' _ N
role ce vyatta@vuatta# set interfaces map map0 rule 2 ipvd-prefix 198.51.100.48/28
rule 1 § [edit]
ea-length 1S vyatta@vuatta# set interfaces map map0 rule 2 ea-length 14
ipvd-prefix 192.0.2.224/27 [edit]
ipve-prefix 2001:db8:1200::/41 vyatta@vuatta# set interfaces map map0 rule 3 ipvé-prefix 2001:db8:12c0::/42
} [edit]
rule 2 vyatta@vuatta# set interfaces map map0 rule 3 ipvd-prefix 203.0.113.144/28
ea-length 14 [edit] .
ipvd-prefix 198.51.100.48/28 vyatta@vuatta# set interfaces map map0 rule 3 ea-length 14
ipve-prefix 2001: db8:1280: : /42 (edit]

vyatta@vuatta#

o

3

ule 3 §
ea-length 14
ipvd-prefix 203.0.113.144/28

B EEEEEEEEEETE



ASAMAP OB &=

o LUT®D URL MSEHTD vyatta-YYYY-MM-DD.iso Z
download U CD Z1EBL U install U 7c WX R CEEES
(= http://enog.jp/~masakazu/vyatta/map/

® Login prompt [C vyatta & AU enter
® Password [C vyatta & AJJ U enter
® Command prompt <C install system & AU enter
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BR DEXTE
o UMD command &5

/]
—\

set interfaces map map@ role br

set interfaces map map@ br-address 2001:db8::1/64

set interfaces map map@® default-forwarding—-mode encapsulation
set interfaces map map@ default-forwarding-rule true

set interfaces map map@ rule
set interfaces map map@ rule
set interfaces map map@ rule

ipve—-prefix 2001:db8:1200::/41
ipv4-prefix 192.0.2.224/27
ea—length 15

[

set interfaces map map@ rule
set interfaces map map@ rule
sei ntg fa eg_nwgraagp;rule

'.0'"- o ._

ipve-prefix 2001:db8:1280::/42
1pv4 prefix 198.51. 100 48/28
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CE DL TE
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#
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S N At

o UU'TD command Z 31T

/]

set interfaces map map@ role ce

set interfaces map map@® tunnel-source ethl

set interfaces map map@ br-address 2001:db8::1/64

set interfaces map map@® default-forwarding—mode encapsulation
set interfaces map map@ default-forwarding-rule true

set interfaces map map@ rule 1 ipve—-prefix 2001:db8:1200::/41
set interfaces map map@ rule 1 ipv4-prefix 192.0.2.224/27
set interfaces map map® rule 1 ea-length 15

set interfaces map map@ rule 2 ipvb-prefix 2001:db8:1280::/42
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$ show interfaces map map®

Interface name : map0

Role =

Tunnel source : ethl

BR address : 2001:db8::1/64

Default forwarding mode : encapsulation
Default forwarding rule : true

IPv6 fragment size : 1280
IPv4 fragment inner : true
NAPT always : true
NAPT force recycle : false

Basic mapping rule :
Rule IPv6 preflx | : 20@1 db8:1200::/41
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$ show interfaces map map@ rule
Mode: 'E' = Encapsulation, 'T' = Translation. FMR: 'T' = FMR, '-' = Not FMR.

IPv6 prefix, IPv4 prefix, PSID prefix, EA-bits length, PSID offset, Mode, FMR.

0: 2001:db8:1200::/41 192.0.2.224/27 0X0000/0 1544, ELE
1R 2001:db8:1280::/42 198.51.100.48/28 0x0000/0 14 4 E F
2: 2001:db8:12c0::/42 203.0.113.144/28 0x0000/0 14 4 E F

$ show interfaces map map@ napt
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