CybozulLabs

Outbound Port 80 blocking

D RS

BARDOX - SRR ST
18 REp

<takesako@shibuya.pm.org>




2%%“6!

‘3 '* 2 ,.‘*S.g';rilfﬁ”“’ L cq !F‘“‘“;i . m,, _— r g A ﬁ“ =
]’ Wokas 73 1T

i B2

"‘4" - r~ -

_ JANQGQI Mgenng in ROPPONGI

Outbhound Port 80 blocking®Z 2%

mE
2012811 BAICIETFTERIESHIZRFC 6797 - HTTP Strict Transport Security @

JO RO SE LEESEFREEOSOY0EERRICOVWTESRLET.

20108108 [CEric ButlerE | &- T &M IzFiresheep®m T ETiE. EELAN

FIZENTWA) Uy FEEIRLT. ECICHEN T VLWSFacebook>TwitterIEIL

(DHTTP CookieMEHREEHEY . ¥ IAQIVw ORI THRECTYEZ a1

SrwOTEREFIRENELL.

T TWeb SO A8 TZ 54 4 —Fw MESEE S LTI -8~
[OPS0B] A—a—0HEEZTIEREVICULETD .

®BRE
B RE (TR X - SHERTE)

http://www.janog.gr.jp/meeting/janog31/program/OP80B.htm


http://www.janog.gr.jp/meeting/janog31/program/OP80B.html
http://www.janog.gr.jp/meeting/janog31/program/OP80B.html

CybozulLabs

BEHAI MU D L(F?

m </ )\TMacBook Airx RY7EECUL\L DITA
B RS —[#]

BRVUSTOEITDOTLBA
B R X A[E]

BRYUSOERMD ANZESA IRS1)L, B8
B RV MNA&]

BRYUILAREEL, FLEBRITDIA
B RS [ETA]

BRYUSO%TD (358




CybozulLabs

KD RUZ D (BIDLERE)

S|t : GoogleBRRF—DJ— R R > |




CybozulLabs

RY7ZEC Wireshark DEEZHEHDAN? ? ?

i Capturing from Microsoft: ¥Device¥NPF_{C3F28BD5-A06E-4F87-A576-C0D782B850D24} [Wireshark 1.8.2 (SWN Rev 44520 from /trunk-1.8)]
Fle Edt View Go Capture Analyze Statistics Telephony Toolk Internals Help
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Filter: BExpression... Clear Apply Save

No. Time Source Destination Protocol Length Info
9563 1224.211731000 192.168.0.1 238.255.255. 250 S5DP 310 NOTIFY * HTTR/1.1
9567 1224.521872000 192.168.0.8 69.171.229.16 HTTP 719 POST fajax/banzai/banzai.php HTTP/1.1 (application/x-www-form-urlencoded)
9569 1224.681535000 69.171.229.16 192.168.0.8 HTTP 983 HTTP/1.1 200 oK (application/x-javascript)
9603 1240.999802000 192.168.0.8 69.171.229.16 HTTP 561 GET / HTTP/1.1
9622 1241.393401000 69.171.229.16 192.168.0.8 HTTP 292 HTTP/1.1 200 oK (text/html)
9660 1254.175708000 192.168.0.1 239.255.255.250 S5DP 372 NOTIFY * HTTP/1.1

Internet Protocol version 4, Src: 192.168.0.8 (192.168.0.8), Dst: 69.171.229.16 (69.171.229.16)
Transmission Control Protocol, Src Port: 49657 (49657), Dst Port: http (80), Seq: 666, Ack: 930, Len: 507
Hypertext Transfer Protocol
GET / HTTP/1.1%\r\n
User-Agent: Opera/9.80 (windows NT 6.1; wWowe4; U; ja) Presto/2.10.289 version/12.02\r'n
Host: www. facebook. com\rin
Accept: text/html, application/xml;g=0.9, application/xhtml+xml, image/png, image/webp, image/jpeg, image/gif, image/x-xbitmap, */%;g=0.1%r%n
Accept-Language: ja-JP,ja;qg=0.9,en;qg=0.8\r\n
Accept-Encoding: gzip, deflate‘rin
Cookie: datr=wBSLUACPpaLgEgTMseytBIMg; reg_fb_gate=http%3a%2r%2rwww. Tacebook. com¥2F; reg_fb_ref=http%3a%2r¥%2Fwaw. facebook. com®2F; wd=1205x628\r\
Connection: Keep-Alive\rin
Lrin
[Full request URI: http://www.facebook.

4|

0150 61 30 ja; g=0.9,en
0160 3b H .8.. Accept-E
0170 6Ge i i
0180

0190

01a0

01b0

01cO

01do

0le0 | http*3a¥
01f0 % . faceboo
0200 3

0210 = C onnectio
0220 : Alive. ..
0230

O| HTTP Cookie (http.cookie), 143 bytes | Packets: 10493 Displayed: 1562 Marked: 0 Profile: Default
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[ Firesheep
& => ( [ codebutler.github.com/firesheep/

Firesheep

A Firefox extension that demonstrates HTTF session hijacking attacks.

System Requirements

Mac OS5 X105 or newer on an Intel processor.

Linux: Mot currently supported.

[ 3

¢ Windows: XF or newer Install Winpcap first!

L ]

o Firefox: 3612 or newer. 32—bit only. Firefox 4. beta not supported.

Download

e Download (0S5 ¥ Windows)

* Source



http://codebutler.github.com/firesheep/
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Mozilla Firefox

(Untitled)
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Stop Capturing

eric+google@codebutler.com
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BAmazon.com. CNET. dropbox. Evernote.
Facebook. Flickr. Github. Google.
WindowsLive. NY Times. tumblr. Twitter.

WordPress. Yahoo . ..
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gith“b Search Explore Gist Blog Help

Hews Feed Pull Requests

lssues

®» - e

o

ljaElements ‘i!f- | Resources '@Netwnrk‘ Bﬁnurceg @Tlmellne I: | Profiles gMdltS , Ecnngnle

Q S8
Mame Status . Size Time . .
Path Me thod Text Type Initiator Content |Latency Timeline 1813 270z
hittp-f fgithub comS ) ) 13EB
GET (pending) | Pending Other
OE 00 days

https:f feithub com/ 200 http./ Aeithubcoms’ 3 70KE
GET te . hitml -



https://github.com/

CybozulLabs

Set-CookielCsecure 75O M<K KD T=

m (f5l]) https://github.com/] M5 DL AR X

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Sep 2012 09:39:57 GMT

Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Status: 200 OK

Cache-Control: private, max-age=0, must-revalidate
Strict-Transport-Security: max-age=2592000
X-Frame-Options: deny E2>
Set-Cookie: gh sess=XYZ; path=/; secure; HttpOnly
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Strict-Transport-Security N\w4EH7 | |

m (f5l]) https://github.com/] M5 DL AR X

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Sep 2012 09:39:57 GMT

Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Status: 200 OK

Cache-Control: private, max-age=0, must-revalidate
Strict-Transport-Security: max-age=2592000
X-Frame-Options: deny

Set-Cookie: gh sess=XYZ; path=/; secure; HttpOnly
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/ RIC RFC 6797 - HTTP Strict x

\ c tools.ietf.org
PROPOSED STANDARD

Internet Engineering Task Force (IETF) J. Hodges
Request for Comments: BYA7 FavPal
Category: Standards Track C. Jackson
[REN: 2070-1721 Carnezie Mellon University
f. Barth

Goozle, Inc.

November 2012

HTTP Strict Transport Security (HSTS)
Ahstract

This specification defines a mechanism enabling web sites to declare
themselves accessihle only wia secure connections andfor for users to
be ahle to direct their user agentis) to interact with ziven sites
only over secure connections. This overall policy is referred to as
HTTF Strict Transport Security (HSTS). The policy is declared by weh
sites wia the Strict-Transport-Security HTTP response header field
and/or hy other means, such as user agent configuration, for example.

W
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http://tools.ietf.org/html/rfc6797
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Strict-Transport-Security’\w /%~ CIEE C=DE
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HTTP/1.1 200 OK

Server: nginx

Date: Fri, 14 Sep 2012 09:39:57 GMT

Content-Type: text/html; charset=utf-8

Cache-Control: private, max-age=0, must-revalidate
Strict-Transport-Security: max-age=31536000; includeSubdomains
X-Frame-Options: deny

Set-Cookie: gh sess=XYZ; path=/; secure; HttpOnly




[/51] Apache D httpd.conf DEXTE

<VirtualHost *:80>

# A4 N EDITRNTOHTTPP IR Zhttps://ICUFALINTS
ServerAlias *

RewriteEngine On

RewriteRule ~(.*)$ https://%{HTTP_HOST}$1 [redirect=301]
</VirtualHost>

<VirtualHost _default :443>

# HTTPSHA M ETStrict-Transport-SecurityAv45%&HH9 3

Header set Strict-Transport-Security ¥
"max-age=31536000; includeSubDomains™

# SSLESEDGETE
SSLEngine on
e
</VirtualHost>




[/51] Apache D httpd.conf DEXTE

<VirtualHost *:80>

# B4 P EDITNTOHTTPP O AZhttps://ICUSFALLI TS
ServerAlias *

RewriteEngine On

RewriteRule ~(.*)$ https://%{HTTP_HOST}$1 [redirect=301]
</VirtualHost>

<VirtualHost _default_ :443>

# HTTPSHA M ETStrict-Transport-Security\wvA5%Z2HH9 S

Header set Strict-Transport-Security ¥
"max-age=31536000; includeSubDomains"

# SSLEEDEEE
SSLEngine on

2 coc
</VirtualHost>
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1. WebtU -1 ~_ED1E(EZ I /N THTTPSICZES

2. Set-CookieB(CsecurelE %= DIT3
BHTTPCOZEEZLLE (SSLB{EEFDFHIX(E)

3. Set-CookielF (CHttpOnlyE$Z DIF D

W JavaScripth S+ D ZZE 1 (XSSHE 2= KIR)
4. Cookie M ID %= SSL BERICEX THL
B ses_id => sess_id ([E UIDZ{EDIRLY)
5. Strict-Transport-Security\w4/ =119 3
BRFC 6797 (HSTS) 5 (C
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Outbound Port 80 blocking (OP80B) (D 2%

BHTTP (80) @E&xIANRTIOVY
BHTTP (HMEE TS RUVEERBZEDICENDD
REE. DNSEZ., HFRIAILEE. ARP spoofing « - -
mRE/NL ) BEEEN (U MDOEENEIRL)

B{SFACE2S SSL/TLS (443) 1BI5DH 7= :51]
BGmail. GooglefRXR, Twitter. facebook.
KFEWeb -1 MMIBEIC https:// (THIGELTLDS

BWebt -1 hDSSLIEZE S

mSSLO )L RJ— REEBAE (*.example.com)
BSPDY. HTTP/2.0DEG CTLSIBENEE(C
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