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What is an AS?
An ISP or End Site

FISPE® ‘Peering'
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What is an AS?
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BGP routing table entry for 147.28.0.0/16

Origin AS
16509 1239 2497 2344/
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rl.1ad#sh i1p bgp 147.28.0.0/16
BGP routing table entry for 147.28.0.0/16, version 21440610
Paths: (2 available, best #1, table default)
Advertised to update-groups:
1
Refresh Epoch 1
16509 1239 2497 234
144.232.18.81 from 144.232.18.81 (144.228.241.254)
Origin IGP, metric 841, localpref 100, valid, external, best
Community: 3297:100 3927:380
path 67ES8FFCC RPKI State valid
Refresh Epoch 1
16509 701 2497 234
129.250.10.157 (metric 11) from 198.180.150.253 (198.180.150.253)
Origin IGP, metric 95, localpref 100, valid, internal
Community: 2914:410 2914:1007 2914:2000 2914:3000 3927:380
path 699A867C RPKI State valid
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Public-Key Concepts
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e relation between both
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Frivate Key

Private Key
Generator
Computationally Simple

Public Key

— Q=

Public Key

Generator
Computational ly Simple

Public Key

O=m

Public Key

Cracker
VERY HARD

Private Key

Stolen from - http://gdp.globus.org/gt4-tutorial/multiplehtml/ch09s03.html
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CA
Cert/ARIN

98.128.0.0/16

CA CA
Cert/ISC Cert/PSGnet

98.128.32.0/19

A

CA @
Cert/Randy Cert/Rob

98.128.16.0/24 98.128.17.0/24
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Route Origin Authorization
(ROA : H#EF : O4+7—)

Owning Cert

End Entity Cert
98.128.0.0/16 EE Cert can not Isién certs.

147.28.0.0/16 i Sign other things

_ 98.128.0.0/16

This is not a Cert
ROA It is a signed blob

98.128.0.0/16
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Owning Cert
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Create ROA
dashboard
routes
Ry Please confirm that you would like to create the following ROA. The
Olbicret) table on the right shows how the validation status may change as a
o result.
ghostbust
repositories AS Prefix Max Length

3130 98.128.1.024 2

GUI Matched Routes

Prefix Origin AS Validation Status
98.128.1.0/24 4128 [iswaLio]
98.128.1.0/24 3130 [vaLiD)

2013.07.03 JaNOG RPKI

Up own
to Parent

4 )

RPKT
“ Certificate

Engine

N /

Up own
to| Child

rotoco

RPKIDEKDE NI

IP Resource Certs
ASN Resource Certs
Route Origin Attestations

34



Al B & 1T B R4

\\\\\

.....

B |

.........

™ TANA

= APNIC

Please Issue My Cert g Ur/

2013.07.03 JaNOG RPKI

Cert Issughce

rust
Anchor

Cert Issuafice

°rotoco

rotoco

Cert Issuance

35



=E7§‘<D$T vs BSZEEX(TS

aaaaaaaa

o 98% of an RIR's Users
GUI 10% of an RIR's IP Space

Hos1'
Web GUI RP KI

Keys for

Talking to Eng | ne

Resources [OrgID] IR BackEnd

IR's Cﬂﬂ'ﬂ—nalﬁ ID=Me |
Database(s) —_

RPKI
My RightsToRoute Keys m i i
<: I IOIOCUI :> My Misc
Up/Down EE Confi
Delegations Public Keys O;:iolr?s rotoco

=] to Custs
Local Data | sosieito || Tpned Contract
Out?

Management g R TR

PN

Up /1 Dpown
Delegated Protocol _ ,
a la DNS 2% of an RIR's Users
N 90% of an RIR's IP Space

2013.07.03 JaNOG RPKI 36



=

(ot ]
e Create ROA
=
GUT Matehod Route
- [=] )
(g ]
e Create ROA
= -
GUT Matehed Routes
=
[=2)
e Create ROA
= -
GUI Matched Route
e

2013.07.03 JaNOG RPKI

B | R TR

TANA

SIA
Pointers

37



Trust Anchor Locator
(JL—hREAEOOT—52—)
rsync://ca0.rpki.net/tal/root.cer

MIIBIjANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEAzPSPpQxa0rxz9sbbvYGr
UlpgyBVxSIt+k/WDKbr+VW7CjUoz6cc5KMFANKQWW3D6ER4kCwX4WIKD58AGGbw/
WeAe6m3aHcORUVRKr45a4qsSrYiG7Wq9RAXtwbhiXofB3zo+090IIXDaVP2U9bw+Q
yoJBJUAMZONtObRgrktv8QhVtKvuYkH5ZIe7DkXJcJzBn6gv09dZsdwZm3xV3soX
HEKrz5pY6Sb2xoL1CyPqzGOfVFxIOG5+dmcD/degPKxrEycAzjnHUzN1gus2jg26
dtkix7KG/Mn1h/k53jO0FdQD+zqPwakgwqjvCOdSdHMRmsikjOEFOWrZI0OjZUXV6q
6wIDAQAB

HRIHMETT 3BEMOURLE ZOREBIBBORIN ISR ABBROEY b
A URL and a Public Key that must be able to Decrypt

the Certificate that is found at the URL so you
know you can trust it
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Trust
Anchor

— Create ROA

Pseudo IRR

route: 147.28.0.0/16
descr: 147.28.0.0/16-16
origin: AS3130

notify: irr-hack@rpki.net

=- & IANA

““ ;' mnt-by: MAINT-RPKI
= changed: irr-hack@rpki.net 20110606
source: RPKI
SIA
n : |
Pointers .
Validated

e Create ROA

Cache

e =
[
e Create ROA
P i
GUI Matched Routes JPNIC
=]
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in- PoP in-PoP A in-PoP ' in-PoP A in-PoP in-PoP A in-PoP A in-PoP A in-PoP

Cache | Cache l Cache Cache 'Cache ' Cache l Cache Cache l Cache

Cust Cust Cust Cust Cust
Facing Facing Facing Facing Facing

High Priority

Lower Priority
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o Create ROA
PR s
= -
GUT  mached rouns
e [T
=

e Create ROA
. - P
= -

GUI
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Create ROA

Matched Routes
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ROAs Become Router VRPs
(VRP:Validate ROA Payloads)

BEON—RJIFT
2470 =W
RPKI-Rtr ll"lllli
Protocol RPKI
o VRP
e e VRPS
Prefixt ASO#EHHE - L[
INT : Validate ROA Pa




IPv4 Prefix

0 8 16 24 31
| Protocol | PDU | |
| Version | Type | reserved = zero |
I 0 I 4 I I
e e e e e e e e e e e e e e +
I

| Length=20 |
I I
e e e e e e e +
| | Prefix | Max | |
| Flags | Length | Length | zero |
| | 0..32 | 0..32 | |
e T +
I I
| IPv4 prefix |
e T e e T +
I I
| Autonomous System Number |
I I
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IPv6 Prefix

| 0 I 6 I

e e e e e e e e e e e e e e e e e e e +

| |

| Length=40 |

| |

o o e e I I o S e I e e e e i i +

| | Prefix | Max | |

| Flags | Length | Length | zero |

| | 0..128 | 0..128 | |

T R +

| |

+——— ——t

! s e 196 More Bits
- v6 prefix - .

| |  No Magic

S -+

| |

A o e e e e e e e e e e e e +

| |

| Autonomous System Number |

| |
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e Valid - UPDATEIC® L T, ASESHN —H

RIZET7 RL AHE

CBENDROAN T

e Invalid - IP7 RL RZHIFESEND N,

Update& 275 5ROAL AL 5 VB

* NotFound - ROAA'F1E L & LWUpdate #
EDOZHERDDEFZDIREE
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ValidD 54!

rO.sea#tshow bgp 192.158.248.0/24
BGP routing table entry for 192.158.248.0/24, version 3043542

Paths: (3 available, best #1, table default)

6939 27318
206.81.80.40 (metric 1) from 147.28.7.2 (147.28.7.2)

Origin IGP, metric 319, localpref 100, valid, internal,

best
Community: 3130:391
path OF6D8B74 RPKI State valid

2914 4459 27318
199.238.113.9 from 199.238.113.9 (129.250.0.19)
Origin IGP, metric 43, localpref 100, valid, external
Community: 2914:410 2914:1005 2914:3000 3130:380

path 09AF35CC RPKI State valid

2013.07.03 JaNOG RPKI
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rO.sea#tshow bgp 198.180.150.0
BGP routing table entry for 198.180.150.0/24, version 2546236
Paths: (3 available, best #2, table default)

Advertised to update-groups:

2 5 6 8
Refresh Epoch 1
1239 3927

144 .232.9.61 (metric 11) from 147.28.7.2 (147.28.7.2)
Origin IGP, metric 759, localpref 100, valid, internal
Community: 3130:370
path 1312CA90 RPKI State invalid

2013.07.03 JaNOG RPKI
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NotFound D& &

rO.sea#tshow bgp 64.9.224.0
BGP routing table entry for 64.9.224.0/20, version 35201
Paths: (3 available, best #2, table default)
Advertised to update-groups:
2 5 6
Refresh Epoch 1
1239 3356 36492
144 .232.9.61 (metric 11) from 147.28.7.2 (147.28.7.2)
Origin IGP, metric 4, localpref 100, valid, internal
Community: 3130:370
path 11861AA4 RPKI State not found

2013.07.03 JaNOG RPKI
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Prefixh'. ROADEFHA YN
FHIRRED &

(ERE) ToHITIE. BGP 98.128.0.0/16(ZxL T
98.128.0.0/12-16(%98.128.0.0/16 &>
98.128.0.0/16-24%, R LL/16 MM ED

98.128.0.0/20-241%/16 £ Y+, /NEULNVRPE D) TEiE 4+
VRP | 98.128.0.0/12-16 O BGPIZZ D VRPDEEE N
VRP |98.128.0.0/16 O RIL<EEN

VRP | 98.128.0.0/20 X0 4t
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Prefixh, VRPO 7L RAEBEIZIRFEY . ASES
MN—HLTLVSIREE

VRP

VRP
VRP

98.128.0.0/12-16 AS 42

O Prefixt, ASt—E

98.128.0.0/16-24 AS 666

X ASHYED

98.128.0.0/20-24 AS 42

X R RO EMEFH S
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VRPo 98.128.0.0/16-24 AS 6

BGP
BGP
BGP
BGP
BGP
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VRP; 98.128.0.0/16-20 AS 42

98.128.0.0/12 AS 42
98.128.0.0/16 AS 42
98.128.0.0/20 AS 42
98.128.0.0/24 AS 42
98.128.0.0/24 AS 6

NotFound, shorter than VRPs

Valid, Matches VRP:

Valid, Matches VRP:

Invalid, longer than VRP with AS 42
Valid, Matches VRPo
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N7x V) Secure

route-map validity-0

match rpkr valid

set local-preference 100
route-map validity-1

match rpkr not-found

set local-preference 50
I invalid 1s dropped



it e e

route-map validity-0

match rpkr valid

set local-preference 110
I everything else dropped
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SecurityN_JF, . A2 7

route-map validity-0

match rpkr invalid

set local-preference 110
I everything else dropped
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(ASPATHER Ml X IC)
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route-map validity-0 match rpki
not-found

set metric 100
route-map validity-1

match rpki invalid

set metric 150
route-map validity-2

set metric 50

61



Community’Z D (75

route-map validity-0
match rpkr valid
set community 3130:400
route-map validity-1
match rpki invalid
set community 3130:200
route-map validity-2
set community 3130:300
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Origin ASValidation®XJ
R
» Cisco IOS -15.2TXIMERRFE H (
ARE : TIOX-XE)
« Cisco TOS/XR - shipped in 4.3.2
» Juniper - shipped in 12.2

* Alcalu - in development
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« RIPE/NCC - CA (—#B3ER) & RP (—HB
23

* APNIC - CA only - Closed Source
« RTRIib/Berlin - RP only - Open Source
 BBN - RP Only - Open Source

 RPKI.NET - CA & RP - Open Source

0000000000000000000



A HDIRE - RPKI.NET

* Open Source BSD License
 CA - Hosted and Delegated Models, GUTI
e RP - RPKI-RTR, NOC Tools, IRR Gen

* FreeBSD, Ubuntu, Debian, .. Packaged (
REIXD MEHED)
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logged |n as randy | Logout | Prefenen

| m Bocumentation |-r Bownload |_r Tirmeline r Roadmagp [' Browse Sounoe r View Tickets ir
ekl WikiStart

rpki.net project site

This is the Trac site for the rpkl.net project. The project provides a free, BSD License, open source, complete system for the Internet Registry «
compaonents which may be combined to sult yvour neads:

+ Certification Engine
# Relying Party Cache (sometimes called a “valldator")
#* rpki-rtr protocol, to feed the data to routers doing RPKI-based origin validation
+ GUI for use by users of the 'hosted' model (i.e. customers who do not run their own CA)
# Web Reporting Pages so you can see what your cache has found
+ Creatlon of pseudo-IRR data for those who wish to feed RPSL toolchains
Downloads

See the documentation for how to download and install the code.
We now have =:Ubuntu packages and = FreeBSD ports of the code.
You can also browse the source code.

Documentation

Primary documentation for the code is here, in the Trac wiki. PDF and flat text forms derived from are available in the source code repository.
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“’:""d Create ROA

da

routes

pan Please confirm that y ould like to create hfl\mlgROATh

chik table on the right shows how the validation status may change a:

oo result.

ghos

rep: As Prefix Max Length
98.128.1.0/24

G U I Matched Routes

Prefix Origin AS Validation Status
98.128.1.0/24 4128 [invavio] RP K I
98.128.1.0/24 3130 [vaLio]

Protocol

‘dil[éo

RPKI
Engine

Pub ion
Pr

Repository Mgt
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2013.07.03 JaNOG RPKI
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IP Address E|V) 3z V)

98.128.0.0/16 ARIN Experimental Allocation

98.128.0.0/24 Instructors Play

98.128.1.0/24
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abuserO1 ( & 1 )
abuser02 ( Zm#& 2 )

98.128.32.0/24 labuser32 (&im& 3 2 )
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GUI Accounts

https://ca0.vmini.rpki.net/

UserID Password

labuserOl  fnord
labuserO2 fnord
labuserO3 fnord

labuserl6é fnord ( AASMD3 &L )
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https://ca0.vmini.rpki.net/

G C ff & https://ca0.vmini.rpki.net/accounts/l... @ Q 577 ‘EI IE » =
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Login

Username labuserNN

Password fnord
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The Dashboard
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98 178 1 0o O pos
Lot gl it p gl £ robeah

ROAs Ghostbusters

Prafix Max Langih AS Fuill Marma Diganization Emiail Talephane

f Q Croatn @ mport & Faport Q Croatn
Children

Parents

Fandie Harsd o

s P L]
B Crid @ AN D Prifiaa

B ASNs @ Prafoas @ nport

Repositories

Handla

AR PO ]
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ROA®D

labuser01 Create ROAs

dashboard 08.128.1.0/24 Max ler 4128 Delete
roubEs

alerts i

Prawview Cancel
select identity @h
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labuser01 Confirm R

routes

alerts @9

select identity
Prefix

88.128.1.0/24

2013.07.03 JaNOG RPKI

Max Length
24

OA Requests

Matched Routes

Prefix Origin AS Validation Status
08.128.1.0/24 4128  vailld |

A 0B.128.1.0/24 3130 [ invalid

4128
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Routers

* Use Your Own! (in production
images from C&J)

* 16 DynaMIPS 7200s in Lab

« 7200s in Live Internet

0000000000000000000
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e VWSDODHADLHAFYYZICREAKEDROAN H
VVET,

e RIPENSROAF YV 1%ZEDEREBBDT
DynamipsIRIE(ICIEEALBZWVT

* DynamipsZiEL iz (Th(F, 198.180.152.11(C
Ik 7 LB DODROAN HBD K, | .
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7200s ) EIRIE

$ ssh demo@ro.sea.rg.net
Password: demo

or

$ ssh demo@ri.iad.rg.net
Password: demo

Sorry, enable(3#&L T
©



L ERIRIE D Router

Accounts
% telnet vmini.rpki.net 20NN

user: isplab
password: lab-PW
enable: lab-PW

RouterdNNES (ZETEIDZTET



Ciscozii — S

r0.sea#show ip bgp rpki ?
servers Display RPKI cache server information
table Display RPKI table entries

2013.07.03 JaNOG RPKI
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RPKIF ¥ ¥ 2 1 MR

/uﬁs
r0.sea#show ip bgp rpki servers

BGP SOVC neighbor is 192.168.179.3/43779 connected to port 43779
Flags 0, Refresh time is 600, Serial humber is 1304239609
InQ has 0 messages, OutQ has 0 messages, formatted msg 345
Session 10 flags 3, Session flags 4008

Neighbor Statistics:

Nets Processed 624

Connection state is ESTAB, I/0 status: 1, unread input bytes: 0
Connection is ECN Disabled

Mininum incoming TTL O, Outgoing TTL 255

Local host: 199.238.113.10, Local port: 57932

Foreign host: 192.168.179.3, Foreign port: 43779

Connection tableid (VRF): O

2013.07.03 JaNOG RPKI
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Look at Table

routerl#show ip bgp rpki table

76 BGP sovc network entries using 6688 bytes of memory

78 BGP sovc record entries using 1560 bytes of memory

Network
98.128.0.0/24
98.128.0.0/16
98.128.6.0/24
98.128.9.0/24
98.128.30.0/24
128.224.1.0/24
129.6.0.0/17
129.6.112.0/24
129.6.128.0/17
147.28.0.0/16

2013.07.03 JaNOG RPKI

24
16
24
24

24
24
17
24
17
16

3130 0
3130 0
4128 0
3130 0
1234
3130
49 0
10866
49 0
3130 0

0
0

Maxlen Origin-AS Source Neighbor

192.168.179.3/43779
192.168.179.3/43779
192.168.179.3/43779
192.168.179.3/43779

192.168.179.3/43779

0 192.168.179.3/43779

192.168.179.3/43779
192.168.179.3/43779

192.168.179.3/43779
192.168.179.3/43779
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Look at BGP Table

rO.sea#sh ip bgp

Network Next Hop Metric LocPrf Weight Path
* 11198.180.150.0 144.232.9.61 100 0 1239 3927 i
*> 1 199.238.113.9 0 2914 3927 i
* I 129.250.11.41 0 2914 3927 i
*> V198.180.152.0 199.238.113.9 0 2914 4128 i
* 'V 129.250.11.41 0 2914 4128 i
*> N198.180.155.0 199.238.113.9 0 2914 22773 i
* N 129.250.11.41 0 2914 22773 i

*> N198.180.160.0 199.238.113.9 0 2914 23308 13408 5752 i
* N 129.250.11.41 0 2914 23308 13408 5752 i
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Mis-Origination M ¥ H

R3#sh ip bgp 98.128.0.0/24
BGP routing table entry for 98.128.0.0/24, version 94
Paths: (2 available, best #2, table default)
Advertised to update-groups:
1
Refresh Epoch 1
65000 3130
10.0.0.1 from 10.0.0.1 (65.38.193.12)
Origin IGP, localpref 100, valid, external
path 6802D4DC RPKI State invalid
Refresh Epoch 1
65001 4128
10.0.1.1 from 10.0.1.1 (65.38.193.13)
Origin IGP, localpref 100, valid, external, best
path 6802D7C8 RPKI State valid

2013.07.03 JaNOG RPKI
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24T I ADORA

98.128.0.0/16

AS 3130

AS4128

98.128.0.0/16
(FFRRHE)

Seattle Dallas
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ROAW IE =15 = H{R

98.128.0.0/16

AS4128

=@ 98.128.0.0/16
Seattle Dallas
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/24THLTHT

show ip bgp 98.128.0.0/16
a show ip bgp 98.128.X.0/24

ROA

AS 3130

AS4128

=@ 98.128.X.0/24

AS3130

98.128.X.0/24 ‘—ba
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Install RP Cache SW

On Your Laptop
(FreeBSD, Ubuntu, ..)
or

Remote (Virtual) Ubuntu Server
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VMO E 5

» Servers in Ashburn, Virginia US
e Ubuntu 12.04.2 LTS Server
* ssh labuserNN@ubulNN.rpki.net

e Password is Vattoodl
e You are in sudoers

* Do not worry, machines are snapshotted

0000000000000000000



Installing RP Package
) Pebian/Ubuntu
opy and P

aste from

https://trac.rpki.net/wiki/doc/RPKI/Installation/
UbuntuPackages

$ wget -q -0 - http://download.rpki.net/APT/apt-gpg-
key.asc | sudo apt-key add -

$ sudo wget -q -O /etc/apt/sources.list.d/rpki.list
http://download.rpki.net/APT/rpki.ubuntu.list

$ sudo apt-get update

$ sudo apt-get install rpki-rp

2013.07.03 JaNOG RPKI
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Upgrading RP Package

$ sudo apt-get update

$ sudo apt-get install rpki-rp



h7Zh7/ﬁ ZIBE

EDynaMIPS LD TS 1L — k& -
R EES. TOkbAEINES NS

¢« BDT, A12F—XY NEFDROAZ L —
INBATRDCERFTEREA

o HE(VTLEELY
e« Edit /etc/reynic.conf

trust—anchor—directory = ¥

/etc/rpki/trust—anchor/altca.tal
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S2<EDIC

e ROADIEIFEEZE>TLVSNAE

 ROAIREON > RDrcynicz BB TE

LEXL &S

 $ sudo crontab -e -u rcynic

0/2 * x * ¥  axec /usr/bin/rcynic-cron
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RPKI-Rtr(¥ ¥ v > 157—F)
O B {FRERR?

$ rtr-origin --client tcp localhost 43779

2013-03-09 23:10:19 rtr-origin/client[17089]: [Startup]

2013-03-09 23:10:19 rtr-origin/client[17089]: [Starting raw TCP
connection to localhost:43779]

2013-03-09 23:10:19 rtr-origin/client[17089]: [reset_query]

2013-03-09 23:10:19 rtr-origin/client[17089]: [cache_response,
nonce 37394]

2013-03-09 23:10:19 rtr-origin/client[17089]: + 12322
78.192.0.0/10-10
00:04:00:00:00:00:00:14:01:0A:0A:00:4E:C0:00:00:00:00:30:22

2013-03-09 23:10:19 rtr-origin/client[17089]: + 3320
79.192.0.0/10-10
00:04:00:00:00:00:00:14:01:0A:0A:00:4F:C0:00:00:00:00:0C:Fs8
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Check Server

rO0.sea#show ip bgp rpki servers
BGP SOVC neighbor is 192.168.179.3/43779 connected to port 43779
Flags 0, Refresh time is 600, Serial humber is 1304239609
InQ has 0 messages, OutQ has 0 messages, formatted msg 345
Session 10 flags 3, Session flags 4008

Neighbor Statistics:

Nets Processed 624

Connection state is ESTAB, I/0 status: 1, unread input bytes: 0
Connection is ECN Disabled

Mininum incoming TTL 0, Outgoing TTL 255

Local host: 199.238.113.10, Local port: 57932

Foreign host: 192.168.179.3, Foreign port: 43779

Connection tableid (VRF): 0
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Look at ROA/VRF Table

routerl#show ip bgp rpki table

76 BGP sovc network entries using 6688 bytes of memory

78 BGP sovc record entries using 1560 bytes of memory

Network
98.128.0.0/24
98.128.0.0/16
98.128.6.0/24
98.128.9.0/24
98.128.30.0/24
128.224.1.0/24
129.6.0.0/17
129.6.112.0/24
129.6.128.0/17
147.28.0.0/16

2013.07.03 JaNOG RPKI

24
16
24
24
24
24
17
24
17
16

3130
3130
4128
3130

1234
3130

49

10866

49
3130

Maxlen Origin-AS Neighbor

192.168.179.3/43779
192.168.179.3/43779
192.168.179.3/43779
192.168.179.3/43779

192.168.179.3/43779
192.168.179.3/43779

192.168.179.3/43779

192.168.179.3/43779

192.168.179.3/43779
192.168.179.3/43779
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Look at BGP Table

rO.sea#sh ip bgp

Network Next Hop Metric LocPrf Weight Path
* 11198.180.150.0 144.232.9.61 100 0 1239 3927 i
*> 1 199.238.113.9 0 2914 3927 i
* I 129.250.11.41 0 2914 3927 i
*> V198.180.152.0 199.238.113.9 0 2914 4128 i
* 'V 129.250.11.41 0 2914 4128 i
*> N198.180.155.0 199.238.113.9 0 2914 22773 i
* N 129.250.11.41 0 2914 22773 i

*> N198.180.160.0 199.238.113.9 0 2914 23308 13408 5752 i
* N 129.250.11.41 0 2914 23308 13408 5752 i
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Look at a Prefix

R3#show ip bgp 98.128.0.0/24
BGP routing table entry for 98.128.0.0/24, version 360
Paths: (2 available, best #1, table default)
65000 3130
10.0.0.1 from 10.0.0.1 (193.0.24.64)
Origin IGP, localpref 100, valid, external, best
path 680D859C RPKI State valid
65001 4128
10.0.1.1 from 10.0.1.1 (193.0.24.65)
Origin IGP, localpref 100, valid, external
path 680D914C RPKI State invalid
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« Look at your neighbors’ prefixes

« Use the GUI to change the ROA for your
prefix, and wait for it to propagate

« Attack your neighbor's prefix by

configuring your bgp to announce it

router bgp 651nn
network 98.128.<neighbor>.0 255 255 255.0

0000000000000000000



AEFTOEFETE, . .

router bgp 651nn
network 98.128.<neighbor>.0 255 255 255.0

show ip bgp 98.128.<neighbor>.0

o FEIIHBIRIEDIN—FTHIRIEDMED I=HRERHDELGE
IB(CInvalidZEDlTET . €D, EU\PrefixaCr
FOIATEEFEA. €CT, BFURWEZE, |

 router bgp 651nn
no bgp bestpath prefix-validate local

¢« ZNT, HMcCBWEBZILEL, BIRLTESSZEN
CTE&F9,
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