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3389/TCP

% ssh -L[localhost:]13389:#x3% 4E:3389 server
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% ssh -R[localhost:]12345:853%5%:1080 server
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% ssh -DJ[localhost:]1080 server
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% ssh -oProxycommand='nc -X connect proxy:port' server
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% ssh -oProxycommand="ssh -W %h:%p sshgw' server
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[username@centos6 ~1$% w

19:34:08 up 11:36, 2 users, load average: 0.00, 90.03, 0.05
USER TTY FROM LOGING@ IDLE JCPU PCPU WHAT
username pts/@ 192.168.122.1 19:31 2:26 0.00s 0.00s -bash
username pts/1 192.168.122.1 19:31 0.00s 0.02s 0.00s w

[username@centos6 ~]$ ss -tn

State Recv-Q Send-Q Local Address:Port Peer Address:Port
ESTAB 0 0 192.168.122.128:22 192.168.122.1:55759
ESTAB 0 0 192.168.122.128:22 192.168.122.1:55760
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[username@centos6 ~]$ w

19:40:07 up 11:42, 3 users, load average: 0.00, 0.00, 0.01
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
username pts/@ 192.168.122.1 19:39 0.00s 0.01s 0.00s w
username pts/1 192.168.122.1 19:39 45.00s 0.00s 0.00s -bash
username pts/2 192.168.122.1 19:39 42.00s 0.00s 0.00s -bash

[username@centos6 ~1$% ss -tn
State Recv-Q Send-Q Local Address:Port Peer Address:Port
ESTAB 0 0 192.168.122.128:22 192.168.122.1:55844
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- % ssh -oControlMaster=yes -oControlPath=/path/to/

%h-%p-%Tr server
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- % ssh -oControlMaster=no -oControlPath=/path/to/

%h-%p-%r server
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» ~/.ssh/config

Host =
ControlMaster auto
ControlPath ~/.ssh/ControlMaster-%r-%h.%p

ControlPersist 30
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escape sequences
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[username@centos6t ~]1$ ~?
Supported escape sequences:

~

- terminate session

- send a BREAK to the remote system

- Request rekey (SSH protocol 2 only)

- list forwarded connections

- this message

- send the escape character by typing it twice

that escapes are only recognized immediately after newline.)
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[username@centos6 ~]$ ~C

ssh> help

Commands:
-L[bind_address: ]port:host:hostport
-R[bind_address: Jport:host:hostport
-D[bind_address: Jport
-KL[bind_address: Jport
-KR[bind_address: Jport
-KD[bind_address: Jport
largs

Request local forward
Request remote forward
Request dynamic forward
Cancel local forward
Cancel remote forward
Cancel dynamic forward
Execute local command
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