22T A T—a00
SREBALD
2014/4/18
JANOG33.5 Interim Meeting

UNSOIT=R 1)
TEKXSH

Hoi}




QE%M

o SMETEMTI7I—DIREETY
— SA46T
— SA46T-PR
— SA46T-PT
— SA46T-AS
— SA46T-AT

State I A tomatic IF*-.r er IPvb Tunneling

2014/4/18 Fragmentation @ JANOG33.5



BEENERN

75T AT —arEMOE S0
BEICEE-BEETDX K
_NhbiEeEZ-o% i MzE
RA]BETE D b B T ALK
EITDIETFD IR 5
BIET—2D N
EOLTWEFRLLOIMN?




259 A7—232(IPv4)

MTUK MTU/
Host Router Host

DF=0DIEZH

DF=1NDiE& Path MTU Discovery

5
i

ICMP Type3|Coded  _ _ o = = = = 7

« IPv6ld. IPv4 DF=1&EICZEE)(DF=0FE H L IEHR—N)
— IPV6IZIE. FHFEDFEYMMENSIXFEELALY

2014/4/18 Fragmentation @ JANOG33.5 4



PMTU 759 7R—)L

MTUK MTU/
Host Router Host

ICMP Type3 Code4d

X‘-------

ICMPIZS—Ayt—U NIV (RE)SND

Path MTURDRERANMIEGEHLHEVND TRESNDIH A XA TEEEREYIRT
KZRIZEETEGL

A&, T4ILFENDDH? HAWETAILELTNESIGESHE, LTLVELES
2014/@173‘%%) 0) 75\?

Fragmentation @ JANOG33.5



75’7‘%>7‘-—\>3‘/|¥1E'éiﬁil:1ﬁf
MhEE=1=H
o {A[#. PMTUDA EBINE L=
— FDDI

* TCPOEENEUDPDEE)
— NFS

o« BE. KEQESEEIZL-T-
— AN E., ESRMMLT=HLEEh o =HV:TCP MSS
— BRI B :PPP




2T A T—avEETINNLE
LS HEEMNF AN DM
* DNS EDNSO, DNSSEC

o IPVA-IPVEFBITEIT(H T ZILE . IPv4-IPV6ZE )
e NVO3 (VxLAN, NVGRE, STTF)



NTEIALET ST A T—2 3

Hh7tILiE h7t)LiL

http get

RE

REWNT—4H

o PORRATESY—NETIRATEGZNNY—/N

DFHE

o PHERATEHLVY—/\IE, TCP/MSSDIEET,

Tt AR[EEIZ

— ICMP Type3 Coded Ayt—MT4IL3) 4 LA

2014/4/18 Fragmentation @ JANOG33.5



A[RETE D B DR IR (BRERI N E DML ELHK)

« PO —a 8

— NFSD KO E(FED  ELIENEIE D)
— UDPZ{# L,’CL\%>77 )ZTCPE{FES KDL FHF BH(DNSEH)

e RS RR—

- TCP/MSS(ﬁtm'E RELVO KU R REEE?, IPsecBFIEFT)
— UDPAXOGRED fZIF (LN

— (IC

MPv4/ICMPv6IE RKILFKH??)

— RFC4821: “Packetization Layer Path MTU Discovery”

* VNI —UE

— DFZOIZEFTMA ORI ER FERE LD LY R REEE?)

B E

E/T_9|)/71

— EthernetD v RIL—LZEFES

— FD

DI, ATMZA{#S

— HE's—cﬁlsooByteO)/\°’7‘yl~7b“JE<J:5l:%En>szr3'%’a



TS50 AN ETHHEVIER

« IS AVNDETEMN
¢ iw2013: DNSDAYtE—IH AL X(ZDNVTER
Ho~TFDEEBITDNS~
—~F—IIVAMERRE
— http://jprs.jp/tech/material/iw2013-lunch-L3-
01.pdf




ETFEEERICRITAERDIK;

85t |ETF (Atlanta): 2012/11
— vbops: Why Operators Filter Fragments

86 |IETF (Orlando): 2013/3

87 |ETF (Berlin): 2013/8

— 6man: IPv6 Fragment Header Deprecated
— intarea: GRE MTU

88t |ETF (Vancouver): 2013/11

— |EPG88: Fragmentation and Extension Header Support in the
IPv6 Internet

89t |ETF (London): 2014/3
— 60ops: Why Operators Filter Fragments
— intarea: GRE MTU




BE3E Internet Draft

* Why Operators Filter Fragments and What It
Implies
— draft-taylor-veops-fragdrop-02

* |Pv6 Fragment Header Deprecated

— draft-bonica-bman-frag-deprecate-02

* A Fragmentation Strategy for Generic Routing
Encapsulation (GRE)

— draft-bonica-intarea-gre-mtu-04



IPV6 75 AU AR B IEDER

87t |IETF Berlin®6man WG CIEE

de =5
H R

— ICMPv6 Packet Too BigD I LAY

— HEEEA YA D DULN=IPVe/ N Ty R D T4 IL R
LAY T I HEATF
— PLPMTDU(RFC4821)
BERTIRELGZDOMN ?

— FEBLDOTIE?

IRTE . I-DIExpire




PLPMTUD

Packetization Layer Path MTU Discovery

56t IETF San Francisco (2003/3) TBOFBA#E
2007/3|1ZRFC4821& L THAT

Packetization LayerT. Path MTUZ probed %

— Loss reporting mechanisms
— congestion control algorithms, rate limited
— diagnostic tools

INELIMTUMNS D LT D RECLTLK
PMTUDOEIKIG S X B ZZFE RIEEPMTUIZ &
HE T\ yhE

— PMTUDAEIKIZZ LT=Z &l ALY



GRE MTU

e GRE(RFC2784)IZFAWNT IS5 AU MZEET 5
REHNT B (RNFIKTF)

s IIRDEAELEIHE
e RFC2784MN A rZE HRIELZZLN?

« Y FHNIE

— NAO—kZFEZFE(PMTUD/PLMTUD)

— RAO—FZTZT A RLTHTEILE
— hTEIVERRIZTZT AUk




Why Operators Filter Fragments

o I
—~ EREDHERBEEEADRBEDNANRRE
« B{AMIZZEEE
— Stateful inspection
c HAAIMNTHEI ZEIZEDERESE
— Stateless ACLs
« 2EEURD TSI Ak
— Performance
* Forwarding plane C%i{Control plane CALIE
— Other
« NJIGE

« IR EEINR AL TULVAIER




/,J] TE _\\_9 D "I"lzl J|

 de Boer, M. and J. Bosma, "Discovering Path
MTU black holes on the Internet using RIPE
Atlas", July 2012.

e http://www.nlnetlabs.nl/downloads/publicati

ons/pmtu-black-holes-msc-thesis.pdf



http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf
http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdf

Mumber af probes

ICMP PTB®M J JLA(MTU=1500)

IPv4 IPv6

1153 I ICMF FTE OK .
1140 1135 W ICMF FTE OK
1CMP FTE il ICMF FTE
Hltersc - fltered
33 —
.
£
2
=
=
Z
0 0 0 1 2 1
74, :i”ﬁ_; v %, ‘ijf %,
By B I - TN
£, t'{.;%. “h e oy e /‘,*
£ % £ & 4 “
Time of mezsurement and MTU Time of mezsurement and MTU
Figure 10: ICMPv4 PTB filtering - MTU: 1300 Figure 11: ICMPv6 PTB filtering - MTU: 1500

http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdfd& )

2014/4/18 Fragmentation @ JANOG33.5 18



ICMP PTBD 74 J)LA(MTU=1280)

IPv4 IPv6

I ICMF FTB OK m ICMF FTB OK
ICMFFTB ICMF FTB
filtered filtered

388

e
=
I3

1060

-
951
i

17

MNomber of probes
"'1
iy

Number of probes

oy o2,
[ W
T
o
™
i3}
I
fe]
L
[3%]
s

" % Z e % %
o i Fi Fin. po i
R e By Ko7 B Ko
i) i g4 g b i
i % £ i) % 7
Time of measurement and MTU Time of mezsurement and MTU
Figure 13 ICMPv4 PTE filtering - MTU: 1280 Figure 14 ICMPv6 FTB filtering - MTU: 1280

http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdfd& )

2014/4/18 Fragmentation @ JANOG33.5 19



D59 A D T4 )L2(MTU=1500)

Mumber of probes

2014/4/18

g

L=

IPv4

1 Total
1177 1e¢  ues A3 g405 g7 Frags DK
w1z | 1024 | 10z0 | 108D | gpas | 104 . Eracs filtered
154 180 158 a3 - 123
ks %,
\/“ ( g}\_ :| -E' 3

%
By Uy 4 '@ %

Time of mezsurement and MTU

Figure 16: IPv4 fragment filtering - MTLU: 1500

Momber of probes

500

300

200

100

IPv6

— Todal

40 43 407 485 L. L e Frags OF

B Frags. filtered

w2 |22 24 2% | 2e | oy

2

Y, %, O,
Yo
T

o
(s
=y

e

iy
% % g

Time of measurement and MTU

E:’ £
*%sr% XX

|"" £
i

Figure 17: [Pvé fragment filkering - MTU: 1500

http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdfd )

Fragmentation @ JANOG33.5

20



D59 A D74 )L3(F/IMMTU)

IPv4(MTU=576)

1400 1363 1375
1705 jﬁ:gi— 1761 — Total
1200 - B Frags OF
B Frags filtered
Y 1000 -
=
E mol
h-]
E smf
|
2wl
0 |-
4 54 4
1}
1’%\’5 ‘%—% %\’a
s o Ay . .-?-
B B e
i " kb
& & 5

2014/4/18

Time of mezsurement and MTU

Figure 19: [Pv4 fragment filbering - MTU: 576

MNumber of probes

300

200

100

IPv6(MTU=1280)

507 457 503 1 Total
456 433
= s Frags. OF
B Frags. filtered
51 43 50
+ + &
f.-ﬁ’*-’g.} H, e,
oy, ity Py
: T z 7
e e B
i e i
L i C
Time of measurement and MTU

Figure 2(0: IPv6 fragment fltering - MTU: 1280

http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdfd )

Fragmentation @ JANOG33.5

21



Path MTU (IPv4)

797

Average number of probes

Figure 23: IPv4 common Path MTUSs

http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdfd& )

2014/4/18 Fragmentation @ JANOG33.5 22



Path MTU (IPv6)

179

Average number of probes

Figure 24: [Pv6 common Path MTUs

http://www.nlnetlabs.nl/downloads/publications/pmtu-black-holes-msc-thesis.pdfd& )

2014/4/18 Fragmentation @ JANOG33.5 23



IEPG88: Fragmentation and Extension
Header Support in the IPv6 Internet

Duplicate IPv6 addr |Duplicate IPv6 addr
Failure rate not removed were removed

Fragmentation 47.68% 41.57%
Extension Header 52.53% 44.85%
(8Byte)

Extension Header 92.17% 89.93%
(1KByte)

Oversized Header 71.85% 66.03%
Chain

http://www.iepg.org/2013-11-ietf88/fgont-iepg-ietf88-ipve-frag-and-eh.pdf
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