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O (£, Lpeer1 c&E#peer L L VB2 5) traffick ElTT=\\peer1 t D
eBGP session COHFIEDERILT 1L D

A TELWWwolume DFERICDULT, .
+ peer2 A \DLE Emore specificll ~

© peer I NDIRRILE ELEH D

packet flow



#fE: peerfd CGtraffick
AL =00

peerf@ CTE L 1=\ B

- mBEAEBLAL
- IGEFEIC LY EEET 5
- latency AN KL

- paid peerf2A\5
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[ilieE4 : peerﬁsﬁ CL<Hd

MAYTHYZ E1 Q) traffich |
BGP down ’

,L'
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A (3) AVTFYRA |
1 BhHh> TLRELIELY

packet flow
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packet flow =
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- eBGPRE@Mbest path selectionlZrouter IDCIE7:<
“IREEOERHAE” ORET SHZEMZL)
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MPLS-TE

+ ASADtrafficc HENTHIMET S Bl

- EIFHEEENCERL, €2 Arouting

- QoS+ AlgE

* MPLS(Multi-Protocol Label Switching) +
RSVP(ReSerVation Protocol)

. IP Packet|Zlabel&DIFTh7tIL1k

- RABAI7: b > X IL(LSP: Label Switching Path)
*D< 3
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trafficend-pointIZZEH 5T,
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MPLS + RSVP DL < H#

- LSPIZLSR(Label Switching Router: MPLS%EXET 3
router)&¥¢ 2x full meshy ES
- LSPIZRAREEDH packet flow

- BIEAMANENLD ¢ BIDOLSPApacket &N
Ry e
- R4 & R2 % R1
| 25147

- LSP&#RAHIICRSVP signaling

+ CSPF(Constrainted Shortest Path Flrst) S
- Link StateBU!DIGPICHTZ T D  jruwonman

2 transit router §

§ egress router §

IabelEﬂT 3

. OSPF \ A
. ISIS Lol g

LSPELCHOALOBREI NS s
BEARR TS DN ERND *

{ label&EDI7% 1



MPLS-TE

network event|2 &) HiEAHEE

15
Zz

RSVP signaling

LSPANZEFFIHICHE D

BB TCETHFREERRL T<NDINDT, FEHCLSTEFRE

LSPASE S TH Bllpacket lossCld7iu

- 1GPI2fallback 9 % (BGP Mprotocol nexthopDEERD =612
LSP + IGP&E{E.
BLEEN LSP > IGP)

fas

t reroute

LSPASSE B2 D

convergence 829 3

=012, H5Hh L
backup LSP%

;

=D (H<

koji@test-router> show route 192.0.2.0/24

inet.0: 57 destinations, 57 routes (57 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.0/24 *[BGP/170] 5d 07:12:01, localpref 100, from 192.0.2.1

AS path: I
> to 198.51.100.1 via ael1.0, label-switched-path r1-r5-00

koji@test-router> show route 192.0.2.1

inet.3: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.0.2.1/32 *[RSVP/7] 5d 06:47:49, metric 16
> to 198.51.100.1 via ael.0, label-switched-path r1-r5-00
[IS-IS/18] 5d 06:47:48, metric 16
> to 198.51.100.1 via ael.0, label-switched-path ri1-r5-00




MPLS-TE

- Fllem
. FETEA S DRI
s RIEEETAN 7 7
- mEreroutelL T<N5
+ R
- overlay model
- |abel overhead

- LSP size® & T 5126, HALSPEHONDtrafficE%®
hT7> L THANEBAH D
- automatic bandwidth |2EBZ
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IEATEAIMERIE D TT L1?

JANOGS3S
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— N\ A =Y R ICEBIFARBER 7

=R b e e
http://www.janog.gr.jp/meeting/janog33/program/gin.html

M S i )
http://www.janog.gr.]
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Iraffic Engineering

lEDVVGEEU E U/

Questions 9






+ Mis-Origin (2ig8/\13 v+ v 77)
- ARZRX
- MITM

http://www.renesys.com/2013/11/mitm-internet-hijacking/

- DDoS
. T TINEE

https://ripeb8.ripe.net/presentations/227/-
RIPE6S_2014_CRossow_Amplification_stripped.pdf

DNS=+- '/ <~/ 2 Poisoning, HeartBleed, SPAM/
Virus, MITB Tit‘\lj: ”/[/—7_—,]/ \//7“!! tlj:ié,s
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Mis-Origin
(FRESINA 27 )



Mis-Origin (2E&/\13v+Vv77) O
fRA]

- $ERET
http://www.nic.ad.jp/ja/ip/irr/jpirr_exp.html
¢ f\\\*sl-

- BGPMon
http://www.bgpmon.net/
- Sprefix T8z 5 cEH
- API
- twitter
* blog
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Mis-Origin (2E&/\13v+Vv77) O
SO 5

. {f1AS AMis-Origin TN TL'\S
> Mis-Origin #ZEREMRAIC AN

* Route Filter

= Rk

+ HAS AMis-Origin Ih7TL\3
>EODNRREEEZEVIRT
- more specific IR ERT
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RPKI

+ Origin Validation I ACAEETITNTCL\DA.
- K, FRERL TVLD I V&L

- BRAR

343 CROA Cache Server %3EFHT %
1ttp //www.janog.gr.jp/wp/rpki-routing-wg/

III-IJU

- ROA Cache Service &
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more specific 7i

EiR T

EONTEEEEEVRT
- RHITHRNDSIHDHL1IVLDT, RIRYUEER

» Peering /N\—kF—, 73y FEREENERE
ZITEH > T<M2L\WAE Lnauy
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DDoSOFEH]

- BIEOT—ERER /7 1)/—RER
+ CPU / Memory / TCP connection / bandwidth @A —/\—77
— B 5 TR FEOESE

771w 758R
B TS T2 A%
055

- flowtools

- exaddos

DDOSORRAN L L) RN EE.
7 7ILDORAADDeS Tz e iR o ol Wl cEd EH1C.
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DDoSO)¥FPh

+ Anti IP-Spoofing (BCP38)
- URPF

- packet filter

- http://www.ietf.org/rfc/rfc2827.txt
nttp://www.bcp38.info/

- PYT7BRE
A—T721)/ILIN— BLWTT LR?

REEE oo 2
- SNMP [Z7?
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DDoSO)YI R

+ Victim LOH—EXELLEHTE LU
bZ Yy FEREBANDIATL—3 Y
- Remote Triggered Blackholing
+ GSLB & > T=I N0 EN &R ¢ ISR

http://www.slideshare.net/AmazonWebServices/ddos-resiliency-with-
amazon-web-services-sec305-aws-reinvent-2013

* Victim EOH—EX & 1E&HLELY
=X eI (RRE D
- DDoS Mitigation 7 7747 VX
. DDoS Mitigation #—E X
sl e e
FZ A ORI —=E R
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Remote Triggered Blackholing

FEDBGP Community AMTUL\E=RRERESMEL CL\VSEIE,
AR CINT Y FE R T T VI L —F—C
olackhole 95 L < H

RFC5635, http://tools.ietf.org/html/rfc5635

- packet flow

XX X.X/32
community:  yyyy:zzz 109









IRR:
transit provider®filter % HllEH 9 5

C 2 h\Dinternet Routing Registry(IRR) [2EERT D
BENHD

HATL L fELNTL\SLD
+ JPIRR (jpirr.nic.ad.jp)

- JPNIC BETOT FL RFEE
- RADB (whois.radb.net)
B Eho 00y
* NTTCOM (rr.ntt.net)
- ntt.net 1—H—DH

112



IRR

+ http://www.nic.ad.jp/doc/jpnic-0107/7.htmi

- BELCmirror LCL\5T=280, BEARC MNP
I NnILLL)

- ILRAEDT=28 +1TPiEERT % CRib

rJ

ZDIRR DIEHK %=

Ho>TWEHN?

JPIRR RADB NTTCOM
FPRR O O y
0
 RADB
IRRA O o 0

NTTCOM O O O
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peering db

“HA2 tldpeering dbERTL RSV
CI OO CEEF

* www.peeringdb.com

| ==

H

?'r'm:g

JEEIdguest 77177 > kCOK

JASHIEER = &ixT D121

—H—ER ST —AR—RBEEDERIANE

ail addressdomainEBEoN50D ¢, ASt DR
EABE S AN mail address (&5
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peering db (213
LIBLI\AEEEICTEF D

- ASOERIGH

© 2]

- ASN

BRSSP L ICR 22 )
- traffic level

- looking glass / route server URL

- 1pv4 / multicast / 1pv6

- peering policy

- open / selective / restrictive / No
- BB Thpeer EREICTBHH?

- in / outDtraffictkRE=RGICT HH?
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cisco DA FTCRFaAAVIE
BRI CFIC—BMLEDOLVW\GE

default.html?mode=prod

2O BRLET 1,

http://www.cisco.com/cisco/web/psa/

2 2h\L XN ENdOOSDhceonfiguration guide/

comannd reference I217< OAA—ZFH

9o

e

LISl

— Cisco Systems TEIA
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12BGPLARIG. PBRTCLLY)ZFEREL CL\f=2 5. NTT
CREEI THLWVE, HLERIL—FEE RIS D
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e

CIRZR,

E—or O 7 Bl ceake A A C USRI
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X3 DE
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774w 72T
- ENE

BGPEALENEICE > (HEF. Il —EEEZXDCFIC. FiLWIL—~F
DIXEHE I config . BGPOA R ZFroute- map?‘)\)\‘JTEEb_d'“\ SN
DIL—FETE. EXOREFICHWTLE DLW OBEEBAREL F LT

BCTE LT, R—FkODOLEDAREICHKL o172 LIcel) L LPrE-H
(<) —EHER L L5256 TFLANDIL— LIV TULVEL =,

YL T ZLOETED N NZ VYV RIZO2>AYT>TLE ST
JCC. REICHA BT RT7 70w 712K., BEIBIC7LY) EF LT=

#BI2I2>TC. BENCHATL. TBERDRE 714 ILZIIEANV O] B
\l\éxt L/T:o
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ZESEDIT TS
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66

- FRET / 727 RIE. shutdownIKEE™T
+EFR. send T DIREBEL .

- MBI — RO RENIT5. T+ )TFA/NYTA
o AA G RBlsE. RIL—F -

- T P7ANERRIE. T 7)) —F &,
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KDHNFIPvORHLICIER C. BGPIL—%
D KX E!)ERE % IPv4/IPvo S LD EZ 5
cLCL\2r 25, IPvAD40BIL— -

FHMAATGICKCLE 2Tz L\ DFLVGEL
LHDENIVEN,
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HSBERNSDEVWEDHT CERETCTFALVEIANL (T LS 2
RO C kiS5 O RS CHRSCHES FILL—Fh
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Hitachi GR2000 13t ¥ ZffICFICA > TL =D T L {ffF
TVROTYA, AEADLL, BIMALAE>TLE
=128, 7ILIL— k&S T default D 1 FEDHICHIL)E
LU EWS 2L ELRSEABYET.

(1LY
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:T_,
O~ | N\

HFoundry®& & ¢la.

#show default values

Sys

tem Parameters Default Maximum Current

Ip-cache 204800 524238 2351010010

Ip-route 204800 524288 2351010010

(snip)w default values

CLDT=2RUC CRBIIRIETED TIT A defaultfEMNNTTF T I

KA

IR TAHAL ZNICR[AMI . AL\ LS MaxE CH

T CE AKX EDIEON R EZ7E 7 LI SHEEHLERL TUL'\>

CL3

=l
; \

:L/T:o

SA9FIEEC LR ESDTES LIFS < LT BMaxTh

A3

e o
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BUFRITEDTE S KXz HBHLWVETAL IPvedD
peer(not transit)ANRE CXE!)ARY I >T22 ¢
75\\\27_) l’) * L/T:o

peerfGld. £¥5 <. address-fa..... ipv4A*no activate
INTHs9. CHLDEELLGWVIPVAD 7ILIL—FA
IPv6 k7 > RAR— R CRA CF CLVELT=,

*NIC[DLCETC. 714 ILZEHFYUBRICHAIT LG
MOT=DC. peer up > AV/\—I 1V ADOTREHICIL—
g(gEjj)h\\\Uj < L) L/T\ \ \ \ \

A TCERNBL) FLT=,

— JPNIC MEIFA
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IL—T 45713 BL 2B ITEEITEML Z,

SEBULSUL T, HEIFERICEE > THRE(E=ELLE
CHSRPD) 7L — 71Dtz = X5
CRAYR S

[janog:12412] Re: [JANOG34Fa—k!)7
WL HOAD /IR X cC -k

— 1J MIFFA
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group id: 10



HSRP  {
group id: 10 }

group id: 20
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clear ip bgp *
e e FEoRED. i

H. VE—FXTLULTWBAEIRIL—3D 7
OY7OHBEE T >MR—RX MEEL
BFEob. EARBRVEER CC>IY JE—
L CT=OMAX> =L Ehb =2 A,
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