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BGP Selective Download
show ip bgp summary

10S—XEftshow ip bgp summary

BGP router identifier 10.255. 255.2, local AS number 64510

BGP table version is 7501, main routing table version 7501

500 network entries using 124000 bytes of memory

500 path entries using 60000 bytes of memory

25/25 BGP path/bestpath attribute entries using 6200 bytes of memory
25 BGP AS-PATH entries using 1240 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter—list cache entries using 0 bytes of memory

BGP using 191440 total bytes of memory

BGP activity 1500/1000 prefixes, 4000/3500 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent  TbIVer InQ OutQ Up/Down State/PfxRcd
10.255.255.255 4 64510 180 579 1501 0 0 02:41:15 0
203.0.113.250 4 64511 11 31 1501 0 0 00:25:17 500

N

.2.0/24

E496~A864509
B




BGP Selective Download
show Ip route summary

[0S—-XE#tshow ip route summary
IP routing table name is default (0x0)
IP routing table maximum-paths is 32

\ AS64496~AS64509

. 192.0.2.0/24
Route Source Networks Subnets Replicates Overhead Memory (bytes) 5004 %
application 0 0 0 0 0
connected 0 5 0 480 1440
static 0 0 0 0 0
ospf 1 0 3 0 288 876

Intra—area: 3 Inter—-area: 0 External-1: 0 External-2: 0
NSSA External-1: O NSSA External-2: 0

bgp 64510 0 500 0 48000 144000
External: 500 Internal: O Local: 0
internal 4 42072

Total 4 508 0 48768 188388

e m
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BGP Selective Download
show ip bgp

P .V

*
*>
*>
*>
*>
*>
*>
*
*
*
*
*
*>
*>
*>
*>
*>
*>
*

Origin codes:
RPKI val idation

Network

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

0

COOOOOOOOOOO0O0O0O0O0O00

PRRRPRORPORORORNORNNRNNN DN N

[0S-XE#show ip bgp
BGP table version is 7501,
Status codes:

local router ID is 10.255.255.2

s suppressed, d damped, h history, * valid, > best, i - internal
m multipath, b backup-path, f RT-Filter,

r RIB-failure, S Stale,
x best-external, a additional-path

i — IGP, e - EGP, ? - incomplete
[ invalid, N Not found

0/32
1/32
2/32
3/32
4/32
5/32
6/32
1/32
8/32
9/32
10/32
11/32
12/32
13/32
14/32
15/32
16/32
17/32

.18/32

Next Hop

203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203. 0. 113.
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113
203.0.113

codes: V valid

250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250
250

Metric LocPrf Weight

1657
1657
1657
1657
1657
1657
1657
1657
1657
1657
2073
2073
2073
2073
2073
2073
2073
2073
2073

[eNeNeNeoNeoNeoNeoNeoRe == NN N NN NN Nl

¢ RIB-compressed

Path

64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511
64511

64499
64499
64499
64499
64499
64499
64499
64499
64499
64499
64508
64508
64508
64508
64508
64508
64508
64508
64508

64506
64506
64506
64506
64506
64506
64506
64506
64506
64506
64502
64502
64502
64502
64502
64502
64502
64502
64502

64512
64512
64512
64512
64512
64512
64512
64512
64512
64512
64504
64504
64504
64504
64504
64504
64504
64504
64504

® ® ® ®D® D DD DD

(]

64503
64503
64503
64503
64503
64503
64503
64503
64503

64509
64509
64509
64509
64509
64509
64509
64509
64509 e

® @D ®®D®D® D D@ D
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BGP Selective Download

show ip bgp _64500$
~( YN

10S-XEttshow ip bgp regexp _64500%

BGP table version is 7501, local router ID is 10.255.255.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, ¢ RIB-compressed,

Origin codes: i — IGP, e - EGP, ? - incomplete

RPKI val idation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

> 192.0.2.110/32  203. 0.113. 250 1214 0 64511 64504 64500
*> 192.0.2.111/32  203. 0.113. 250 1214 0 64511 64504 64500
%> 192.0.2.112/32  203. 0. 113. 250 1214 0 64511 64504 64500
%> 192.0.2.113/32  203. 0. 113. 250 1214 0 64511 64504 64500
-snip-
*> 198.51.100.115/32

203.0.113.250 1214 0 64511 64504 64500
*> 198.51.100.116/32

203.0.113.250 1214 0 64511 64504 64500
*> 198.51.100.117/32

203.0.113.250 1214 0 64511 64504 64500
*> 198.51.100.118/32

203.0.113.250 1214 0 64511 64504 64500
*> 198.51.100.119/32

203.0.113. 250 1214 0 64511 64504 64500

[

nm
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BGP Selective Download
route-map

29

!

ip as—path access—list 1 permit _64500$
!

route-map AS645000rigin permit 10

match as—path 1
|

foute—map AS645000rigin deny 20

.
LLLLL




BGP Selective Download
table-map i #2517

[0S-XE#conf t

Enter configuration commands, one per line. End with CNTL/Z
10S-XE (config) #trouter bgp 64510

[0S-XE (config-router) #address—family ipv4 unicast

10S-XE (config-router-af)#table-map AS645000rigin filter
[0S-XE (config-router-af)#tend

[0S-XE#show ip route summary

IP routing table name is default (0x0)

IP routing table maximum-paths is 32

Route Source Networks Subnets Replicates Overhead Memory (bytes)
application 0 0 0 0 0

connected 0 5 0 430 1440

static 0 0 0 0 0

ospf 1 0 3 0 288 876

Intra—area: 3 Inter—area: 0 External-1: 0 External-2: 0
NSSA External-1: O NSSA External-2: 0

bgp 64510 0 500 0 48000 144000
External: 500 Internal: 0 Local: 0
internal 4 42072

Total 4 508 0 48768 188388

nm
CIsSCoO




BGP Selective Download
table-map & ##

[0S-XE#clear ip bgp table-map
[0S-XE#show ip route summary

IP routing table name is default (0x0)
IP routing table maximum-paths is 32

Route Source Networks Subnets Replicates Overhead Memory (bytes)
application 0 0 0 0 0

connected 0 5 0 480 1440

static 0 0 0 0 0

ospf 1 0 3 0 288 876

Intra—area: 3 Inter—area: 0 External-1: 0 External-2: 0
NSSA External-1: O NSSA External-2: 0

bgp 64510 0 20 0 1920 5760
External: 20 Internal: O Local: 0
internal 4 3672

Total 4 28 0 2688 11748

—rree




BGP Selective Download
show ip bgp summary

[0S-XE#tshow ip bgp summary

BGP router identifier 10.255.255.2, local AS number 64510

BGP table version is 7501, main routing table version 7501

500 network entries using 124000 bytes of memory

500 path entries using 60000 bytes of memory

25/25 BGP path/bestpath attribute entries using 6200 bytes of memory
25 BGP AS-PATH entries using 1240 bytes of memory

25 BGP route-map cache entries using 1600 bytes of memory

0 BGP filter—list cache entries using 0 bytes of memory

BGP using 193040 total bytes of memory

BGP activity 1500/1000 prefixes, 4000/3500 paths, scan interval 60 secs

Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd
10.255.255. 255 4 64510 181 581 7501 0 0 02:42:25 0
203.0.113.250 4 64511 72 32 7501 0 0 00:26:27 500

—trree
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BGP Selective Download

|0S-XR

RP/0/0/CPUO:T10S-XRi#tshow rpl|
Mon Jan 4 16:07:56.701 JST
as—path-set AS64500
ios—regex ' _64500%
end-set
]
route-policy Al [-accept
pass
end-policy
]
route-policy AS645000rigin
if as—path in AS64500 then
pass
else
drop
endif
end-pol icy
]

RP/0/0/GCPUO:10S-XR#tshow running-config router bgp
Mon Jan 4 16:08:08.396 JST
router bgp 64510
address—family ipv4 unicast
table-policy AS645000rigin
]
neighbor 203.0.113.250
remote-as 64511
address—family ipv4 unicast
route-policy All-accept in
route-policy All-accept out
]
!
neighbor 10.255. 255. 255
remote-as 64510
update—source Loopback0
address—family ipv4 unicast
route-policy All-accept in
route-policy Al [-accept out
next—hop-sel f
]
I
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Microsoft Routing Design for Large Scale Data Centers
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BGP-Only SDN for Large-Scale Data-Centers
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BGP swiss army knife
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- RFC6996 Autonomous System (AS) Reservation for Private Use
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private-as removal

router bgp 65536
I

neighbor 172.20.1.1
I

remote-as 65551
address-family ipv4 unicast

remove-private-as
I

- AS/NADHZE T PrivateASZEH ENRIIZHIBR
. CND3I2bitxF i D AE (route—map THEHT])
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JANOG26 IPZPRLADITH
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IPva7 LR 192.0.2.0/24 (TEST-NET-1) REC5737
(Fa—L) 198.51.100.0/24(TEST-NET-2)
203.0.113.0/24(TEST-NET-3)
IPva7FLA 10.0.0.0/8 REC1918
(F514_—F) 172.16.0.0/12
192.168.0.0/16
IPv67FL R 2001:db8::/32 RFC3849
DNS Name .example REC2606
example.com
example.net
example.org
JPFASY EXAMPLE.JP JPRS FAQ
EXAMPLE1.JP
FAL & H.IP
BGP ASN(¥'A—/3)L) 64496 — 64511(16bit) REC5398

65536 — 65551(32bit)
BGP ASN(F5A~—F) 64512-65534(16bit) REC1930
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BGP ASN 64512-65534(16bit) RFC1930
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APNIC!)Y—FH 1.0.0.0/24 APNIC Prop-109
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Private AS Removal

TFARRR

AS64511

LN

y—

RFC6996 Xt i i

RFC6996 5k %t it

AS64510

AS64512

.
.
.
.
L2
.
L7
.

o*
.
.

AS4200000001

=

.
‘e
.
.
.
.
.
.
e
.

*
*
.
*
*
.
*
.
e
.

Prepend
4200000002
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65551




Tue Jan 5 16:06:10.627 UTC

BGP router identifier 10.255.255.1, local AS number 64510
BGP generic scan interval 60 secs ASE4511 RFCEO9EEF G
Non-stop routing is enabled

BGP table state: Active

Table ID: 0xe0000000 RD version: 15 AS64510
BGP main routing table version 15

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ISSU Sync—Group versions 0/0

BGP scan interval 60 secs

Private AS Removal pran
— > Prepend
BG PT—7 )l/ 4200000002
4200000003

RP/0/0/CPUO : XR1#show version | include 10S ", | 4200000004
Tue Jan 5 16:06:05.067 UTC “1 4200000005
Gisco 10S XR Software, Version 6.0. 0[Default] 4 4200000006
cisco 10S XRv Series (Pentium Celeron Stepping 3) processor with 3 S AS4200000000 65551
10S XRv Chassis ="
RP/0/0/CPUO : XR1#show bgp V

AS4200000001

Status codes: s suppressed, d damped, h history, * valid, > best
i — internal, r RIB-failure, S stale, N Nexthop-discard

Origin codes: i — IGP, e — EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.255.255.101/32 10.10.10. 2 0 64512 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
*> 10.255.255.102/32 10.10.10. 10 0 64513 i
*> 10.255.255.103/32 10.10.10. 18 0 4200000000 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i

x> 10.255.255.104/32 10.10.10. 26 0 4200000001 1

e m
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Private AS Removal

— > Prepend
BG P 7 7 )l/ 4200000002
4200000003

RP/0/0/CPUO : XR2#show version | include 10S ", | 4200000004
Tue Jan 5 16:06:46.394 UTC 1 4200000005
Cisco 10S XR Software, Version 5.3. 0[Default] e
cisco 10S XRv Series (Pentium Celeron Stepping 3) processor with 3 A542[10€3‘550D0 4200000006
10S XRv Chassis 65591
RP/0/0/CPUO : XR2# show bgp

Tue Jan 5 16:06:56.343 UTC

BGP router identifier 10.255.255.2, local AS number 64510
BGP generic scan interval 60 secs ASE4511 RFCEI96EH G AS4200000001
Non-stop routing is enabled
BGP table state: Active
Table ID: 0xe0000000 RD version: 12 ASEA510
BGP main routing table version 12

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ISSU Sync—Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d damped, h history, * valid, > best
i — internal, r RIB-failure, S stale, N Nexthop-discard

Origin codes: i — IGP, e — EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.255.255.101/32 10.10.10. 6 0 64512 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
*> 10.255.255.102/32 10.10.10. 14 0 64513 i
*> 10.255.255.103/32 10.10.10. 22 0 4200000000 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i

x> 10.255.255.104/32 10.10.10. 30 0 4200000001 i




Private AS Removal &=
— « Prepend
BG PT—7 )l/ 4200000002
e, 4200000003
' 4200000004
e 14200000005
A 4200000006
AS4200000000 | gEEER1
10S-XE#tshow bgp =
BGP table version is 25, local router ID is 10.255.255. 255
Status codes: s suppressed, d damped, h history, * valid, > best, i — internal
r RIB-failure, S Stalei m multipath, b backup-path, f RT-Filter, ASBE4511 RECEO96E RS AS4200000001
x best-external, a additional-path, ¢ RIB-compressed,
Origin codes: i — IGP, e — EGP, ? — incomplete
RPKI validation codes: V valid, I invalid, N Not found ASE4510
Network Next Hop Metric LocPrf Weight Path
*> 10. 255. 255.101/32
10.10.1.6 0 64510 64512 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
* 10.10.1.2 0 64510 64512 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
* 10.255.255.102/32
10.10.1.6 0 64510 64513 i
* 10.10.1.2 0 64510 64513 i
* 10.255.255.103/32
10.10.1.6 0 64510 4200000000 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
*) 10.10.1.2 0 64510 4200000000 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
*  10.255.255.104/32
10.10.1.6 0 64510 4200000001 i
*) 10.10.1.2 0 64510 4200000001 i

e m
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Private AS Removal =
— Prepend
% 7]'/113’ 4200000002
e, 4200000003
' 4200000004
_.” 4200000005
4" 14200000006
AS4200000000 | gEEER1
10S-XE#tshow bgp ="
BGP table version is 29, local router ID is 10.255. 255. 255
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
r RIB-failure, S Stalei m multipath, b backup-path, f RT-Filter, ASBE4511 RECEO96E RS AS4200000001
x best-external, a additional-path, ¢ RIB-compressed,
Origin codes: i — IGP, e — EGP, ? — incomplete
RPKI validation codes: V valid, I invalid, N Not found ASE4510
Network Next Hop Metric LocPrf Weight Path
* 10.255.255.101/32
10.10.1.6 0 64510 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
*> 10.10.1.2 0 64510 65551 i
* 10.255.255.102/32
10.10.1.6 0 64510 i
*> 10.10.1.2 0 64510 i
* 10.255.255.103/32
10.10.1.6 0 64510 4200000000 4200000002 4200000003 4200000004 4200000005 4200000006 65551 i
*> 10.10.1.2 0 64510 65551 i
*  10.255.255.104/32
10.10.1.6 0 64510 4200000001 i . "
* 10.10.1.2 0 64510 i KxFAITIX16E v EHIBRESN TLNSA
2E Y IHIBRESN THELY

0 I
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Private AS Removal

D=7 S IURI?

P/0/0/CPUO: XR2#tshow rpl
Tue Jan 5 16:33:03.156 UTC
route-pol icy All
pass
end-policy
I
route-pol icy RFC6996
replace as—path ' [4200000000..4294967294]
end-policy
I

RP/0/0/CPUO: XR2#tconf t

Tue Jan 5 16:33:04.636 UTC
RP/0/0/CPUO:XR2 (config) #irouter bgp 64510
RP/0/0/CPUO:XR2 (config-bgp)# neighbor 10.10.1.5

RP/0/0/CPU0:XR2 (confi g-bgp—nbr) #address—family ipv4 unicast
RP/0/0/CPU0:XR2 (confi g-bgp—nbr-af) #route-policy RFC6996 out

RP/0/0/CPUO: XR2 (confi g-bgp-nbr-af) #icommit
Tue Jan 5 16:33:24.815 UTC
RP/0/0/CPU0: XR2 (confi g-bgp—nbr-af) #

AS64512

AS4200810000

ASEA511 RFCE996:& =i

AS64510

e m
CIsSCoO

Prepend
4200000002
4200000003

-Hmmm.42UUDDUUD4
~"1 4200000005
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65551




Private AS Removal
V=0T 5 9Uk?

ASB4512

AS4200010000

[0S—XE#tshow bgp

BGP table version is 29

Status codes: s
r
X
Origin codes: i
RPKI validation

Network
* 10.255.255

*>
* 10.255. 255

*
* 10.255. 255

*>
* 10.255. 255

*>
10S-XE#

local router ID is 10.255.255. 255

suppressed, d damped, h history, * valid, > best, i - internal
RIB-failure, S Stale, m multipath, b backup—-path, f RT-Filter,
best-external, a additional-path, ¢ RIB-compressed,

- IGP, e = EGP, ? - incomplete

V

ASE4511 RFCE996R TG AS4200000001

codes: V valid, I invalid, N Not found ASE4510
Next Hop Metric LocPrf Weight Path
101/32
10.10.1.6 0 64510 64510 64510 64510 64510 64510 65551 i
10.10.1. 2 0 64510 65551 i
102/32
10.10.1.6 0 64510 i
10.10.1. 2 0 64510 i
103/32
10.10.1.6 0 64510 64510 64510 64510 64510 64510 64510 65551 i
10.10.1. 2 0 64510 65551 i
104/32
10.10.1.6 0 64510 64510 i _
10.10.1. 2 0 64510 i Ez_f[j:[,\?"d:[,\

e m
CIsSCoO

Prepend
4200000002
4200000003

' 4200000004
~" 4200000005

4200000006
65551
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BEERE YD
- JANOG335

BGP Monitoring Protocol
http://www.janog.gr.ip/meeting/janog33.5/program/bmp.html

- JANOG34
IW—T AT T—DINERE=N | - )D—
http://www.janog.gr.jp/ meeting/janog34/program/rtabl.html

I0S-XE&LJUNOSD AR H &=
BMPH —/N\—MEIKEENEBINEFTRE


http://www.janog.gr.jp/meeting/janog33.5/program/bmp.html
http://www.janog.gr.jp/meeting/janog33.5/program/bmp.html
http://www.janog.gr.jp/meeting/janog34/program/rtabl.html
http://www.janog.gr.jp/meeting/janog34/program/rtabl.html

ZDi&

- Ryu BMPH—/\—MD & 15
http://osrg.github.io/bmp/

- APNIC38 BMP(BGP Monitoring Protocol) Testing by *JANOGers
http://www.slideshare.net/apnic/bmp—shishio—14104056 12

http://www.slideshare.net/apnic/bmpbgp—monitoring—protocol-testing—by—janogers—2—
1410809850

=bIZ
Open BGP Monitoring Protocol (OpenBMP) Collector

http://www.openbmp.org/

pmacct

http://www.pmacct.net

shfiatji,.
CiIsco
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http://www.slideshare.net/apnic/bmp-shishio-1410405612
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http://www.openbmp.org/
http://www.pmacct.net/
http://www.pmacct.net/
http://www.pmacct.net/
http://www.pmacct.net/

openbmp:172.16.1.253 5555
ryu :172.17.42.1 11019

CCCCC



BMP )
JL—RZa2 44

RP/0/0/CPUO : I0S—-XR#tshow running—-config bmp
Sun Jan 10 07:38:57.487 UTC
bmp server 1
host 172.17.42.1 port 11019
description RyuBMP
update-source LoopbackO
initial-delay 30
stats-reporting—period 50
I

bmp server 2

host 172.16.1. 253 port 5555
description OpenBMP
update-source LoopbackO
initial-delay 30
stats-reporting—period 50

|

RP/0/0/CPUO : I0S—-XR#tshow running-config router bgp

Sun Jan 10 07:38:51.927 UTC
router bgp 64510

address—family ipv4 unicast
[

neighbor 203.0.113.1
remote—as 64511
bmp-activate server 1
bmp—-activate server 2
address—family ipv4 unicast
route-policy all in
route-policy all out
|
!
—snip——

shfiatji,.
CiIsco




BMP

RP/0/0/CPUO : I0S—XR#tshow bgp bmp summary

Sun Jan 10 07:39:01.567 UTC

ID Host Port State
1 172.17.42.1 11019 ESTAB
2 172.16.1.253 5555 ESTAB

Time
06:13:22
05:11:29

shfiatji,.
CiIsco




BMP

RP/0/0/CPUO : 10S-XR#show bgp bmp server 1 detail

Sun Jan 10 07:39:07. 206 UTC Neighbor 192. 168.255. 1

BMP server 1 Messages pending: 0

Host 172.17.42.1 Port 11019 Messages sent: 43

Connected for 06:13:28 PEER-UP: 5

Precedence: internet PEER-DOWN: 0O

BGP neighbors: 3 ROUTE-MON: 38

VRF: - (0x60000000)

Update Source: 192.168.255.3 (Lo0) Neighbor 203.0.113.1

Update Source Vrf ID: 0x60000000 Messages pending: 0

Messages sent: 5540

Message Stats: PEER-UP: 5

Total messages sent: 9990 PEER-DOWN: 0
INITIATION: 5 ROUTE-MON: 5535

TERMINATION: 0

STATS-REPORT: 4179
PER-PEER messages: 5806

Neighbor 192. 168.255.2
Messages pending: 0
Messages sent: 223

PEER-UP: 5
PEER-DOWN: 0O
ROUTE-MON: 218




Ryu BMP Server

http://osrg.qithub.io/bmp/

instantiating app ./ryu-master/ryu/app/bmpstation of BMPStation

BRICK bmpstation

listening on 0.0.0.0:11019

BMP client connected, ip=192.168.255.3, port=38161

2016 Jan 10 22:47:16 | 192.168.255.3 | BMPlnltlatlon(lnfo [{t 'value'i bytearray (b’ Cisco I10S XR Software, Version 5.3.2 [Default]¥nCopyright (c) 2015 by Cisco
Systems, Inc.’), 'len : 87}, { type' : 2, 'value : bytearray(b’ IOS XR ) : 6}], len=107, type=4, version=3)

2016 Jan 10 22:47:16 | 192.168.255.3

BMPPeerUpNotification(is_post_policy=False, | en=184, local _address="0.0.0.0" , local _port=179, peer_address="0.0.0. 0", peer_as=64510, peer_bgp_id="192. 168. 255. 2", peer_dist inguis
her=0, peer_type=0, received_open_ message:BGPOpen(bgp identifier=192. 168 255. 2" hold_time=180, len=57, my_as=64510, opt param= BGPOptParamCapablIltyMuItlprotocoI(afl 1, cap_co
de=1, cap_length=4, length=6, reser ved=0, safi=1, type=2), BGPOptParamCapablI|tyC|scoRouteRefresh(cap code= 128, cap_length =0, length=2, type=2),
BGPOptParamCapabiIityRouteRefresh(cap_code:Z,cap_length:O,Iength:2,type:2), BGPOptParamCapabiIityEnhancedRouteRefresh(cap_code:70,cap_length:O,IengchZ,type:Z)
BGPOptParamCapabi | ityFourOctetAsNumber (as_number=64510, cap_code=65, cap_length=4, length=6, type=2) 1, opt_param_len=28, type=1, version=4), remote_port=43673, sent_open_mes sage=B
GPOpen(bgp_identifier:'192.168.255.3',hoId_time:180,Ien:59,my_as:64510,opt_param:[BGPOptParamCapabiIityMuItiprotocoI(afi:1,cap_code:1,cap_length:4,Iength:6,reserved:0,saf
i=1, type=2), BGPOptParamCapabilityCiscoRouteRefresh(cap_code=128, cap_length=0, length=2, type=2),

BGPOptParamCapab|I|tyRouteRefresh(cap code=2, cap_| ength=0, length=2, type=2) ,

BGPOptParamCapabi | ityFourOctetAsNumber (as_| number=64510, cap_code 65, cap_length 4, length=6, type=2),

BGPOgtParamCapg?ll|tyGracefuIRestart(cap code=64, cap_length=2, flags=0, length=4, t ime=120, tupl es=[1, type=2)],opt_param_len=30, type=1, ver sion=4), time stamp=1452499071. 75092, t
ype=3, version=

2016 Jan 10 22:47:16 | 192.168.255.3

BMPPeerUpNotification(is_post_policy=False, | en=184, local _address="0. 0.0.0" , local _port=32785, peer_address="0.0. 0.0", peer_as=64510, peer_bgp_id="192. 168.255. 1", peer_di stingu
isher=0, peer_type=0, received_open message=BGPOpen(bgp identifier="192.168. 255.1'  hold_time=180, len=57, my_as=64510, opt_param=[BGPOptPar amCapabilityMultiprotoco | (afi=1, cap_
code=1, cap_length=4, length=6, reserved=0, safi=1, type=2), BGPOptParamCapablI|tyC|scoRouteRefresh(cap code=128, cap_length=0, | ength=2, type=2),
BGPOptParamCapablIltyRouteRefresh(cap code= 2, cap_|l ength=0, length=2, type=2) , BGPOptParamCapablI|tyEnhancedRouteRefresh(cap code=70, cap_ Iength =0, length=2, type=2),
BGPOptParamCapablI|tyF0ur0ctetAsNumber(as number= 64510, cap_code=65, cap_length 4, length=6, type=2)], opt_param_len=28, type=1, version=4), r emote_port=179, sent_open message—BGP
Open(bgp_identifier="192.168.255.3" ,hold_time=180, len= 59 ,my_as= =64510 ,opt_ param—[BGPOptParamCapablI|tyMuIt|protocoI(af| 1 cap code=1 cap_length 4, Iength 6, reserved=0, safi=
1, type=2), BGPOptParamCapablI|tyC|scoRouteRefresh(cap code=128, cap_ Iength 0, length=2, type=2) , BGPOptParamCapabiIityRouteRefresh(cap_code:Z cap_ Iength:O Iength:Z type:2)
BGPOptParamCapablI|tyFour0ctetAsNumber(as number=64510, cap_code 65, cap_ Iength 4, Iength 6, type—Z)

BGPOgtParamCapg?ll|tyGracefuIRestart(cap code=64, cap_ Iength 2, flags 8, length=4, t ime=120, tuples [, type=2)1,opt_param_len=30, type=1, ver sion=4), time stamp=1452499071. 75092, t
ype=3, version=

TTITTrLTT
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Open BMP

http://www.openbmp.org/
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Open BMP
MySQL Ul

Mar iaDB [openBMP]> select Prefix, Origin_AS, AS_Path, PeerAddress, Peer ASN from v_routes;

| Origin AS

| Prefix | AS_Path | PeerAddress

| 192.0.2.81 | 64502 | 64511 64499 64508 64500 64505 64501 64504 64502 | 192.168.255.3 | 64510
| 192.0.2.49 | 64500 | 64511 64498 64507 64496 64499 64500 | 192.168.255.3 | 64510
| 192.0.2.89 | 64502 | 64511 64499 64508 64500 64505 64501 64504 64502 | 192.168.255.3 | 64510
| 192.0.2.85 | 64502 | 64511 64499 64508 64500 64505 64501 64504 64502 | 192.168.255.3 | 64510
| 192.0.2.77 | 64508 | 64511 64497 64506 64503 64500 64501 64498 64508 | 192.168.255.3 | 64510
| 192.0.2.18 | 64498 | 64511 64505 64499 64507 64504 64503 64498 | 192.168.255.3 | 64510
| 192.0.2.86 | 64502 | 64511 64499 64508 64500 64505 64501 64504 64502 | 192.168.255.3 | 64510
| 192.0.2.79 | 64508 | 64511 64497 64506 64503 64500 64501 64498 64508 | 192.168.255.3 | 64510
| 192.0.2.24 | 64501 | 64511 64508 64496 64497 64498 64499 64501 | 192.168.255.3 | 64510
| 192.0.2.40 | 64505 | 64511 64498 64502 64503 64507 64497 64504 64505 | 192.168.255.3 | 64510
| 192.0.2.34 | 64505 | 64511 64498 64502 64503 64507 64497 64504 64505 | 192.168.255.3 | 64510
| 192.0.2.35 | 64505 | 64511 64498 64502 64503 64507 64497 64504 64505 | 192.168.255.3 | 64510
| 192.0.2.64 | 64501 | 64511 64498 64502 64503 64499 64500 64501 | 192.168.255.3 | 64510
| 192.0.2.50 | 64500 | 64511 64498 64507 64496 64499 64500 | 192.168.255.3 | 64510
| 192.0.2.52 | 64506 | 64511 64496 64505 64502 64506 | 192.168.255.3 | 64510
| 192.0.2.94 | 64507 | 64511 64505 64497 64506 64507 | 192.168.255.3 | 64510
| 192.0.2.29 | 64501 | 64511 64508 64496 64497 64498 64499 64501 | 192.168.255.3 | 64510
| 192.0.2.45 | 64500 | 64511 64498 64507 64496 64499 64500 | 192.168.255.3 | 64510
| 192.0.2.2 | 64506 | 64511 64504 64503 64500 64506 | 192.168.255.3 | 64510

—t

| PeerASN

——t
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Open BMP
REST Ul

SHTSUCHI-M-51K1 :OpenBMP shtsuchi$ cur| —X GET http://10. 70.65. 196:8001/db_rest/vl/routers

{"routers”: {"cols”:10, “data” : [ {"RouterName”:"” 10S-

XR”, “Router IP”:7192. 168. 255. 3", “RouterAS” :0, “descr iption”: “Cisco 10S XR Software, Version
5.3.2[Default]¥nCopyright (c) 2015 by Cisco Systems,

Inc.”,”isConnected”: 1, “isPassive”:0, “LastTermCode”:0, “LastTermReason”:"”, “InitData”: ", “LastModified” :"20
16-01-11

10:29:20. 6171717}, {"RouterName”:””, “RouterIP”:"192.168.255.2", “"RouterAS”:0, “description”:””, ”isConnected”
1, “isPassive”:0, “LastTermCode”:0, “Last TermReason” :””, “InitData”: """, “LastModified”:"2016 -01-11

10:33:03. 454087}, {"RouterName”:””, “RouterIP”:"192.168.255.1”, "RouterAS”:0, “description”:”", “isConnected”
1, “isPassive”:0, “LastTermCode”:0, “Last TermReason” :””, “InitData”:””, “LastModified”:"2016 -01-11

10:24:19.5799937}1, “size”:3, “queryTime_ms”:1, “fetchT ime_ms”: 0} }

nm
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Open BMP
REST Ul

SHTSUCHI -M-51K 1:0penBMP shtsuchi $ curl -X GET http://10. 70.65. 196:8001/db_rest/v1/routers |

% Tota l % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 769 100 769 0 0 40995 0 —i-—im— i - 40473
{
“routers”: {
“cols”: 10,
“data”: [
{
“Ini tData”: ””,
“LastModified”: “2016-01-11 10:29:20.617171",
“LastTermCode”: 0,
“LastTermReason”: "
“RouterAS”: 0,
“RouterIP”: “192.168.255.3",
“RouterName”: “I10S-XR”,
“description”: “Cisco 10S XR Software, Version 5.3.2 [Default]¥nCopyright (c) 2015 by Cisco Systems,
“isConnected”: 1,
“isPassive”: 0
1,

“Ini tData”: ",

“LastModified”: “2016-01-11 10:33:03.454087",
“LastTermCode”: O,

“LastTermReason”: "

“RouterAS”: 0,

“RouterIP”: “192.168.255.2",

“RouterName”: “”

“description”: “”

“isConnected”: 1,

“isPassive”: 0

python -m json. tool

Inc.”,




=&

- BMPIZ%59 <CRFC (3R7E IESG Evaluation)
. JL—ANEELEZ TEF-(10S/JUNOSIZH#E= . I0OS-XR/GoBGP# E)
- BMPH—/N\—OFEELZL T —EIR—XZAWVERANLZEDELH S

au

- BiFIEEDS



Agenda

- BGP Selective Download
- BGP 4byte Private AS

+ BMPH—/\—

- BGP Flowspec



BGP Flowspec(RFC5575)

Netflow
collector o
<y 2=k
/ = H—EX

203.0.113.1




~EwD

ESBE

L]

- JANOG35
- BGP Flowspec(RFC5575)

https://www.janog.gr.ip/ meeting/janog35/program/bgpfs /

- JANOG35.5
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