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NAS : Non-Access Stratum
RRC : Radio Resource Control

PDCP : Packet Data Convergence Protocol
RLC : Radio Link Control

MAC : Medium Access Control

PHY : Physical (Layer)
XRRCHMBPHYZET : Access Stratum
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e PHY (Physical layer)
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e MAC (Medium Access Control sublayer)
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e RLC (Radio Link Control sublayer)
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e PDCP (Packet Data Convergence Protocol sublayer)
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e RRC (Radio Resource Control)
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e NAS (Non-Access Stratum control protocol)
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e EMM (EPS Mobility Management)
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e ESM (EPS Session Management)
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16:55:09.424 | LTE BCCH-SCH | DL systemInformationBlockTypel
16:55:09.498 | LTE BCCH-SCH | DL
16:55:09.499 | LTE BCCH-SCH | DL systemInformationBlockTypel
16:55:09.516 | LTE BCCH-SCH | DL
16:55:09.535 | LTE BCCH-SCH | DL

» 16:55:09.555| LTE NAS UL attachRequest
16:55:09.555 | LTE CCCH UL rrcConnectionRequest
16:55:09.640 | LTE CCCH DL rrcConnectionSetup
16:55:09.645 | LTE DCCH UL rrcConnectionSetupComplete
16:55:09.683 | LTE DCCH DL dlInformationTransfer
16:55:09.685 | LTE NAS DL identityRequest
16:55:09.685 | LTE NAS UL identityResponse
16:55:09.685 | LTE DCCH UL ulInformationTransfer
16:55:09.921 | LTE | DCCH |DL ueCapabilityEnquiry
16:55:09.928 | LTE DCCH UL ueCapabilityInformation
16:55:09.968  LTE DCCH DL securityModeCommand
16:55:09.969 | LTE | DCCH |uL securityModeComplete
16:55:09.969 | LTE DCCH DL rrcConnectionReconfiguration
16:55:09.979 | LTE ' DCCH luL rrcConnectionReconfigurationComplete
16:55:09.979 | LTE |NAS | DL attachAccept
16:55:09.980 | LTE NAS DL activateDefaultEPSBearerContextRequest
16:55:10.003 | LTE | NAS |uL attachComplete
16:55:10.004 | LTE DCCH uL ulInformationTransfer
16:55:10.029 | LTE DCCH DL diInformationTransfer
16:55:10.033 | LTE |NAS |DL eMMInformation
16:55:10.144 | LTE BCCH-SCH | DL systemInformationBlockTypel
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4 UL-NAS-EMM-Plain-Message
4 security-Header-Type
plainMsgNotSecurityProtected = NULL
4 protocolDiscriminator-UL
4 ePSMobilityManagementMessage-UL
spare = 01
4 ePSMMMessageType
4 ePSMMMessagel-UL
4 attachRequest
4 nASKeySetIdentifier
tSC = native_security_context_for_KSI_asme
nASKeySetID = 010
4 ePSAttachType
spare = 0
ePSAttachTypeValue = Combined_EPS_IMSI_attach
4 oldGUTIorIMSI
identityDigitl = 15
oddevenIndicator = Even
4 typeOfldentity

4 ti6
meeDigit2 = 4
mccDigitl = 4
mncDigit3 = 15
mceDigit3 = 0
mncDigit2 = 0
mncDigitl = 1
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p Paging
RRC Connection Request >

RRC Connection Setup

F
RRC Connection Setup Complete (/w EMM : Service Request)
DL Information Transfer (/w’:MM : Detach Request) ! ®* v FI—9m5ElEER (EM : Detach
P — Request) #3519 %A%, Detach Typeht
® [Re-attach required] &% ->TLV5,

UL Information Transfer (/'w EMM : Detach Accept)’

RRC Connection Release

RRC Connection Request ) @ik (% Re-attach required] MIETIZHELY
RRC Connection Setup DetachFIEZETE%R. fIEZHEK (EW :

3 | Attach Request) ZHHTEIIET S,

RRC Connection Setup Complete
(/w EMM : Attach Request + ESM : PDN Connectiv’iiy Request)
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DL Information Transfer (/w EMM : Identity Request)
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UL Information Transfer (/w EMM : Identity Responsg) >
DL Information Transfer (/w ESM : ESM Information Request) _
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UL Information Transfer (/'w ESM : ESM Information|Response) > @ g;k -é;h“ ﬁﬁuﬁﬂiliAPN (soracom. i0) Eﬁé o
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p RRC Connection Release
BMEMM : Attach Reject
— EMM Cause 19 ESM failure
BMESM : PDN Connectivity Request
— ESM Cause 29 User Authentication Failed
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RRC Connection Request

>

RRC Connection Setup

RRC Connection Setup Complete

Initial Direct Transfer (GMM : Attach Request)

Downlink Direct Transfer (GMM : Authentication apd Ciphering Request)

>

Uplink Direct Transfer (GMM : Authentication and

phering Response)

Downlink Direct Transfer

MM : Attach Accept)

>

Uplink Direct Transfer (GMM : Attach Complete)

Downlink Direct Transfer (GMM : GMM Information)

>

RRC Connection Release

RRC Connection Release Complete

RRC Connection Release Complete
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Downlink Direct Transfer (SM : Actlvatla PDP Context Reject)

RRC Connection Release BSM : Activate PDP Context Reject
¢ — SM Cause 29 User Authentication Failed

RRC Connection Release Complete
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) 3GPP Technical Specification (Release 12)

TS 36.300 E-UTRA and E-UTRAN Overall description
- TS 36.331 E-UTRA RRC protocol specification
- TS 25.331 RRC protocol specification
- TS 24.008 Core network protocols
- TS 24.301 NAS protocol for EPS
- TS 23.401 GPRS for E-UTRAN access
- TS 29.061 Interworking between the PLMN supporting packet based services and PDN
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