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DNS Privacy Overview

Allison Mankin & Shumon Huque, Vensign Labs

DNS-OARC Fall Workshop

Ociodber 3. 018
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Presenter : Allison Mankin & Shumon Huque, Verisign Lab
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DNSSEC(RFC 4033). NSEC3. RFC 7258. RFC 7624,
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Summary of DNS system risks

Root Name Server

93.184.216.34

www.example.com

A

Internet User
(Client)

A: 12.345.678.90

https://indico.dns-oarc.net/event/24/session/6/contribution/24/material/slides/0.pptx 5518
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Data Handling (kU= —)
Query Confidentiality (B&S1k)
Qname Minimization (BULVEHTEAETDREERIL)

m Additional Risks and Mitigations
Enumeration *1
Size-based side channel (BBE{tN/zIBik=iEAIT IINE)

*1 NSECS5 (CDUVC= https://www.youtube.com/watch?v=t4tro7BP6CA

m Domain Name Leakage in Other Protocols

TLS server name extension (TLSIBEICESFEND RAA > ZAITEN)
DHCP FQDN option (DHCPTHBRE#RDYU X27)
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Using TLS for DNS privacy in practice

Using TLS for
DNS Privacy
in Practice

Sara Dickinson
Sinodun

OARC Fall Workshop 2015
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T-DNS: Connection-Oriented DNS
to Improve Privacy and Security (extended)

- [ -

tionally to authoritative servers. Expectations about DNS
suggest connections will balloon client latency and over-
whelm server with state, but our evaluation shows costs are

modest: end-to-end latency from TLS to the recursive re-
solver 1= only about 9% slower when UDP is used to the
authoritative server, and 22% slower with TCP to the au-

thoritative. With diverse traces we show that frequent con-

nection reuse 1s possible (6U=Y3% tor stub and recursive re-
solvers, although half that for authontative servers), and af-

ter connection establishment, we show TCP and TLS latency
15 equivalent to UDP. With conservative imeouts (20 s at au-

http://www.isi.edu/publications/trpublic/files/tr-693.pdf "55|H
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Current status

Software digit LDNS getdns Unbound
. client _— .
mode client (drilD stub recursive® sgerver client

TLS

0Q00P

Dark Green: Latest atable release supports this

B Light Green: Patch available
Patoch in progress, or requires building a patched dependanoy

B Yellow:
B Grey: Mot applicable or not planned

* getdnz uses libunbound in reocursive mode

NSD BIND

server/
client
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Next Steps in DANE Adoption
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Next Steps in DANE Adoption

Shumon Huque, Verisign Labs

DNS-QARC 2015 Fall Workshop, Montreal, Canada
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DANE for SIP
ClientsEEAZ
DANE/DNSSEC Chain Extension for TLS
Payment Association (PMTA)
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#Signed | %Signed | #TLSA %TLSA
zZones of sighed

118m 524k 0.44% 4100 0.78%
NET 15m 94Kk 0.63% 1432 1.52%
Alexa 100k ~100k 1039 1.04% 44 4.23%

#TLSA zones: #signed zones that have deployed at least 1 TLSA record.
%TLSA of sighed: What percentage of the signed zones are they.

records | RRsets Comparing COM+NET

COM 6,340 5,516 with previous study:

~EV 2,583 2,279 7795 TLSA names vs 1533
Alexa 100k 120 118 5532 zones vs 565

https://indico.dns-oarc.net/event/24/session/6/contribution/23/material/slides/0.pdf XD 5|H
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Benchmarking of authoritative DNS servers and DNSSEC impact
assessment

= CZ.NICH'BIFE L TLYBKNOT DNS authoritative DNS serverd/\
S FNY—TEROIREG
Impact of unknown EDNS options on the DNS
s ISCTEIEINE. RBAIREDNSAT > a > hMERSNZSE
EDNS failure mode ODARFEAE EFERDIE

Benchmarking and profiling DNS systems with modern Linux
tools

= netsniff-ng toolkit PEEXEY —ILDFHEEE. CNSZFEOEN
FN—DDOFERZIREG

Impact of DNS over TCP - a resolver point of view
s TCPZFAELZEU -2 T 5 —)\DORZRE L THD
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Neutering ANY query: How to do it

CLOUDFLARE

Neutering ANY query: How to do it

CE5BO#EE( https://www.youtube.com/watch?v=Gt9VUPDoZk0 m'5
(1:01:20/2DH5)
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from “Neutering ANY query: How to do it” by
Olafur Gudmundsson & Filippo Valsorda, CouldFlare
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DNS Big Data Analytics

DNS Big Data Analytics

DNS-OARC Fall 2015 Workshop
October 4th 2015

Maarten Wullink, SIDN
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CE550OEE(E https://www.youtube.com/watch?v=LLDGbnxOmwc n5
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ENhanced Top-Level Domain Resilience through Advanced Data
Analysis

s SIDNIZREDITUZEDIFDOTLD
3.1 million distinct resolvers
1.3 billion query's daily
300 GB of PCAP data daily
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SQL support

Scalability

High performance

Capacity for >1 year of DNS data

Extensibility

Stability

Don’t spend too much money!
= SQL on Hadoop

HDFS

Impala

Parquet(/\—4 1)
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SQL on Hadoop

Hadoop Hadoop Hadoop
Node N Node N+1 Node N+2

IMPALA IMPALA IMPALA

PARQUET PARQUET PARQUET

s parquet(INSALAFEDBTHD. A RXFTLDT—HFIIFBICIIIYYFU
NI A= RICEBALTULD

s Hadoop HDFST3EY T 7 1)L X5 Al fault tolerance. redundancy.
scalability(CEEAL TL\D

s ImpalalESQLOKXREWHNIET > > THD., S RXFLADINTA XA E
SQLE#i[CEEL TS
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data

row oriented

A1l
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‘ column oriented
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1 Applications and services
1 Platform
1 Data sources
-1 Privacy framework

-
4
User Interfaces | API’s '

Services and applications

DNS “big data” platform

I Algorithms

| —
Storage
I Engine I

\.II‘ V
Sources('internal and external )
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Privacy JL— LD —70
m Dutch Data Protection Ack (A S >4 BDOBEHRIWBP) (CKDiRE!
BEANIBEHROTEE(*)

= ‘any piece of information regarding an identified or
identifiable natural person” and the processing of personal
data as ‘any action or sequence of actions involving personal
data, including but not restricted to the collection, recording,
sorting, [---] deletion or destruction of such data’
* https://www.sidnlabs.nl/SIDN_Labs_Privacyraamwerk_Position_Paper_V1.4_ENG.pdf

Legal and organisational ENTRADA data platform (technical)

L7 &(CPEP (policy
enforcement point) Z:%&

Security and stability

|

R&D
licence .
= Adjustment : . —_
justments . {S; J
(&i 1 = ata analysis L./\ PrlvaCYj % /r)|/
= = : o HTEDLHAFIZEE
T | Draft i H —
e A“Fh"f Policy rivac R =8 T Storage
(Application ar =
Developer) H f
. DNS packets (PCAP)
W r Collection
' ‘l
""" .nl name servers
DNS queries and responses
‘j "j "5 ‘j .......... "j Resolvers
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name PCAP
server staging decode

Analyst

Enrich

Query data available for analysis within 10 minutes
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Example query, count # ipv4 queries per day.

select concat ws('-
’,day,month, year), count(1l)
from dns.queries

where 1pv=4

group by concat ws (' -
’,day,month, year)

25 :
D Single Thread =
9 10 Threads s
£ :
E
£ :
/)]
c
(@]
& 5|
[h]
c
0

Day Month Year
Query response times

1 Year of data is 2.2TB Parquet ~ 52TB of PCAP
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Statistics (stats.sidnlabs.nl : JRD2R—ZTHE)

Scientific research (collaboration with Dutch Universities)
Operational support for DNS operators
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statsZ/ =7 ( http://stats.sidnlabs.nl/#dns)

Unique domain names

How many unique domain names are queried each day? This chart shows how many unique existing domain names are queried each day (response code "OK"). Also displayed
is the number of non existing unigue domain names (response code "NXDomain"). The queries for non existing domain names show a much more unpredictable pattern.
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Query type
Each DNS query contains information about the type of response required from the server, this is called the query type. If we look at a query for a version 4 IP address, the query
type will be "A" and for locating the mail server for a domain name the guery type "MX" is used. This chart show how often the most common query types are requested. More

information about DNS resource record types.
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Response code

The response for a DNS query contains a response code which indicates if the query was successfully processed (response code "OK").
Other response codes include "NXDomain" for non existing domain names and "Refused" for queries which are not accepted by the server.
There are more DNS response codes but they are only used in a small percentage of all queries.

Zoom Im 3Im 6m jaar 12m All From | Oct 16, 2015 | To | Jan 16, 2016
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m 3

Queries by resolver IP version

Because the world is running out of IP version 4 addresses, a new IP version 6 has been developed some time ago. The IP version 6 adoption is still quite low.
This chart shows the percentage of queries sent by resolvers using an IP version 6 address.
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Home Events domain name or date Lookup

DNS security scoreboard

Visualizing phishing, botnet and other DNS based malware activity.

New events 0

Home
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Overview
seidenstickeronline.nl Change scale =
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Managing DDoS Attacks -
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m Presenter: Brian Somers, OpenDNS
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Z.mydomain.com stored as levell-nxdomain-count
Y.Z.mydomain.com stored as level2-nxdomain-count
X.Y.Z.mydomain.com stored as level3-nxdomain-count
** X.Y.Z.mydomain.com stored as level3+-nxdomain-count
Ratelimit based on per-zone *-nxdomain-count
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