Anti-DDoS Bot
(gobgpd + flowspeci)

JANOG37
Shintaro Kojima / @codeout

:. . r ﬁ % @
https://www flickr.com/photos/iloveui/7090895435/ s,




ING HKER
A=Y R

¥ () codeout /
http://about. me/cddeout lﬁ



http://about.me/codeout




EFAN—I3Y

IVRATLTEIMULET

¥

vy aik— Iib Yy OULET

. it USBHATEEEA D
DDOSH\MEEDFT




false positive N THEBZES
L\ FE L 72l

h& BT 3
<BL/YTIL
TUI)




t;

CABDESTT?
- 1. Fry hTHS

2. flowspec Txiik

flowspec
AUS2—PME
BENTHEULWDPDT







% osrg/gobgp

https://github.com/osrg/gobgp
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https://github.com/osrg/gobgp
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Wataru Ishida

https://github.com/osrg/gobgp/blob/master/docs/sources/route-
reflector.md
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var grpc = require('grpc’);
var api = grpc.load('node_modules/gobgp/deps/gobgp/gobgp.proto’).gobgpapi;
var stub = new api.GobgpApi('localhost:50051', grpc.Credentials.createlnsecure());

var call = stub.getNeighbors({});
call.on('data’, function(neighbor) {

console.log(JSON.stringify(neighbor)); R P‘ :

var netconf = require('netconf’);
var router = new netconf.Client({
host: 'localhost’,
port: 830,
username: 'codeout’,
password: 'password’

1)

router.open(function afterOpen(err) {

10 if (lerr) {

11 router.rpc(’'get-bgp-neighbor-information’, function (err, reply) {
12 router.close();

13 if (err) {

14 throw (err);

15 }

16 console.log(JSON.stringify(reply));
17 1)

18 } else {

19 throw (err);
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NETCONF / SSH
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1 var Gobgp
2 var gobgp
3

require('gobgp’);
new Gobgp('localhost:50051");

4 gobgp.modPath('ipv4-flowspec’,

5

'match source 10.0.0.0/24 then rate-limit 10000');




require('gobgp’);
new Gobgp('localhost:50051");

1 var Gobgp
2 var gobgp
3
4 gobgp.modPath({path: { nlri: <Buffer >,
pattrs:
[ <Buffer 80 0e 0b 00 01 85 00 00 05 02 18 0a 00 00>,
<Buffer 40 01 01 02>,
<Buffer c0 10 08 80 06 00 00 46 1c 40 00> ] }});




ishidawataru 11H 28 17:28
Hi! originally we had such APIs but we removed since preparing all the BGP

But | understand it’s difficult for some languages which don't have good BGP
library to play with current gRPC API.

Maybe it will be good to have some portion of basic BGP structs in gRPC API
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codeout/gobgp-node

https://github.com/codeout/gobgp-node
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https://gist.github.com /codeout/20bc799560b6efe7b2be
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" codeout 10:04PM
hubot flowspec add match source 10.0.0.1/32 then rate-limit

1000000

s hubot 207 10:04 PM
<= Flowspec route originated
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