
1	Monterey,	CA	



Who	am	I?	
•  .r¾�@¾(Chika	Yoshimura)	
•  NTT	Communica=ons^L	
–  AS2914ëĒčďġģąăĢĉđ
Ā	

– |A�0�	
–  GIN	(AS2914)	æ3PÓøÌ	
–  OCN	(AS4713)æ10PÓøÌ	

•  ©2	
–  ĐĜĞĢĆ	(ħStarbucksæmac
þ¶Ìå��þÚåÌúėĞþ
Üú)	

– k�	
–  iPhoneæ��hU¾(¦j�æ
�âåòÜ)	

	
	

	

2	Starbucks!	



3	San	Jose,	CA	



Somewhere	in	the	US	 4	



5	May	the	force	be	with	you!	



BGP	Hijack	Issue	on	Nov	6	
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hTp://www.bgpmon.net/large-scale-bgp-hijack-out-of-india/	
May	the	force	be	with	you….	



BGP	Áijack	çì	
•  �ASëIPĀĐĠĊN¾þÇºx ëASÐø$_êBGPQ1
Üú(*)	Öç	
–  (*)	BGP	Origin	ASþ�âåQ1	

•  ßçÎí¾2.16.65.0/24	
–  AS2914ëIPĀĐĠĊN:æÜ	
–  AS2914
AÑ� ëôëçÚåBGPQ1Úß=-	Æ	BGP�
ªhijack	

•  hijackØûßBGP�ªþÇx ë�ªç�ÛåÚòÍÖçÑ
ËùòÜÈ	

•  x �ªç�Ûß=-Çhijack�ëASîďĝėāčąÑ{
ûúÖçÑËùòÜÈ	

•  ÕâÖÍ��ÚåòÜÈ	
–  2015/08/01-2015/12/31Ħ	8504
�	(BGPStream¥ï)	
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Typical	Root	Causes	
•  \7�êÇZ\þbâåöú	(Maliciously)		
•  º\7�êÇZ\éÓöú	(Non-maliciously)		
– ãòùÇ²�ĚĊ	
–  (�)	�ªëĞģą	

•  �ÎíÇeBGPæ)�Úß�ªþIGPêre-distribute	
•  ÞëIGP�ªþÇ
Rì"ëeBGPêĞģąÚáõÍçÐ	

–  (�)u¤�ê�âåß�ªþAêĞģą	
•  u¤�>æėğğģďþ�ÍÖçìßòêËú	

–  BGPėāğċģëĚĊÑBÌçd}	
	

•  (FYI)	Mul=ple	origin	
–  2ã
�ëOrigin	ASÐø�ªQ<ÜúÖç	
– �ªhijackæìéÌ	
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BGP	Áijack	Issue	on	Nov	6	
•  BGPMonê÷úçĦ	
–  2015/11/06	05:52	–	14:40	UTC	
– AS9498	(Bhar=	Airtel)	ÑÇ9498þOrigin	ASçÚå�i
ëprefixþBGPQ1	

– Ï÷Þ2000ASÇ16123prefixÑhijackØûß	
•  AS3257/GTT,	AS4755/Tata	Communica=ons	etc	
•  AS2914/NTT	Communica=ons	(Yes	it’s	us!)	

–  hijackìlO�ê¨ÒåÌúÑÇy¬�CÒéhijack
ë�ãàâßÈi%ĒčďġģąÑU»þ)ÕßÈ	

•  hTp://www.bgpmon.net/large-scale-bgp-hijack-
out-of-india/	
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Root	Cause	of	Åhe	Hijack	Issue	
•  
ëçÖü�m	
–  AS2914ÐøAS9498êĔĀĞĢĆ→Root	CauseêãÌåì
­�éÚ	

–  BGPMonô[<éÚ	
–  NANOG	ML�æô[<éÚ	

•  H¹ëhijack�ªÐød}Üúê…	
–  eBGPÐøôøâß¾->	IGP	->	eBGP	çĞģąÚßëÐé…?	
–  BGPėāğċģoÒ·³âáõâßëÐé…?	

•  ÌüÌüd}ìæÒúÑÇ�KëçÖüRoot	Cause
ì÷Ó ÐøéÌ	
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11	AS2914	Sumo	and	Tanuki	s=ckers	



AS2914	Opera=onal	Timestamp		
•  Nov	06¾/�ÑhijackêzäÓ	
•  Nov	06	AS2914	NOC	->	AS9498îěģğ	
•  Nov	07	AS2914	NOC	->	AS9498î�Rěģğ	
•  Nov	07	AS9498Ðø­�Ëù	
– &5êãÌåì¢(éÚ	

•  Nov	07	AS2914	NOC	->	AS9498îěģğÈ&5ê
ãÌå�RĔĀĞĢĆ	

•  ÞëVì­�éÚ	
	
•  BGPMonëěĢēģç±gÚåU»�6þ¥t	
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13	Monterey,	CA	

	



(A)	Âther	ASes	Prefixes	Hijacked	and	
Adver=sed	to	Our	ASes	

•  hijack�ªÑ�ASî{�Üú	
–  ďĝėāčąîëU»ìĨĦËú	

•  �AS	->	hijack�ªËåëďĝėāčąÑÇhijack�ê{ûúÈ	
–  èÖÐø{�ĨĦ�êĖĀö�{ASÐø	

•  ¼IASÐøô{�Üú*�YìËúÑÇ���êì�ÎêÓÌ	
•  prefix-based	filterþoÌåÌúÖçÑBÌßó	

–  ¸W�ìéÌëĨĦËúêìËú	
•  Origin	Valida=on	(
��G�êOV)	þ�ÎíĦ	

–  hijack�ªë{�þ¸ÔÖçÑæÒú	
–  …ÑÇOVþ�Íßóêì,ÄrefixëROAÑX�	
–  ROAë�]ì,ASê�ØûåÌú	
–  ãòùÇ�ASàÕæE�Üú¸W�æìéÌ	

•  BGPėāğċþ´!êoÕíĦ	
–  hijack�ªë{�þ¸ÔÖçÑæÒú	
–  �ASææÒúÇðñ3�ë¸W�	
–  ßàÚÇ²��Ç'ÚÌėāğċþoÕéÌçÖüôËú	

14	



(B)	Our	Prefixes	Hijacked	and	
	Adver=sed	to	the	Internet	

•  �ASë�ªÑhijackØûÇ�ë�ê{°Üú	
–  ďĝėāčąîëU»ìĨĦËú	

•  �AS	->	�ASËåëďĝėāčąÑÇhijack�ê{ûú	
–  èÖî{°Ĩ	

•  �ª{�ęĂĢďæBGPėāğċþÚåéÐâßùÇÚååôÜù
aÕåÚòâßAS	

•  OVþÚåéÌAS	
–  ¸W�ìĨĦðñ~Ì	

•  �ë�îë�ª{°þwóúÖçìÇ;q�êæÒéÌ	
•  �ªë)Õ�ûęĞĈģöėāğċ£FìÇ,ASê�ØûåÌ
úßóĤ,ASæçåô'ÚÌėāğċþoÌßùÇOVþ£FÜú
X�ÑËúĥ	

•  ROAþ��ÚåÏÕíĦ	
–  OVþ�âåÌúASîë{°þwóúÖçÑæÒú	
–  …ÑÇOVþ�ASîS#ÜúÖçìæÒéÌ	
–  ãòùÇ�ASàÕæE�Üú¸W�æìéÌ	
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16	AS2914	Sumoes!	



17	AS2914	Sumo	and	Tanuki	s=ckers	



{�ÚòÚß	
Ães,	we	received	some	of	them	

•  2015/11/06	05:52:05	-	14:37:41	UTC	
•  4513	prefixes	(IPv4:	4512,	IPv6:	1)	
–  BGPMonë��çM ÑËúëìÇhijackëU»�
6ìÞôÞôASê÷âå�éúßóæÜÈÖÖÐøÏ
�ÝÜúĎģċìÇAS2914æ¡}ÚßĎģċæÜÈ	

– U»�ªÑJéÌ��ìĨĦTl¢ÌòÜ	
•  �êĖĀÐø{�ÚòÚß	
– ��ASìôçôçD9ÚéÌ	
– ¼IAS0ÕêìĄČĄČëfilterþoÌåÌú	
– ĖĀAS0ÕêìÇÙâÓùçÚßfilterþoÌåÌú	

•  �ASë�ªì{�ÚòÝÿæÚß	
– �ASë�ªìÇôçôçAS2914�µê½LPæD9	
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BGP	Update	of	Hijacked	Prefixes		
•  hijack�ªëBGP	Update�i	

–  ibgp:	70255	updates		
–  eBGP:	286282	updates		

•  AS2914ë�ēčąĘģĢğģċì�200+È��,8ê�70	POPÈ	
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05:52:05-5:54:35	

(AS2914ëconfedera=on	AS�æ
	fØûßBGP	Update�i)	

(AS2914	->	eBGPËåê®�Øû
ßBGP	Update�i)	

Y:	#	of	update	

X:	UTC	of	Nov	6	

9:54:24-9:57:15	

10:11:14-10:15:43	

10:39:31-10:40:48	 14:36:12-14:37:30	



Hijacked	prefix	ranges		
received	from	other	ASes	

•  1.xÇ5.xÇ8.x	éèëĀĐ
ĠĊN:ÑhijackØûå
Ìú	

•  ¿�eÀ¾AS2914ë¡}
ĎģċæÜÈH¹êìÇ
ÖÖêoÐûåÌéÌ
PrefixôhijackØûåÌ
ßçd}ÚåÌòÜÈ	
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range	 #	of	hijacked	prefix	
1.x	 1331	
2.x	 175	
5.x	 1771	
6.x	 34	
8.x	 858	
12.x	 229	
14.x	 8	
23.x	 1	
24.x	 2	
27.x	 96	
61.x	 1	
64.x	 1	
125.x	 1	
177.x	 4	

2c0f:fe90::	 1	
total	 4513	



(a	part	of)	Original	ASes	of	Hijacked	Prefixes	
•  hijack�ªÑqsLÜúAS	
•  AS2914ë¡}ĎģċÐø10�àÕþa�ÚßôëæÜ	
•  H¹êìôâçBÓëASÑËùòÜ	
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ASN	 Name	 Country	

39891	 Saudi	Telecom	Company	 SA	

24378	 Total	Access	Communica=on	 TH	
12586	 GHOSTnet	 DE	

18403	
The	Corpora=on	for	Financing	&	Promo=ng	
Technology	 VN	

35819	 E=had	E=salat	Company	 SA	
4788	 TM	Net	 MY	
38266	 Vodafone	Essar	 IN	

23089	 Hotwire	Communica=ons	 US	

45083	 Beijing	CheeryZone	Scitech	 CN	
21299	 2DAY	Telecom	 KZ	



Where	did	the	hijacked	prefixes	come	from?		

•  hijack�ªÑèÖÐø{�ÚåÒßÐ	
•  AS2914ëĖĀ	(�êTier1	ISPs)	Ðø{�ÚåÒåÌú	
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38.87%	

23.06%	

13.23%	

10.51%	

8.56%	

1.90%	 1.53%	 2.33%	 _174_9498_	(Cogent)	

_6762_9498_	(Telcom	Italia)	

_3491_9498_	(PCCW)	

_1299_9498_	(TeliaSonera)	

_1299_10026_9498_	
(TeliaSonera_Pacnet)	
_3257_7473_9498_	
(Tinet_Singtel)	
_7473_9498_	(Singtel)	

Others	



AS2914	BGP	Import	Filters	
•  Peer	
–  Bogon	etc	
–  uRPF	
– Max	prefix	filter	
–  (a	kind	of)	AS	path	filter	
– �_ìTier1éëæÇðñėğğģďþQ1ÚåÓúÈÖë
ßóÇÒó�ÐéėāğċģþoÓÖçìº�H�È	

•  Customer	
–  Bogon	etc	
–  uRPF	
– Max	prefix	filter	
–  Prefix	filter	(based	on	IRR)	
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BGP	Origin	Valida=on	

•  ÚåòÝÿ	
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25	AS2914	Sumo	and	Tanuki	s=ckers	



HijackØûòÚß	
Yes,	our	prefixes	were	hijacked	

•  AS2914ëCIDRëÍáÇÏ÷Þ300prefixÑhijackØûÇĂĢ
ċģĒčďî{°	

•  AS2914ëCIDRìÇÏIvîëćģĕĊ�¯ê`Ì�Úå
ÌéÌ	(�µ�AËùÈBGPëc��ĀĐĠĊéè)	

•  ÖëßóÇH§�éU»ìéÐâßÈ	
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	announced_prefix		 	base_as		 	src_AS		 	start_Kme											 	Peer_count	
	2.16.65.0/24						 2914	 9498		2015-11-06	05:52:14		 68	
	2.16.110.0/23					 2914	 9498		2015-11-06	05:52:20		 49	
	2.17.196.0/22					 2914	 9498		2015-11-06	05:52:15		 47	
	5.158.208.0/21				 2914	 9498		2015-11-06	05:52:19		 37	
	2.21.16.0/20						 2914	 9498		2015-11-06	05:52:15		 33	
	23.55.208.0/20				 2914	 9498		2015-11-06	05:52:26		 10	
	23.67.64.0/22					 2914	 9498		2015-11-06	05:52:26		 10	
	23.55.80.0/20					 2914	 9498		2015-11-06	05:52:26		 10	
	23.38.110.0/23				 2914	 9498		2015-11-06	05:52:26		 10	
	23.11.192.0/22				 2914	 9498		2015-11-06	05:52:23		 10	
	23.4.32.0/20						 2914	 9498		2015-11-06	05:52:20		 10	
	23.11.196.0/22				 2914	 9498		2015-11-06	05:52:23		 10	
	23.200.240.0/20			 2914	 9498		2015-11-06	05:52:27		 8	
	23.201.96.0/23				 2914	 9498		2015-11-06	05:52:27		 8	

(A	part	of)	Hijacked	Prefixes	–	BGPMon¥ï¾	



U»ÑéÌĨ	
•  �ASëPrefixÑhijackØûßnÇH§�éU»p
~ìÇÉÞëprefixþ�âåèë÷ÍéćģĕĊþ
ÚåúÐÊê�DÜú	

•  IP	Whole	Sale	(TransitćģĕĊþ?úÖç)æìÇ
�ASëprefixì;q�ê�ýéÌ	
– ÏIv×�«ëASæprefixþÏbáëßó	

•  Consumer	Services:	�ASëprefixþÏIvê`Ì
�ÚÇ�âåÌßàÓ	

•  /ÛTier1æô…	
– AT&Téè:	IP	Whole	Sale	+	Consumer	Services	
– GIN:	IP	Whole	Sale	Only			
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28	Sedona,	AZ	



Monterey,	CA	 29	


