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Threats Observed on Corporate Networks

60% 57% Internet connectivity congestion due to DDoS

. 34* ternet con K‘_LDVITy co lg(‘:>[!0 1due to g(’. wuipe
traffic growth/spike

@ 31% Botted or otherwise compromised hosts on y&ur

9 corporate network

§ 0% — @ 30% Accidental major service outage

E. ® 15% Accidental data loss

g 30%— ® 11% Advanced persistent threat (APT)

‘;. 9% Theft

s 20% p—i ® 8% Webdefacement

@ ® 7% Malicious insider

109 —— @® 5% Industrial espionage or data exfilry 717 2 o4
U - @ 5% Exposure of regulated data
0% || _l.... || @® 5% Exposure of sensitive, but non-regulated

@® 18% None of the above

Figure 34 Source: Arbor Networks, Inc. 5% Other

*Worldwide Infrastructure Security Report 2016, Arbornetworks

based on a survey comprised of 172 free-form and multiple choice questions [| N D | [| I
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Figura 2-2: The 10 most popular attack vectors have remained consistent since Q1 2015,
with the exception of TCP Anomaly attacks, which first edged out ICMP attacks in Q4 2015
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DDoS Attack Motivations

45% © 42% Criminals demonstrating DDoS attack capabilities
40% — ® 41% Online gaming-related
@ 35% Criminal extortion attempt >
35% == @ 31% Online gambling related
g 30% — @® 31% Nihilism/vandalism
- ® 30% Social networking: related
§ 25% — 29% Political/ideological disputes
& 20% —— ® 26% Diversion to cover compromise/data exfiltration
; 155 ® 23% Fashcrowds
X @ 23% Competitive rivalry between business organizations
10% — @ 21% Inter-personalinter-group rivalries
o H_ @ 21% Misconfiguration/accidental
u ® 19% Financial market manipulation
0% _—

© 9% Intra-criminal disputes

Figure 25 Source: Arbor Networks, Inc.
%Worldwide Infrastructure Security Report 2016, Arbornetworks
based on a survey comprised of 172 free-form and multiple choice questions
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Threat Detection Tools

80% ® 78% Netflow based analyzers
® 64% Firewalllogs
70%
@ 51% SNMP-based tools
60% @ 51% IDS/IPS
2 @ 48% Performance management/monitoring solutions
]
2 0% ® 48% Customer call’help desk ticket
§. 40% ® 38% In-house developed scripts/tools
& @ 37% Inline DDoS detection/mitigation
>
g 30% @ 37% Security Information and Event Management
- (SIEM) platforms
Y 20%
® 3% Other
10%
0% .
Figure 9 Source: Arbor Networks, Inc. *Worldwide Infrastructure Security Report 2016, Arbornetworks

based on a survey comprised of 172 free-form and multiple choice questions
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Attack Mitigation Techniques

80% ® 73% Intelligence DDoS mitigation systems (IDMS)
® 70% Access control lists (ACLs)
ey @ 48% Destination-based remote triggered blackhole (D/RTB}
60% — @ 43% Frewall
2 @ 34% Source-based remote triggered blackhole (S/RTBH)
§ 0% = ® 27% Load-balancer
-— ® 2% PPS
@ ® 19% FowSpec
? 30% @ 17% Managed security service provider
-+ 20% L] @ 13% Contentdelivery network (CDN)
® 4% Other
10% || Y 2% None
0%

Figure 27 Source: Arbor Networks, Inc.

xWorldwide Infrastructure Security Report 2016, Arbornetworks
based on a survey comprised of 172 free-form and multiple choice questions

\TTCommunications Innovative. Reliable. Seamless.

,N - Global ICT Partner I

Copyright © NTT Communications Corporation. All right reserved. 20



.

| ACL

| Blackhole

scrubbing center

|_Mitigation%& |

| O—RIS>H |

WAF

e

Customer

Copyright © NTT Communications Corporation. All right reserved.

Arbor TMS/APS
Radware Defense Pro
A10 TPS

Pravail" APS

PR RT L\

BEBLUT -2V 2—BAOBRILEN L REDDD

DDoSPA1Hl /5 7A-Mitigationi=i&-

i TEEE |l

FYRD—OLDESBVEFTYIU.
RST4yoERT BI =F (7.

B I F v RN T ZF v D
HHEDETHUA he{RE

SHPRICHITT STLTREBBIPY LAERAL. WETD | BOVIZF risbmE
A | promwcsuoan

TEEDTMED SUA NERBTEE T, SHBNGYI=F voHiATTLT. HADRBYE | 10018

BRAEDBLLT. D515 YIZFORBTERNR | xor

e - DefensePro WebomEe

awzasns
UPRSILY =Ty

oLty

TH UNDERTPS
HH{ADDOSH

MO Thunder

D0 BB 7/ 3—LAW, TOL IR, JI—AKB
£ AT —EAOTRRRLES.

Thunder Thsiz. 507 r—tERL

7 H=I\— ISAT VDB ENDS
BRZEIRH. BIEEICRH S = F vZ 4R
WOREEBIFILR n

RROSSFEIYIY
Engine) ERE, 1574
BESHU. BROPLT

]
WFOSBEHLTED
eozzsruorER
et n

- S Wb
REOOOWE LTI,

[SRTAPNICEPS s

RROU—5—185 Arbor
xMm
SeROXSUOTEY—L2T0
T M s 0055
s 103

. Thonder TPST 73—, 70LILKE., U)X XYL EOMOREL7T

1 it 210 GHIRE: /Vrn&l71711>77/n/7L1:1ﬁ=m <
77—

ey

. 273

2 0D0SKBORITE RELTLNE T, AT ROR LS TG, T30

LT1147, 38 Gopstr 5155 Gops T (JAHEIRLIZ2 55— RTHI2 Tops 1) 0
stz

weass,

150 SRS R DD 2 BT, Thunder TSTISA

RSN, HODIREDBSOTT I I= 27 =47 77 v HEIBTIZ

it
&5 I!Fmavu/wa'b
OERIEALMHTL

o 3157 GRESTI APITA BaXAPIS SR 5. Thunder TS(S, RIESALT.
SRR, 3155~ U ko= DR

O Thunder TPS7/ (5Tl B IVEI/N—F 27 TEE Y —

BRI, 5 73R KPR SRR, BATA LRIRTIET,

o
2= LR 90% 0185 (5

pdf/15101-JA-01.pdf

AT 5L T RANEHEERY

https://www.arbornetworks.com/jp/images/

dm_documents/DS_Pravail_JA.pdf

Fﬁ(i 07'7 I\EF_SA:U7I'/7°I/\7\
ZEF(CRRMEIFF TSR0

Aka mai(ProIexic)’%b‘?EﬁJ—( L TL\BDDoSkHHIT —

S(TL

EEER/EDDoSHHIFELRIIED

21

\7

3
TLaT., R NS
BUPLIALYI=F

OEBRHL. BHOID CHBRIEY IZF v
BFBET I CANDURARY ZZ5R{R

REPLRCHNTH FODOSHRIEE
SRBD SR TER. LT

enseProts Sy ho— —
BEBNS T4y OLBED Crnaras

BBTEHTEBIOT,
Y NOBERI, ERE
HE Y-/ —REOL
(MERBDSRALH
SUTERIFEP TV~
9,

http://www.radware.co.jp/product/
pdf/DefensePro_4p_1206.pdf

http://www.al0networks.co.jp/products/

EX

Global ICT Partner

”rrco’nmunicatiom Innovative. Reliable. Seamless.



DDoSHHIS - Mitigationzis - WA & [

B DDoSIREEM=
. AﬁythwQ%ﬁC$D\W¥F574W0®%%ﬁﬂbfm¢?5—ﬁﬁ\
IEBRERND D v OEB T DIz, EREITDE ERLBHEINEIEE
<AA—=ZHE>

iDDos®EE| o

IFEFRE :

|

[ : FIE)& v FDrop

|

I I BlackList/WhiteList
|

: | ZombieDetection

I |

| |

| : TCP connection reset

| - - = J __________

!
/ > . Global ICT Partner
‘ NTT Communications iovaive. reiiabie. seaniess.
A \,
Copyright © NTT Communications Corporation. All r < 22



. N
>

ACL |
| Blackhole |

@9

scrubbing center
| Mitigationi&E |

| O—RNRS>Y |
| WAF |

Internet

77Otz X [alfR

vil 2y

Copyright © NTT Communications Corporation. All right reserv

DDoSks 75 7%-1PS- Gl e |

y i]‘LETFﬁ(i AZTL=X

# REWERF(C(FIR MLRY D718

+ IPSIC(ETCP SYN FloodIRZE/& ED—EBDDoSWEFEZ IR U

RE T DHAEEZR DRmN'H D

- fFFA U TWLBIPSHRHFIEEIRIRE T, /\Uwv ity 3>

HETHARIERENTHNUL, IPSTARIEE/\ Y hEEREITDIZL
TH—EX DG EIEE

23



I:[DOS

_J

e T

ACL
| Blackhole |

\

scrubbing center
| MitigationZi® |

| O—RIS>Y |
| WAF |

Internet

77Otz X [alfR

vil ey

Copyright © NTT Communications Corporation. All right reserve

DDoSPA51il575-WAF- N

. i]‘L""Fﬁ(st DSITRERUCACTLZR

# REWEKF(C(FITR LR D718

+ Webt—/NCHFHEUTZDoSIREZEHIR LU TV T EM S,

TCP SYN FloodIXEHNS. Slow DoSIWED X SIRATCPIRD
22 ICEN3 YUY — 2% 5T ZWE[CHEHRATRR RN EE

Global ICT Partner

NTTCommunlcatrons Tnnovative. Reliable Seanie



DDoSH 7T %E-O— R/VS > - [ -

c NS D v oORBEDERSEBRCET. AIE/\Uw KNI B

Qﬂ HLEFR. 25 RELUASTL=R
DoSI I9EE ¢
/ Y

ACL |
| Blackhole |

w

scrubbing center
| Mitigation£®& |

| O—RNRS>Y |

| WAF |
@ Internet

7t X [olfg

]

Ly
@stomer ite

_/

Copyright © NTT Communica

H—/)\&REZEDE L. B —EXDHKN AIEE
#WEZ EHBRTIEFRL, DR

- BREIDBOFEE U T,

- CDN(Content Delivery Network)

- IP Anycast

BREERIC. AE/\TY MDY —/\ER/ZDE L.
H— E XD Al EE

WebH—7/\

CDNH—/\

H—I\N—DDIP7 RLR%ELE

A—HA LR THYNI—HHIZ IP AnycastiCkD ST v wIiFEE

JELCDNY—/\[ZEEE
CDNICKDB ST 1 v ITE

‘ N
\lllTTCommunications lGloga]ETafaerqf:

tions Corporation. All right reserved. 25



~\

——

WET

ACL |
| Blackhole |

~(

DDoSk5El757%&-ACL-

scrubbing center
| Mitigation£& |
| O—RIS>H |

| WAF |
\ @ Internet
77717 X OlfR
/ ACL
| Firewall |
| Mitigations& |
| IPS |
| o-rRs>H |
| WAF |

vil

Copyright © NTT Communications Corporation. All right reserved.

ARV
ANIE) Ty ~
H (ks

|
4
FE S TawvD

m—- I ST w2

26

Filter

Al HEER

sl

BEDIXETTY®
YFTEDIBTTN—
~OEEZE T
AU

APy )

EFEENSTawvD

m—- RIE NS T 1w

N

T"T Communications F]°3‘I’1£§L’.’:’“&Eﬂ";§

\



DDoSkAfE 75 7A-Firewall- g | Em (R

. JE.%G)FlrewaII(EtDDoSIQ ERHENC (A9
e - DDoSIXE (IFirewall TsFa] =Nz 0O hJL - /R— hESZ
BAWTEITEND
ACL
| Blackhole |

- EBI(IC. FRITRIKSIC, =/ F IR EHRERRRIC

Slcr;tt’b":g Ce;telr Firewal| BAAHD'DDoSIREISR(CIED TLVD

|m”g:/|;n/v| - DDoSIE%E ) (4w N TFirewalld T « )L — B &R % FIF 5N,
Firewall7 O > (CXDY A b2l 3BHANFEELTLSDS

| WAF |

W 2011 W 2012 W 2013

Internet

77Otz X [alfR

_
SQL Server

H12: BBEHREADRY FT—7AVR—F Vb

%2013 Global Application and Network Security Report, Radware

D19 ] e
@stomer ;lte / \,l,T,.Commun,camm Global ICT Partner

Copyright © NTT Communications Corporation. All right reserved. 27




DDoSBAiil75745-Blackhole Routing- %

185 sl

§E_

ISP ISP
y.v.y.0/24 /

ISP

Dst NH

3 Blackhole |

y a.a.a.a null0

scrubbing center

| Mitigaiotn=®& |

| O—RIS>Y |

~

1 a.a.a.a null0

WAF | I NS X.X.X.X/32DNH=a.a.a.a
- EIRBEKD (CHRIRILES

N o —'|
@ Internet Tl

77Otz X [alfR

N e e
=\ By

Copyright © NTT Communications Corporation. All right reserved. 28

-

/

| Firewall |

| Mitigation® |

| IPS | gﬁiﬁIPT L XmElF X.X.X.X/32

BESST NS v OZREE w/ BH community

| WAF |

Qgsloﬂ“e‘r ﬂ'te‘ _/ AT T communications SIo0211CT Partner



Selective RTBH

- EEATI SV IOR—)IUETDDTIFRL . T EPET &R
EOREIVF7DIL—FTDHI\TY NFETSD
« BINDSDRS T4 IODHISYIR=ILUTZWEEIRE
DOFRABENEZEZSND

) ntt.net

Selective Blackhole communities

2914:661 only blackhole inside the region the announcement originated

2914:663 only blackhole inside the country the announcement originated
2914:660 only blackhole outside the region the announcement originated
2914:664 only blackhole outside the country the announcement originated

https://www.us.ntt.net/support/policy/routing.cfm
P - . L. Global ICT Partner I

\IIITTCommunlcatmns ...........................

29



DDoSYHRH—EX

m—
"N .. Global ICT Partner
NTTCOmmUnlcatlonS Innovative. Reliable. Seamless.

—

Copyright © NTT Communications Corporation. All right reserved. 30



Cloud®! A + R U— g8

f, T TTTs s s T T ';:_ ___________________ \____"

< €IS > i U | < AR A i >

I Intellhet s
BGPEFMLESHA | @@ 5 DNSEAMLESLA

|

: BBEEETIAS D
: BGPIRERIL 25
|

I | P RL A= EE
|
| : ISP/

DDoSFs#Y —EX

ISP/ T
scrubbing cer/ter DDOSE5 Y — ' Z L ; RHFHHA((scrubbing center|
RftEEE I I
Mitigationixi& |: l‘l.l Mltlgatlon <iE | I
BEEFEIA> bIECHEE 1 N I !
d PROXY :

|
/—'— NAT/PROXYEFRULEL'
| \\§§Z§;§&a§é$7ﬁpzm
DD |-
B

VPNEHRBULER
PESFTA NEBEEMC
VPN(GREZ). BfR%RS

>

BESE RYRI—TOTEITA> (/24)

I :] I PEEFRIN

|
|
|
|
|
|
|
|
|
|
|
% .. Global ICT Partner
——————————————————— &—Cu-stb erglte _ _——— ‘M?:Gommlﬁtm ~ThnBVACiVE RESLIE S e XHfie T I

Copyright © NTT Communications Corporation. All right reserved.




DDoSPHfHIH — EXDULNA LA

Type of Attacks By -t 2 SEENWS|
A -REU
BofEic 1ob | PhERM AR Fik
Volume | £/ Rwv hDJ—2UFE | UDP floods, ESE - Cloud&mitigation 51A
RE Saturate ICMP floods NW - CloudZYWAF - BGP
Bandwidth Spoofed - auto-scaling - DNS
packet (CDN,VM,DNS) - IPEI=H
floods - acl/null-route
RU
EESite | *WEMPTORMER | R
ARiEtyya | B—)N—8F (4- SYN floods, EXA - Cloud®mitigation - Proxy
VIR \"-. Fireawall. fragmented NW - CloudZYWAF - CDN
LoadBlancerg) packet ——— - HAR
attack, EEESite - #7° VWAF - IPS . X-connect
Ping of - #7° UMitigation
Death,
SmurfDDoS
7°V5-33 | B—)\=7T L Slowloris, ESE - CloudZ*mitigation
IMINE | b—>3> HTTP flood, NW - Cloudfll*WAF
DNS *IEFI-MRIR T C. ¥
dictionary, D $FeN" -2 IS (CHIPRR
Zero-day e 5
DDoS EAZ Site - #7° VWAF - IPS
- 17° UMitigationZi&
Sophistication

xh39N B L 14 AV LT3R <. ISP, DDOSHfilY-t A EEZDEEE W M-IA(C —
Ao U o sa i Chs iz IR0t 3 B Y-t AfiZhe NTT Communications 210031 ICT Partner

Copyright © NTT Communications Corporation. All right reserved. 32



T4 RAHwvS 3> ) (—

m—
“n .. Global ICT Partner
. Nrrcommun’cat’ons Innovative. Reliable. Seamless.

~—

Copyright © NTT Communications Corporation. All right reserved. 33



PARILAD

B BoFICESMWEIZEEHDHRESTETNET
B DDoSMRZIEHELTIND ?
B DDoSHMRZFALTWNDS ?

NT T Communications Flogalic.th?ag‘qu I
\7
34



1. SH3Y—EXICDNT

\ll"l'TCommunications Flogalic.th?ag‘qu I

35



SHdDH—EXICDNT
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How Can You Ask for Help Today?

Technology pioneered by Robert Hooke in 1667, only slightly improved!

https://www.ietf.org/proceedings/93/slides/slides-93-dots-3.pdf (n,-,-,-Commu,,,-m‘,-o,,s Global ICT Partne
38 ‘

IETF93 DOTS WG I
r



IETF(CH T DIREILDEH

B DDoS Open Threat Signaling (dots) WG

B DDOSXRZXNZHM(CKIR I DTzsb(C. DDoSICEE U TZIBHRD
U7 IVIALTDIIF YD ZRKIEIETD

m B
DDoSXITRMDBE &ML
« NIAMBERYVYI1—- 3> 50K
Bt X 5= AR T DEHE (C K DITTRDAIRIEL

>z Global ICT Partner

NT T Communications 1,.svacive Reiiable Seaniess
\7 1 ive. Reliable. S 1 . I
39



TF1UT a1 A— b A= 3 2 FitiiER

IETFIZHE 1B F 2 T177—FA—2 38 #7 (DOTS, I2NSF, MILE, SACM WG)

4DDWGDREYIRE nicy

X o) TaA—rA=2a (ZBHL. IETFTIX4 D DWGIZTHRET

MILE : IETF 82 ~ 499'7".7"1%_*&0)
Managed Incident Lightweight Exchange SRR EARE
c
3 SACM T35 EndpointD 32l
e : : - W T REEDEER 5T
S Security Automation and Continuous Monitoring i % 1 5
>
<
z DOTS : IETF 93 ~ IDDESIE 0N -]/
g DDoS Open Threat Signaling ﬁ?g;ggs:}gnalmg
I2NSF : IETF 94 ~ Ri: i 0Re ) bab

RIE - HEDI-HD
Signaling$ fiT & #R &1

Interface to Network Security Functions

2015/10/6 5
25 2 [MIETF#ssi=https://www.isoc.jp/wiki.cgi?page=PrelETF94 NT T Communications 3120 ke Secmes I
NICT SBEERK X517 kLD 40



DOTSZT O hJ)LODEARER

1) DDoSBAfHItY — EXNDE &%

Attackers

2) IEARAL

DOTS wepEn | DOTS 701 h L

Server =78 73) DOTS Signaling ,
i DOTSUSA 7> hh5DOTSH— |
JADSHFUSIICED, KEE |

------------------------------------------------------------

(3) [ (5)

v

DOTS
Client

------------------------------------------------------------

f5) DOTS Signaling

DOTSH—/)\m5DOTST S A
NDIRE /FTRAR ST DEA]

------------------------------------------------------------

N

> |

Copyright © 2013 NTT Communications Corporation. All right reserved. 41



Inter-domain usecasel:
Single-home model
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Inter-domain usecase?2:
Multi-home model
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Inter-domain usecase3:
Delegation model
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