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» fll: grep, awk, cut, sort, uniq...
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Windows RIETCld...

* Cygwin
* Babun

e Bash on Ubuntu on Windows

o #=F UNIX tools?

Running Bash on Ubuntu on Windows!

Rich Turner Russ Alexander
Sr. Program Manager Sr. Program Manager
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= 14 1.851011 192.168.2.235 219.94.255.203 TP 78 49519 - 80 [SYN) Seq=0 Win=65535 Len=0 MSS=1460 WS=.
15 1.870898 219.94.255.203 192.168.2.235 TCP 74 80 - 49519 [SYN, ACK) Seq=® Ack=1 Win=14480 Len=0 M.
16 1.871216 192.168.2.235 219.94.255.203 TCP 66 49519 - 80 [ACK] Seq=1 Ack=1 Win=131776 Len=0 TSval.
| 17 1.871811 192.168.2.235 219.94.255.203 HTTP 366 GET / HTTP/1.1
18 1.889%018 219.94.255.203 192.168.2.235 TCP 66 80 - 49519 [ACK] Seqwl Ack=301 Winw15552 Len=® TSva.
19 1.903877 219.94,255.203 192.168.2.235 TCP 1468 [TCP segment of a reassembled POU)
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Host: bug.org\r\n

bits), 366 bytes captured (2928 bits) on interface @

Ethernet II, Src: Apple_8b:2f:83 (20:¢9:d0:8b:2f:83), Dst: Buffalol _d9:b8:36 (00:07:40:d9:08:36)
Internet Protocol Version 4, Src: 192.168.2.235, Dst: 219.94.255.203

Transmission Control Protocol, Src Port: 49519 (49519), Dst Port: 88 (89), Seq: 1, Ack: 1, Len: 300

User-Agent: Mozilla/5.9 (Macintosh; Intel Mac 0S X 10.11; rv:47.8) Gecko/20100101 Firefox/47.8\r\n

Accept: text/html,application/xhtml+xml,application/xml;qe®.

Accept-Language: ja,en-US;q#9.7,en;q#0.3\r\n
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n

9,%/%;qu0.8\r\n
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00ct 68 74 6d 6C 2b 78 6d 6c 2c 61 7@ 7@ 6C 69 63 61
0010 74 69 6f 6e 2f 78 6d 6c 3b 71 3d 3@ 2e 39 2c 2a
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2120 2d 55 53 3b 71 3d 38 2e 37 2¢ 65 6e 3b 71 3d 39
0130 2e 33 Od 02 41 63 63 65 70 74 2d 45 6Ge 63 6f 64
0140 69 6e 67 32 20 67 72 69 70 2¢ 2@ 64 65 66 6¢ 61
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Elasticsearch, Kibana, Logstash = Elasticsearch

Search & Analyze Data in Real Time

nxlog

Beats (Winlogbeat, Packetbeat) B Beats
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SOC Chief
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Tier1

- Call center

- Realtime
monitoring &
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- Cyber news

collection &
analysis
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- Incident analysis
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coordination &
response

- Forensic artifact

handling &
analysis

- Malware &
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- Tradecraft

analysis

- Insider threat

case support

Trending & Intel

- Cyber news:

collection &
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- Threat
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- Tradecraft
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SOC System
Admin

- SOC infrastruc-

ture O&M

- Sensor tuning &

maintenance

- Custom

signature
creation

- Scripting &

automation

- Audit collection

& storage

Figure 10. All Functions of CND in the SOC

SOC
Engineering

- Tool engineer-
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- Scripting &
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Ten Strategies of a World-Class Cybersecurity Operations Center
https://www.mitre.org/publications/all/ten-strategies-of-a-world-class-cybersecurity-operations-center
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Team Member Ciritical Skillset Continuum

Threat Researcher

Security Operations

80%

Malware Analysis
-_ @ aamm 44 S0%

Scripting & Development
[ 40%

Penetration Testing
L 40%

Malware Researcher

Security Operations
[ 40%

Malware Analysis

Scripting & Development
- - 40%

Penetration Testing
L 20%

Vulnerability and
Exploit Researcher
Security Operations

50%
Malware Analysis
Scripting & Development
- - 40%

Penetration Testing

Automation
Engineer
Security Operations
- . 30%
Malware Analysis

Scripting & Development

e 90%

Penetration Testing

30%

Powering Prevention: Building a Global Security Response Team
https://speakerdeck.com/xenOphOn/powering-prevention-building-a-global-security-response-team
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Vuls: VULnerability Scanner

licerse GNU General Public Uicense v3.0

, Vulnerability scanner for Linux/FreeBSD, agentless, written in golang.
B ’ ’ We have a slack team, Join slack team
README in Japanese
README in French

* Vuls: VULnerability Scanner

o ZDERD BoF ZHELMIC !
* Metasploit, Nessus, Nmap, OpenVAS

o
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O) Nessus o 3.0penVAS

vulnerability scanner erability Assessment System

(ﬁ] metasploit ‘L
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IDA Pro, OllyDbg, x64dbg

X-Ways forensics, EnCase
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in proc near

r_68~ dword ptr -68h

artupinfos STARTUPINDA ptr -S8h

sh ebp

v ehp, esp

] esp, 4w

sh ebx

11 some_inif_Func

11 GCetComnandl inen

v ehx, *ax

L esp, WITIrrran

eax, [edpeitartupinie]) :,

sh eax : IpStartupinfe .

11 GetStartupinfon

4 esp, 0On

st ehx, *bx

short lec ARIIFR

L L, [ S
np short loc AR3IFA1
!
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e
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 The Open Web Application Security Project
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