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- PXE (Preboot eXecution Environment) (XDHCP/TFTP7: & MIEAER AL T
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iPXET{E 5DHCPv4A T 3 >

- Option 60 “Vender—class-identifier”
.« 34 7 :PXEClient o4 4% rIDPPID) R

- Option 61 “dhcp—client—identifier”
« VRATLDI)TILFIN—

- Option 66 “TFTP Server name”

- Option 67 “Boot File name”

- Option 77 “user—-class”
- IPXEERTRESNDS

- Option 97 “uuid” tHFE THE— D HIF (RFC4122)

vl
CIsco



iIPXED — k¥ —7% > X DHCPv4

alaln
CIsco

sysadmin-vm:0_RPO# hw-module location all bootmedia network reload

DHCP Request
option60:vender-class:P D < —
option77:user-class:iPXE [~~~
option66:TFTP  Server Name —> DHCP
option67:Bootfile name "j‘—/ \—
bootflie=
http://10.10.10. 80/s oftw are/6..0. 1/ncs5k-mini-x.iso-6.0.1
A
\ v
HTTP Request
http://10.10.10. 80/s oftw are/6..0. 1/ncsSk-mini-x.iso-6.0.1 HTTP
~> .
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i PXET{E 5DHCPV6A T 3 >

- Option 1 “client—-identifier”
- DHCPV6Y 547 > kDD
- *DHCPV6TIXo 54 7> FNMACT F L R [FX b 7E LY

- Option 15 “dhcp6. user—class”
- DHCPv4 Option77& R4k iPXE&E KRR

- Option 16 “vendor-class-identifier”
- DHCPv4 Option60& 4k “PXEClient” PID/fe% 4% &K K

- Option 59 “dhcp6. bootfile-url”
- DHCPv4 Option67 & El%k
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IPXED— k¥ —4% > X DHCPv6

sysadmin-vm:0_RPO# hw-module location all bootmedia network reload

DHCPv6 information request

option16:vender-class:P D
option15:user-class:iPXE
option59:Bootfile URL DHCP
H—/\—
bootflie url= B
http://[fd00:10:10: 10: :80)/s oftware/6. 0. 1/ncs 5k-mini-x.iso-6.0. 1
—~——— -
HTTP Request
http://[fd00:10:10: 10::8 0]/s oftware/6. 0. 1/ncs 5k-mini-x.is0-6.0. 1 HTTP
< ~ ==
v
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sysadmin—vm:0_RPO0# hw—module location all bootmedia network reload
Sat May 28 22:13:32.119 UTC
Reload hardware module ? [noyes] yes
——snip——
iPXE 1.0.0+ (72b21) — Open Source Network Boot Firmware —— http://ipxe.org
Features: DNS HTTP TFTP VLAN EFIIS09660 NBI Menu
Trying netO...
net0: dc:eb:94:56:42:e0 using dh8900cc on PCI01:00.1 (open)
[Link:up, TX:0 TXE:0 RX:0 RXE:0]
Configuring (net0 dc:eb:94:56:42:€0)................. ok
net0: 10.10.10.101/255.255.2550 gw 10.10.10.80
net0: fe80:deeb:94fffe56:42¢0/64
netl: fe80:deeb:94fffe56:42e1/64 (inaccessible)
Next server: 10.10.10.67
Filename: http://10.10.10.80/software/6.0.1/ncs5k—mini—x.is0—6.0.1

http://10.10.10.80/software/6.0.1/ncsbk—mini—x.is0o—6.0.1... ok -
Booting iso—image@0x4311a2000(786817024), bzZiImage@0x4311cf000(4473998)
**k*kk PASS: secure boot verification of iamge: bzImage*kkk

[ 5.298722] i8042: No controller found

mkdir: cannot create directory '/run’: File exists

——ship——
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[SC DHCP @D &% 7E 51
/etc/dhcp/dhcpd. conf

default-lease-time 600;
max-lease-time 7200;
log-facility local7;
###IPXE demo###
subnet 10.10.10.0 netmask 255.255.255.0 {
option subnet-mask 255.255.255.0;
option broadcast-address 10.10.10.255;
option routers 10.10.10.80;
option domain-name-servers 8.8.8.8;
option domain-name "cisco.com"”;
range 10.10.10.100 10.10.10.250;
class "ncs-5k" {
match if substring (option vendor-class-identifier, 0, 9) = "PXEClient";
filename = "http://10.10.10.80/software/6.0.0/ncs5k-mini-x.iso-6.0.0";

}
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[SC DHCP @D &% 7E 51
/etc/dhcp/dhcpd6. conf

option dhcp6.user-class code 15 = string;
option dhcp6.bootfile-url code 59 = string;
default-lease-time 600;
max-lease-time 72000;
log-facility local7;
subnet6 fd00:10:10:10::/64 {
range6 fd00:10:10:10::0100 fd00:10:10:10::FFFD;
range6 fd00:10:10:10::/64 temporary;
class "ncs5k" {
match if substring (option dhcp6.user-class, 2, 4) = "iPXE";

option dhcp6.bootfile-url "http://[fd00:10:10:10::80)software/6.0.1/ncs5k-mini-x.iso-6.0.1";
}

}
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/TP (Zero Touch Provisioning)

iIPXEZ —k1%&/Scriptz#2&iL . EIZCDHCPZ 2 &)

DHCP Request DHCPV6 information request
Client Mac address option1:client-identifier
bootflie url=

http://10.10.10. 80/c onfig/Skyw arp.cfg
http://[fd00:10:10: 10: :8 0]/c onfi g/Skywar p.cfg

HTTP Request
http://10.10.1 0. 80/c onfig/Skyw arp.cfg

http://[fd00:10:10: 10::8 0]/c onfi g/Skywar p.cfg
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[SC DHCP @D &% 7E 51
/etc/dhcp/dhcpd. conf

default-lease-time 600;
max-lease-time 7200;
log-facility local7;
###IPXE demo###
subnet10.10.10.0 netmask 255.255.255.0{
option subnet-mask 255.255.255.0;
option broadcast-address 10.10.10.255;
option routers 10.10.10.80;
option domain-name-servers 8.8.8.8;
option domain-name "cisco.com";
range 10.10.10.10010.10.10.250;
host Skywarp {
hardware ethernetdc:eb:94:56:42:e0;
if exists user-class and option user-class = "iPXE" {
filename ="http:/10.10.10.80/software/6.0.1/ncs5k-mini-x.iso0-6.0.1";
}
else { filename = "http://10.10.10.80/config/Skywarp.cfg";
}
Y
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[SC DHCP @D &% 7E 51
/etc/dhcp/dhcpd6. conf

option dhcp6.user-class code 15 = string;
option dhcp6.bootfile-url code 59 = string;
default-lease-time 600;
max-lease-time 72000;
log-facility local7;
subnet6 fd00:10:10:10::/64 {
range6 fd00:10:10:10::0100 fd00:10:10:10::FFFD;
range6 fd00:10:10:10::/64 temporary;
host Skywarp {
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:41:43:32:30:30:33:52:30:4b:47:00;
fixed-address6 fd00:10:10:10::10;
if option dhcp6.user-class =00:04:69:50:58:45 {
option dhcp6.bootffile-url "http:/[fd00:10:10:10::80])/software/6.0.1/ncs5k-mini-x.iso-6.0.1";

}
else { option dhcp6.booffile-url "http://[f[d00:10:10:10::80]/config/Skywarp.cfg";

}
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ztp. log

xr-vm_node0_ RP0O_CPUO:~]$cat ztp/ztp.log

Wed Jun 1 13:09:16 UTC 2016:ztp-main:ZTP initializing

Wed Jun 1 13:09:17 UTC 2016:ztp-main:Startdhclient

Wed Jun 1 13:09:17 UTC 2016:ztp-main:Exit

Wed Jun 1 13:09:20 UTC 2016:ztp-hook: Entered exit-hook

Wed Jun 1 13:09:20 UTC 2016:ztp-hook: Using DHCPV6 bootfile option

Wed Jun 1 13:09:20 UTC 2016:ztp-hook: Download target=http://[fd00:10:10:10::80]/config/Skywarp.cfg
Wed Jun 1 13:09:20 UTC 2016:ztp-hook: Checkif startup configuration has completed

Wed Jun 1 13:09:25 UTC 2016:ztp-hook: Entered exit-hook

Wed Jun 1 13:09:30 UTC 2016:ztp-hook: Startup configuration has completed

Wed Jun 1 13:09:31 UTC 2016:ztp-hook: Requesting suggested URL
http://[fd00:10:10:10::80]/config/Skywarp.cfg with http_header [-H X-cisco-serial:FOC2003R0KG -H X-
cisco-arch:x86_64 -H X-cisco-uuid: -H X-cisco-oper:exr-config -H X-cisco-platform:skywarp ]

Wed Jun 1 13:09:31 UTC 2016:ztp-hook: We've got config file, first, revert configuration

Wed Jun 1 13:09:31 UTC 2016:ztp-hook: Applying config...

Wed Jun 1 13:09:40 UTC 2016:ztp-hook: Config applied, please check configuration

Wed Jun 1 13:09:40 UTC 2016:ztp-hook: Configuration file will be saved at /disk0:/ztp/ztp _config_done
Wed Jun 1 13:09:40 UTC 2016:ztp-hook: Shutting down dhclient- eth0 eth1

Wed Jun 1 13:09:40 UTC 2016:ztp-hook: ZTP complete
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ONIE& [&

- ONIE (Open Network Install Environment)
- RV PRI RBRIBELETODELS0SDANB R ZBZIZT 54

M HY Y #H A

- H—EXFRIIDHCPF= 1+ TIXE <. mDNS/DNS-SD*>1Pv6 Link Local

[Z % XTIty AT BE

- T4 FRBIRRIENH S

onie-installer-x86_64-VENDOR_MACHINE-r0
onie-installer-x86_64-VENDOR _MACHINE
onie-installer-VENDOR_MACHINE
onie-installer-x86_64-SWITCH_SILICON_VENDOR
onie-installer-x86_64

onie-installer




HTTP IPv6 Neighbors
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[ETF ANIMA WG

- ANIMA (Autonomic Networking Integrated Model and Approach)
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Autonomic Control Place

draft-ietf-anima—autonomic—control-plane

DIKE/IPSectzxa7F¥2RIL

IPv6!)>o0—h)ILZE{EA
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- [Pv6) 2o O—hIIDERAZ L. IPSec/DIKEZGZ EDEF a7 FrRILE
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Protocol for Low power and Lossy Networks) CTIL—F 4 25
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RFC6793 DNS-Based Service Discovery DNS-SD/mDNS
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autonomic registrar

— kASLVID

domain-id cisco.com L

CA local —
whitelist bootflash:whitelist.txt
no shut =~
autonomic

—— CAZIL—2BE&MNTI. SMECALTH

REELUVG
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show autonomic device

53
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R1#show autonomic device

Status

Type

UDI

Device ID

Domain ID

Domain Certificate
Certificate Serial Number
Device Address

Domain Cert is Valid

Enabled

Autonomic Registrar

PID:ASR-920-4S7Z-A SN:CAT1918UORK

e865. 49a9. ff80-1

cisco. com

(sub:) ou=cisco. com+serialNumber=PID:ASR-920-4SZ-A SN:CAT1918UORK, ch=e865. 49a9. f f80-1
02

FDO8:2EEF: C2EE:0:E865:49A9 :FF80: 1

R2#show autonomic device

Status

Type

UDI

Device ID

Domain ID

Domain Certificate
Certificate Serial Number
Device Address

Domain Cert is Valid

Enabled

Autonomic Node

PID:ASR-920-4S7-A SN:CAT1918U03R

e865. 49a9. ff80-3

cisco. com

(sub:) ou=cisco. com+serialNumber=PID:ASR-920-4SZ-A SN:CAT1918U03R, cn=e865. 49a9. ff80-3
04

FDOS8: 2EEF: C2EE:0:E865:49A9 :FF80: 3




show autonomic control-plane

R1#tshow autonomic control—plane

VRF Name cisco_autonomic

Device Address FDO8: 2EEF: C2EE :0:E865: 49A9 :FF80: 1

RPL Type = Root, Inst-Id =0, OCP = 0, Mode = Storing
Neighbor ACP Channel ACP Security
PID:ASR-920-4SZ-A SN:CAT1918U0O3R Tunne 1100005 DIKE

PID:ASR-920-4SZ-A SN:CAT1918UOTW Tunne 100004  DIKE

alaln
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ACPIL—TFT 4 >0 T—TILIEER

show ipv6 route vrf cisco_autnomic

R1#tshow ipv6 route vrf cisco_autonomic rpl
[Pv6 Routing Table — cisco_autonomic — 8 entries
Codes: C - Connected, L — Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, I1 - ISIS L1
[2 - ISISL2, TA- ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND — ND Default, NDp — ND Prefix, DCE — Destination
NDr — Redirect, RL - RPL, 0 - OSPF Intra, OI — OSPF Inter
OE1 — OSPF ext 1, OE2 — OSPF ext 2, ON1 — OSPF NSSA ext 1
ON2 — OSPF NSSA ext 2, la—- LISP alt, Ir — LISP site-registrations
Id = LISP dyn-eid, |A - LISP away, a — Application
RL FDOS8:2EEF:C2EE:0:E865:49A9:FF80:2/128 [210/0]
via FE80: :EA6GS :49FF:FEA9 :FC80%default, Tunnel100004%defaul t
RL FDO8:2EEF:C2EE:0:E865:49A9:FF80:3/128 [210/0]
via FE80: :56A2:74FF:FE8C:AC80%defaul t, Tunnel100005%defaul t
RL FDO8:2EEF:C2EE:0:E865:49A9:FF80:4/128 [210/0]
via FE80: :56A2 :74FF:FE8C:AC80%default, Tunnel100005%defaul t
RL FDO8:2EEF:C2EE:0:E865:49A9:FF80:5/128 [210/0]
via FE80: :56A2:74FF:FE8C:AC80%default, Tunnel100005%defaul t
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H—EXT 4 AN\ —

show autonomic

service

interface GigabitEthernet0/0/1
no ip address

media-type r j45

negotiation auto

ipvb enable

autonomic connect
|

ipvé address 2001:DB8:100: :1/64

DNS-SD/mDNS

R1#tshow autonomic service

Service

Syslog

AAA

AAA Accounting Port
AAA Authorization Port
Autonomic registrar
ANR type

Config Server Address

Auto IP Server

IP-Addr
2001:DB8:100::100
2001:DB8:100::100
1813

1812

FDO8: 2EEF: C2EE:0:E865:49A9 :FF80: 1

10S CA
2001:DB8:100::100
UNKNOWN
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