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Favaday
x  https://ww, favadaysec, com/
x BEXFr R ERVERYALTRAAIZTBRAIDY —/L, IF2=TrhRILBE,
OWASP Dependency Check
x https://ww, owasp. ovg/index. php/OWASP_Dependency_Check
x  FMALUNBILR—2NN&ERBERASRIFRNENERE > NVRIANFIVITE
OWASP 2AP (2ed Attack Pvoxy)
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See what the @ future-architect/vul... @ coreos/clair @ mizzy/serverspec @ fluent/fluentd
4609
4500
future-architect/vuls 4000 G ‘ ‘ ' |Mb S ‘ dv s
Vuinerabiity scanner for Linux/FreeBSD, agentiess,
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3500
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asnee 3000
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sa.ma 0
spotify/HubFramework 1000
Spotify’s component-driven Ul framework for iOS
o serverspec

500

Cl?ir

30
06/19/2011 06/18/2012 02/05/2013 09/24/2013 05/14/2014 12/31/2014 08/20/2015 04/07/2016  10/19/2016




///
@ Vul s»V R &n T §5 %0A6 55 14

y CYE-IDAVE(L| Y 2B 2V \BE o)

y 0SIPwr—U3—UvEIB T oy k27

x Py T T —rLESARR TACVE-IDNE(Y Y 2t
file §5 14

y BAAVTILLCANMTEY I T

x CPELZEEFT TV \BAE ), »), CVE-TDAVE(L| Y
S T=AG 5514

y °AYIFILY' T EIATF AR FIM4

x CPELZEEETN 2V \BE o), ), CVE-IDAVE(L Y
2 = AR 55 M4 @g



///
6\ TEFRIE RS |

)y v'OT 1Ak FH4

y CYE-IDIXB(Y Y 2ok \BN | 1S FN'E
T2 0BT 2L Ve VAR 55

y 842 7PAaYIILYLTEEAIZE FNBHAR

X We\oﬁfé 55 ’l"i 79?\<"



///
6\ 17 nNT— K 2"&h1F O] F¢

y th BASSSHT'HE S L XTvr

y B —VZVulsEe g (Q—7/IL X))



AMESSH2'}

FAR L 2RT

Amazon Simple
Storage Service
(S3)

e —

go-cve-dictionary

Vulnerbility Database

~

Fetcher [ | D
e \Q\>
Fetch
- Vulnerability data HTTP
HTTP server w "
Select (Japanese)
*
l/ ~ _
Vuls / Docker /LXD
Distribution Support
Container
—3 yum
docker exec ¥ AN changelog
Ixc exec
apptitude
Host changelog
feport HTTP
i | RHSA (RedHat)
Linux/Fre; SDE ALAS (Amazom

!

i

VulsRepo 1

(WebUl) TUl ! FreeBSD Support
Notify E
]

View Results /

¥ slack e

i

System Operator

XEFpvLHET— N

AN




B —iVIZVulsER &8 (Q—71/LX¥v>

Vulnerbility Database Distribution Support

go-cve-dictionary\
yum
A 33 44 DB . | GE |
1 EY ' i
o]l Vulngrability data NVD

apptitude
Fetcher { :3\* _ changelog

HTTP N
Insert RHSA (RedHat)
JWN ALAS (Amazon)

- Gapanese

HTTP server W |
Select FreeBSD Support|

Vuls Reporting Servag

Vuls

L —> l
Azure < Report
[-xmu s o | o ]
[

_____________ transf
f \ \\ ansfer l
— wastero | 1w \\\.r """ resaits di)
t (WebUl) ! |
\ 7] = / i r I
Amazon Simple N i \ Ji / A | l |
-9z Storage Service T~ . F d | i
i 1
[ J

g
N

o0s.exec

Package Manager

(53) View Results
onTerminal || | Sm————————

Wepu /Al )
Notify /

% slack— 7

System Operator




TE

Cl NELS
# centos20052

DIRECT MESSAGES

+ Invite People

#cent9520052 & (B €L Search @ v

CVE-2015-7181

7.5 (High) (AV:N/AC:L/Au:N/C:P/I:P/A:P)

Mozilla Firefox 7 & D 5 TEF & 114 Network Security Services I & 17 51
—EXEBIHE (DoS) DAESSE

JVN / CVEDetails / MITRE / RHEL-CVE

Installed Candidate
nss-3.16.2.3-1.el5_11 nss-3.19.1-4.el5_11

CVE-2015-8704

6.8 (Medium) (AV:N/AC:L/Au:S/C:N/1:N/A:C)

ISCBIND @ apl_42.c lc & F 2 —E B RIHE (DoS) DAESSMHE
JVN / CVEDetails / MITRE / RHEL-CVE

Installed Candidate
bind-libs-9.3.6-25.P1.el5_11.2 bind-libs-30:9.3.6-25.P1.el5_11.8
bind-utils-9.3.6-25.P1.el5_11.2 bind-utils-30:9.3.6-25.P1.el5_11.8

CVE-2013-7424

5.1 (Medium) (AV:N/AC:H/Au:N/C:P/I:P/A:P)

GNU C Library @ getaddrinfo BI#C & 17 %Y — E BRI E (DoS) DffEgEHE
JVN / CVEDetails / MITRE / RHEL-CVE

Installed Candidate
glibc-2.5-123.el5_11.1 glibc-2.5-123.el5_11.3
glibc-common-2.5-123.el5_11.1 glibc-common-2.5-123.el5_11.3

CVE-2015-0286
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Get installed packages
Debian/Ubuntu: dpkg-query
Amazon /RHEL/CentOS: rpm

FreeBSD: pkg

Amaz(

\

(

Debi an/Ubuntu/Cent0S el RHEL /Amazon/FveeBSD

!

Check upgradable packages
Debian/Ubuntu: apt-get upgrade --dry-run

GLt all changelogs of updatable packages at onle
CentOS: yum update --changelog

Get CVE IDs by using package manager
Amazon/RHEL: yum plugin security
FreeBSD: pkg audit

foreach
upgradable packages

Parse changelog and get CVE IDs
Debian/Ubuntu: aptitude changelog

y

Parse changelogs and get CVE IDs
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y OVAL'E FHoy7® %9 OVAL Language

https://qithub, com/OVALPvoject/Language

README.md

OVAL Language

International in scope and free for public use, OVAL is an information security community effort to standardize how to
assess and report upon the machine state of computer systems. OVAL includes a language to encode system details,
and an assortment of content repositories held throughout the community.

This GitHub project hosts the OVAL Language Schemas and Specifications to improve transparency and the
community's ability to track changes before a release. As of the OVAL 5.11.1 release, official releases of the OVAL
Language are posted on this GitHub project.

Development: OVAL 5.11.2
Official: OVAL 5.11.2
Previous: OVAL 5.11.1

Experimental capabilities for the OVAL Language will be developed in the OVAL Language Sandbox to allow the
community to fully investigate and implement new capabilities before they are included here in an official release
ensuring that only mature and implementable constructs are added to the OVAL Language.

Please see the OVAL Web Site for more information about the OVAL Language.

The OVAL Language operates under the OVAL Terms of Use.
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y» OVAL [ntevpvetevnaVIRAHH(\ N
Home / Browse / Security & Utilities / Security / OVAL Interpreter / Files (Wl\ V\dOWSHﬁ Li/r \/ R '\ - /l/ -2“ 3 } L T:)
OVAL Interpreter (MFY@E->2HTEtw)

Brought to you by: bob_roberge, bworrell, chishomi, djhaynes, and 4 others

Summary Files Reviews  Support Wiki Ticketsv  News  Discussion  Code

Looking for the latest version? Download ovaldi-5.10.1.7-src.tar.bz2 (20.4 MB)

Home / ovaldi N
L . Downloads /
Name # Modified ¢ Size ¢ .
Week #
4 Parent folder
M 5.10.1 Build 7 2014-04-10 45 MM
mm 5.10.1 Build 6 2014-01-04 0
m 5.10.1 Build 5 2013-04-17 0

m 5.10.1 Build 4 2012-12-21 0
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Developer  Enterprise  Professional ~ UseCases  Capabilities ~ Company  More~ (' C l #’) .:

®® JOVQL | mwsee

Joval Editions

ISV? Developer? MSP? Enterprise? Content Author?
Consultant? Which edition is right for you?

Developer Enterprise
Edition Edition

Embeddable SCAP engine for software Scalable SCAP scanning for

companies organizations and service providers

Basic Features

Included Components ® Java SDK

100% pure Java library for scanning

& Joval Sensor

Server-based component for high-volume agentless scanning

[%] Joval Utility

Lightweight command-line utility for local scanning

ENRLEHT,

Professional
Edition

Desktop SCAP scanner for content
authors and small, ad hoc scans

Desktop application
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https://tools. cisco. com/secuvity/centev/ovallisting. x

Worldwide [change] Welcome, | Account | Log Out My Cisco

ciIsco Products & Services How to Buy Training & Events Partners

Home / Cisco Security / Latest Threat Information / Cisco Security Advisories and Responses

Cisco Security

OVAL Repository

Cisco Security Advisories pertaining to Cisco |OS Software are available below in OVAL Definition schema.

Related Links
Title
Tools

Cisco PSIRT openVuln API
Create New TAC Service Request
cisco-sa-20160915-ikev1 Query Existing TAC Service

cisco-sa-20150923-ths

cisco-sa-20150325-ikev2

cisco-sa-20160928-smi Request
Bug Search Tool

cisco-sa-20160928-ios-ikev1

Software Downloads

cisco-sa-20160928-dns Product Field Notices
cisco-sa-20160928-ipdr End-of-Life Announcements
cisco-sa-20160928-aaados s

cisco-sa-20160928-msdp-CVE-2016-6382

¢EV—
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Open Vulnerability and Assessment Language: Element

Dictionary
e Schema: 10S Definition nl version="1.0" encoding="UTF-8"
e Version: 5.11.1:1.2 al_definitions xmlns:xsi="http://www.w3.0rqg/2001/XMLSchema-instance" xmlns:ov|

e Release Date: 11/30/2016 09:00:00 AM ://oval.mitre.org/XMLSchema/oval-definitions-5#ios ios-definitions-schema.xs

The following is a description of the elements, types, and attributes that compose the I10S sp
Open Vulnerability and Assessment Language (OVAL). Each test is an extension of the standg
in the Core Definition Schema. Through extension, each test inherits a set of elements and at
amongst all OVAL tests. Each test is described in detail and should provide the information n{
what each element and attribute represents. This document is intended for developers and a
with XML. A high level description of the interaction between the different tests and their rel
Definition Schema is not outlined here.

The OVAL Schema is maintained by the OVAL Community. For more information, including ho

project and how to submit change requests, please visit the OVAL website at http://oval.cised cisco-sa-20130731-1saospf-CVE-2013-0149
i family="ios
Test Listing

="vulnerability

i>Cisco I0S</pl

:Zdjes,t \ce source="CVE" ref_id="CVE-2013-0149" ref_url=

gpneighbor_test ] . .
* global_test : source="Vendor Advisory" ref_id="cisco-sa-20130801-1saospf" rl
* interface_test 0 r ‘
* line_test
* router_test oI operator="AND
* routingprotocolauthintf_test criterion test_ref="oval:cisco.oval:tst:340" comment="router_ospf_check
* section_test c ~ion test_ref="oval:cisco.oval:tc* o e TNS Versions for
* snmp_test
* snmpcommunity_test C
* snmpgroup_test E 7)\"__
* snmphost_test

* snmpuser_test
* snmpview_test
* tclsh_test

* version55_test
* yersiop—test
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y definitions
x metadata (PPIvh7+—0, BHETBHCVERY)
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(TXhoyxt £ ')
(¥ 2 MNXT —92)

(Cisco¥ vn'BT » 2VvV\H )Lk, OVAL vev, 5. 10) @



la operator="AND
on test_ref="oval:cisco.oval:tst:340" comment="router_ospf_check
~ion test_ref="oval:cisco.oval:tst:342" comment="I0S Versions for CSCug34485

test id="oval:cisco.oval:tst:340" version="1" check="all" comment="router_ospf_check" xmlns=
t object_ref="oval:cisco.oval:obj:1
state_ref="oval:cisco.oval:ste:57744

_test id="oval:cisco.oval:tst:342" version="1" check="at least one" state_operator="0OR
t object_ref="oval:org.mitre.oval:obj:6804
state_ref="oval:cisco.oval:ste:4

id="oval:cisco.oval:ste:57744" version=
ommand>show running-config</show_s mmand
config_line operation="pattern match">router\s+ospf</config_line

line_st
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x vevsionhh_test (0S/V—3>-2vwF)

x line_test (PRENXTHIVF)

= U
o W e

8
8
6
4
4
3
2
2
2
2

"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":
"show_subcommand":

running-config"
processes"
vstack config"
udp"

mpls interface"
ip socket"

control-plane host open-

ipv6 dhcp interface"

ip ips interfaces"

ip ssh"

translate"

subsys"

process cpu"

policy-map type inspect

ports"

zone-pair"

—
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checking SXXXXXXXXgw20
RESULT: STATE: FOUND router\s+ospf MATCH 15.2(4)M3
>> ‘2"*1’49.'_1’,,\, \ checking SXXXXXXsw03
\* |- - RESULT: STATE: MATCH 12.2(25)SEE2

checking oXXXXXp61
RESULT: STATE: FOUND router\s+ospf

checking OXXXXXXbb00o

RESULT: STATE: FOUND router\s+ospf MATCH 12.2(46)SE
checking OXXXXXXXbil6

RESULT: STATE: MATCH 12.2(33)SRE6
checking SXXXXXsw01la

RESULT: STATE: MATCH 12.2(25)EWA9
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£22'Vulsvepo |
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))ln ‘ Si 5‘3b0 ‘ "\ b | O VMlSVe o
ttp.//usius . 91 Thub, | P
Heatmap v | Count v CVSS Severity v CVSS Score v
Family v ServerName v S Low Medium High Unknown
Severity
Release v Container ¥ Cvss Totals
Score 17 19 21 26 28 3.3 35 36 4 43 44 46 47 5 51 55 58 61 62 64 65 68 69 7.1 72 7.5 7.6 7.8 85 9 93 10 Unknown
CvelD ¥ ServerName Container
Packages ¥ centos_5.1 2 6 13 8 4 2 & 8 21129 20 30 1 5 1 1 46 16 7.7 4 5 1 18 21
centos_5.2 3,10 16 8 6 4, 8 2 12 28 15 24 1 3 1 2 41 14 13 2 4| 4 2 13 20
Platform v |
centos_5.4 1 4 4 2 22 2 01 39 7 4 2 1 1 23 6 8 17 4 1 1 7| 7
Summary ¥ centos_5.6 2 4 3 119 1 31 4 2 1 20 “ 4 11 7 5 120
centos_5.7 4 6 1 4 3B 1 56 5 6 1 45 3| 27| 4| 2| 2 5 6 213
CVSS (AV) v
centos_5.8 2 4 4 29 39 3 6 15 3| 3| 4f 2| 2 4 6 146
CVSS (AC) ~ centos_5.9 1 2 1 14 1 3 2 5 134 1 1 5 66
13 13 3 4 9 4/ 1 1 5 53
12 2 3 6 4/ 6 1 4 54
CvE-2016.4470 2 30 10- 1 17 3 95 2 77 10 2 M 1-
2 18 61 132 1 13 3 7 14 65 6 2 2 1-
g 2 18 60 17 1 13 3 63 14 57 6 2 2 1-
Publshed Date 20160628 Lastodifed Date 20160529
2 18 6 18 1 13 3 60 14 62 6 2 1-
ovSs score
2| 4 4 8 9 3 47 10 43 4 16 1. 350
Access Vector Access Complexity Authentication Confidentiality Impact  Integrity Impact  Availability Impact 2 1 25 53 5 3 30 4 26 1 7 1 159
oo G o e
21 23 44 3 3 20 301 17 7 5 1 13
Sumnary
Linux Kemel @ securiykeys/key.c 0) key_reject_and_iink B2I3. HHED T — S0 ATV A S HERLA a0, 7 — 28R 1 1 1" 23 3 18 1 1 15 7 5 87
IFE (V2T LD5v 2) KIBICENBMBSIEDFEL 9. RN - CWE |TL2/851454 713, CWE-416: Use After Free (RRBE
AEUOER) HESSTTOET, hitpicwe mitre org/data/definitions/416 html 2 10 2 16 2 8 P
4| 3| 1 6 13 1 2 27 3| 2 3019 2 1 14 15 2 1 8 3 144
O DATA
B5 145 1 24 6 10 63- 2 30 5- 62 3 154 3 10 24 8 641 38 83 60 603 36 74 12 1 60 228 10 5216
MITRE / GveDetals / VD / VN / RHEL / Debian / Ubutu
3
[CVE] (i cve mite orgicghbinicvename cgi7name=CVE.2016-4470)
[NVD] (rp web v i g Ind-CVE 2016.4470)
[EOfi(CWE-Other)] (http: yVUIN/CWE htmi#CWEOther)
[CONFIRM] (http://git keme! 9 giticommit/2id=38327: g
[SUSE] (htp /st opensuse orgJopensuse.securty-announce/2016-08/msgo0o0o ntm)
REDHAT] (/i rechat comlerrata/RHSA 2016-1532 hm)
[REDHAT] (/1 rechat comlerrata/RHSA. 2016-1530 hm)
[REDHAT] (it /1 rechat conerrata/RHSA 2016-1541 him)
[MLIST] (Mt /v openval comsi oss-Seculy 2016/06/15/11)
[CONFIRM] (1t oracle comtecnetvorktopics/securty Inuibulletu2016- 3090544
[CONFIRM) (it v oracle " 00
[CONFIRM] (htp /. oracle comtechnetworktopics/securiylovmbuletui20 16
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Yy Kibana

http://5%4.238.135.81:5601/app/k ibanati/dashboavd/
Yul s—Dashbov ad

y Excel
https://1dvv. ms/x/s ' AGNTHjAWOKpigTD | iuKYOTL+T &

y» QuickSight

https://us—east-1, quicksight. aws. amdazon, com/sn/
dashboavds/25ddduc?-fe80-48uf—b0c2-Heu158buuT{u
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ZABBIX
Monitoring

| W | | E
History: History » Latest data » History » Latest data » History

Zabbix'é%1¢?'§'/'f~>

Timestamp Value
2016-07-12 14:20:34 32
2016-07-12 14:06:03 32
2016-07-12 13:37:38 38
2016-07-12 12:05:00 43

2016-07-11 15:11:14 80

EHIEE. FHhIRMETS
Y., GE%E
Zabbix THHHIAD

AFXvy VAV ') 7T M%Zcronlc
. - f—
A - 1T Z#%U. ZabbixICiX(S
N N\
$ vuls scan -report-json 1‘%’? j;ll:ljjj
$ vuls scan -report-mail 2=t [~ s #!/bin/bash
$ vuls scan -report-s3 2N -)'(j'ﬁf\ VULS_ROOT="/root/vuls"
$ vuls scan -report-slack VULS RESULT DIR="$VULS ROOT/results"
$ vuls scan -report-text
h vuls scan -cve-dictionary-dbpath=$VULS ROOT/
s 2 cve.sqlite3 -report-json
# MRSt D files.="$VUL'S_R.ESULT_DIR/current/*"
$ cat vuls/results/current/target1.json | jq for filepath in $files; do
'[.KnownCvesJ]?, .UnknownCves[]? TARGET_NAME="basename $filepath .json’
| .CveDetail.CvelD] | length’ zabbix_sender -z localhost -s $TARGET_NAME -k
/ 3% = nvd_count -o “cat $filepath | jq
79 « RFHEOHEIS '.KnownCves[]?, .UnknownCves[]? | .CveDetail.CvelD] |
length"
# Cvss Score D& KB zabbix_sender -z localhost -s STARGET_NAME -k
$ cat vuls/results/current/target1.json | jq nvd_max -o “cat $filepath | jq
'[.KnownCves[]?, .UnknownCves[]? '[.KnownCves[]?, .UnknownCvesJ]?
| .CveDetail.Nvd.Score] | max' | .CveDetail.Nvd.Score] | max” AbbixiSender’s
10 — CVSSRI7%ZEE done > CHBIEERE
§ )L RIETBRIUT L
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