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CVE-2014-3566
AFFFE108 15822

— https://www.openssl.org/~bodo/ssl-poodle.pdf
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FREAK attack #i&

+ CVE-2015-0204
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Freakattack.com

Tracking the FREAK Attack

Good News! Your browser appears to be safe from the FREAK attack.

o _NETIZHIH—N\EREDAENETFHE
IZ7EY541EE->TH—45][E bUtiﬁa&E’JL

HATRICEBELTOVGEWATEISOVIYRMND L
SIZRZBDITT, EETwitter’zE TN DH D
BARDY—/\HZBIELEINTLVS.

o Y MITHOTOHFERIZE L ER B D
CipherSuiteszHR—rg A &IXB AR

|I-

DHE 1%0)7‘_&3 tL\’)IE IZ[X7EB7EL VA

Ty



WiR

=
E.
”-
—
-

2599 ARDELIIZRZS)

https://freakattack.com/vulnerable.txt

sleazyneasy.com,68.169.101.206,rsa-export katestube.com,64.188.53.206,rsa-export
indiocasino.com, 212.64.147. 151,rsa-export googleping.com, '208.109.97. 183 rsa-export
kohls.com,23. 202.240. 45 rsa- export vente-privee.com,185. 45.180. 3,rsa- export
lan.com 67 15.147.205,rsa-export delfi.lv,62.63.137 .4,rsa-export
adplxmd.com,205.186.187. 1 78,rsa-export aIItop.com,184.106.130.1 15,rsa-export
leparisien.fr,95.131.142.225,rsa-export doctissimo.fr,85.116.34.4,rsa-export
dinodirect.com,184.173.225.136,rsa-export wannonce.com,188.165.15.58,rsa-export
4shared.com,208.88.224.138,rsa-export tribalfusion.com,204.11.109.195,rsa-export
suntimes.com,64.94.90.42 rsa-export hola.com,62.22.171.50,rsa-export
santander.com.br,172.224.248.145,rsa-export ets.org,144.81.88.152,rsa-export
wowhead.com,23.6.67.58,rsa-export sidereel.com,173.247.105.225,rsa-export
umich.edu,141.211.243.44 rsa-export itv.com,193.35.9.65,rsa-export
honda.com,164.109.25.194 rsa-export nordstromrack.com,23.193.174.147 rsa-export
giga.de,80.86.80.168,rsa-export lolking.net,23.6.67.58,rsa-export
gocomics.com,66.6.101.183,rsa-export eltiempo.com,200.41.9.39,rsa-export
trafficholder.com,64.111.214.2,rsa-export estadao.com.br,23.6.72.37,rsa-export
ppomppu.co.kr,110.45.151.210,rsa-export delfi.It,91.234.200.110,rsa-export
wiocha.pl,195.225.138.230,rsa-export draftkings.com,23.203.3.237,rsa-export
twitcasting.tv,202.234.23.144 rsa-export e-rewards.com,63.241.211.118,rsa-export
propellerads.com,78.140.145.202,rsa-export ziddu.com,84.45.63.57,rsa-export
topshop.com,23.194.147.74,rsa-export alice.it,217.169.121.227 ,rsa-export
syosetu.com,111.64.91.10,rsa-export trafficshop.com,78.140.142.21,rsa-export
sec.gov,23.203.5.89,rsa-export 337.com,174.36.254.166,rsa-export
epnet.com,140.234.254 .41 ,rsa-export backlinkwatch.com,74.204.189.20,rsa-export
refinery29.com,50.22.34.142,rsa-export onmyzip.com,216.176.192.139,rsa-export ........
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2014-11-26

2015-01-07

2015-06-27

S551L2.0 24.08

12.91

12.12

09.30

SSL3.0 99.91 62.32 H7.44 49.89
TLS1.0 99.86 98.84 08.63 99.64
TLS1.1 15.61 Lo 28.94 36.96
TLS1.2 17.86 29.98 31.67 40.36
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~ Alexa Top sites DR

vVersion || 2014-04-27 || 2014-11-26 | 2015-01-07 | 2015-06-27
SSL2.0 05.23 01.73 01.62 01.23
SSL3.0 08.57 37.42 33.78 23.67
TLS1.0 99.48 99.69 99.75 99.39
TLS1.1 56.66 72.66 74.46 80.83
T1.51.2 60.66 76.42 78.37 83.98

# 3: SSL/TLS /53— 3 L %HEki - (B) Alexa top sites
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6431 5518
H—s3 2 R fER (o) Alexa top sites (B) .ip FAA
’ﬁ:}ﬂ” ﬁ 2015-01-07 2015-06-27 2015-01-07 2015-06-27
EXP-RC2-CBC-MD5 756 230 1414 032
EXP-RC4-MD5 802 251 1437 062
EXP-EDH-RSA-DES-CBC-SHA 182 96 1128 779
EXP-EDH-DSS-DES-CBC-SHA 0 0 0 0
EXP-DES-CBC-SHA 771 229 1293 853
EXP-RC2-CBC-MD5 756 230 1414 032
EXP-RC4-MD5 802 251 1437 | 962 |
(40 > FiFZT T U X LKRET) 808 25h 1444' 970 _‘
DES-CBC-SHA 943 709 2648 2267
DES-CBC-MD5 122 71 682 509
EDH-RSA-DES-CBC-SHA 408 276 2277 _|__1960
(56bits 57 /L= X LKEET) 947 711 2648 I 2268 -‘

# 1: Export-grade 2B 57 /L =Y X LD SSL/TLS V— N2 1) 5 btk
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DROWN attack
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@) jp RAL17988 H Ak

version 2014-04-27 2014-11-26 2015-01-07 2015-06-27 2016-10-24

SSL2.0 24.08 12.91 1212 09.30 04 .2
S

SSL3.0 99.91 62.32 HT7.44 49.89 30.6

TLS1.0 || 99.86 08.84 0R.63 99.64 | 99.2
TLS1.1 15.61 27.27 28.94 36.96 | 62.8
TLY1.2 17.86 29 .08 31.67 40.36 | 65.9

& 2: SSL/TLS R"— a &k - (a) jp FAA >

=TIy
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'B) Alexa top sites 0 4120000 4+

Verslon || 2014-04-27 || 2014-11-26 | 2015-01-07 | 2015-06-27
SsL2.0 05.23 1.Fd 01.62 4123
SSL3.0 08.57 37.42 33.78 23.67
TLS1.0 99.48 99.69 99.75 99.39
TLS1.1 56.66 72.66 74.46 80.83
Tisl2 60.66 76.42 78.37 83.98

2016-10-24

00.4
09.3
97.1
90.8
93.4
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=B Aloxa top sites O L1220000 H A~

JPRE AL H A DX AR IETF LR
Version 2014-04-27 2014-11-26 2015-01-07 2 JP 2016-10-24
SSL2.0 | 05.23 01.73 | 0162 || 042 | 00.4
SSL3.0 | 98.57 37.42 33.78 || 30.6 1 09.3
TLS1.0 || 99.48 99.69 99.75 99.2 197.1
TLS1.1 | 56.66 | 72.66 | 74.46 | 62.8 | 90.8
TLS1.2 || 60.66 76.42 7837 | 65.9 | 93.4
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H—31) 2 KFER (o) Alexa top sites (B) gp FA A~
#ﬁ.ﬁﬁ” ﬂ 2015-01-07 | 2015-06-27 2015-01-07 2015-06-2F
EXP-RC2-CBC-MD5 [j== )32
EXP-RCAMD5 I ER=E LTz 1KRETZ 62
EXP-EDH-RS %—DEE»—EJ:T’if’%(O)'U"f I~75\’5!° %Mk 79
EXP-EDH-DSS-DES-CBC-SHA 0
EXP-DES-CBC-SHA ??1 239 1293 853
EXP-RC2-CBC-MD5 6 230 142ek16-1p-24 932
EXP-RC4-MD5 302 51 1437 062
(40 £ v FEgF 7 /v 3 U X LfRET) R08 255 14444 5970
DES-CBC-SHA 043 709 2648 1609 2267
DES-CBC-MD5 122 71 682 220 509
EDH-RSA-DES-CBC-SHA 108 7 2277 1416 1960
(56bits BF5 7 /L= ) X LfRaT) 047 711 2649 5[) 9268
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DV (Domain Validated) SFBR % FAS EDRECHEHEL TIIHEESE

1T
OV (Organization Validation)SEIFE WE@&OME(EEE) =RE= L TIIHAES:

= HiT.
EV (Extended Validation) SFERE CA/Bowser Forum THEZhi-FEI(C8|

NEAFAAE % R{T. 7 7 7 TURLEE®# 9
rEeEicksdaE . DV/OVIIERE - 0E i
SEFHEAFBEShTWS,

e

 OV,EVTIIZEEFIHIMHAEZLDEZTEHLE
HXBHIETY 7»73@&7& 4 | EFEER.
—MATCESRETHFEDERESD

I1J, IIRv0l.30, 1.4.2 Let's Encrypt7 O z/hESFAZ B EIRITDI-6HD ACMEZORIL| |

http://www.iij.ad.jp/company/development/report/iir/030/01_04.html}
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Twelfth Symposium On Usable Privacy and Security

JUNE 22-24, 2016 * DENVER, CO
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THE ADVAMNCED
COMPUTING S¥STEMS
AESOCIATION

Rethinking Connection Security Indicators

Adrienne Porter Felt, Robert W. Reeder, Alex Ainslie, Helen Harris, and Max Walker, Google;
Christopher Thompson, University of California, Berkeley; Mustafa Embre Acer,
Elisabeth Morant, and Sunny Consolvo, Google
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* Connection security

— Valid HTTPS

— HTTPS with minor errors
e HTMLa> T UYIZHTTP TCigL RESh=EEAHDHEHE

 LUILLEE BLS

— HTTPS with major errors
e SEBAETF— MUY
— HTTP

 Website tfrustworthiness

—

— EV (Extended Validation) HTTPS

— Malware and phishing
« 7599 ALTHi% (Google Safe Browsing, M$ SmartScreen)
« HTTPSZ27z,L THERETIEG W (—EFETE%LY)

© 2017 Internet Initiative Japan Inc.
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Chrome4d8iF{X D 1>

Sy

Browser HTTPS AL HT.T i HTTP EV Malware
minor error | major error
Chrome 48 Win & https://wwn || [ https://mixe | B b/ /wro | [ www.exam || [& Symantec €o | [ httpsy//dow
Edge 20 Win & example| https bads: | examplecom || 2 symantec Co | © vnssie wsbsie des
Firefox 44 Win B | https/iwwwae l| B | hittpsimiocec | & | hitps//eqire | O | wwwoeample || @ Symantec Copo | B hitps//specet
Safari 9 Mac w example.com mixed.badssl.c § [VRL hidden example.com & Symante downleadgarn
Chrome 48 And I https://v] https://mixe | E) https: /v | www.examg || [E] https:/v | https:/spac
Opera Mini 14 And || & www.exam| || mixed.badssl.c | wrong.hostba | www.example || & www.syma | Unavailable
UC Mini 10 And ) Example D) (7)) mixed.bad: | Blocked ) Example Di _ Endpoint, € | Blocked
UC Browser 2 i0S || ) Example Do. || () mixed.bads.. | () wrong.host.. | (&) Example Do. || &) Endpoint, C. | Unavailable
Safari 9 i0S & example.c | mixed.badss | NFONGNESE | example.con || & Symantec | Unavailable

é‘i& UCBrowser

rowser (http://www.ucwebscom/icompany/about/)
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Secure connection.
— Colorblind THFIFF TEHNRE
— BN ENEWSTERERRARTDSIF
A Insecure connection.
' —BIZELTEVNERENTTS
@ Slightly insecure connection.

— Negative7 JL—T Mo ZBIRIEITHHnE, LTEH
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 Mixed Contents |ZB8d 215454

- Firefox: 2013454 8B (ff23)Mn 2 0wk

— https://support.mozilla.org/ja/kb/mixed-content-
blocking-firefox

— https://blog.mozilla.org/tanvi/2013/04/10/mixed-
content-blocking-enabled-in-firefox-23/

« Chrome: ELAERELHE
— https://developers.google.com/web/fundamentals/sec
urity/prevent-mixed-content/what-is-mixed-content

— https://developers.google.com/web/fundamentals/sec
urity/prevent-mixed-content/fixing-mixed-content

T

BRIV THALDEYHE HETETHR https://www.ipa.go.jp/files/000017316.pdf

©2017 Internet Initiative Japan Inc. 39
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SHA-1FIBTELL-EIAEC

X9 BDEE

D EAE

« SHA1 & Google Chrome Checker
— http://sha1affected.com/

The certificates for_’ will be affected by Google Chrome's SHA1 deprecation policy.

Chrome 39 Chrome 40 Chrome 41+
November 2014 January 2015 Apnl 2015
-1 https://www. https://www. https://www.

=

Certificate Summary

Type Valid For

L

End Identity
Intermediate

Root

Wlﬂﬁ

|

Expiry Date Signature Algorithm

© 2017 Internet Initiative Japan Inc.
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O >THRY M AR
X)) T4 T4 —3% T

¢« R—UITT—

DFEHMNS “Mixed” TI«ILE

o A R R S TR e e | e Fi Ll
G ﬂ clements ~DNsoe IOUrCes ETWOTE nelng SECUT Cy » £ - J'C

Security Overview

®

Overview

= -
| ® top ¥ rreserve lo
E hﬁxeg| Regex Hide network messages
e
E Errors Wamings Info Logs Debug Handled £ ate
E I g e g _ e connection to this site is using a valid, trusted
1 ixed Conten aEh e 2ies  yer certificate.
loaded over a LS ar
insecure endpolr This view certificate

endpoint should

© 2017 Internet Initiative Japan Inc. 44
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ROSLENENHENZEFLR)

o NFJHAR(D/PASSA A1) EIFHIFQDN

THAHAEN BV -RATZETOHEHRE

« JSTFAILDLUF)T (FRFEEN)

— http&https TIEEGHAAVTUOVERAELTS?
- SAEDBEHEIE
« Chrome#|EfDIEE7ILT) X LEEDA]E

L UL B

[

— GoogleS A/ IR ZIEEB TLIND ?

Obsclete Connection Settings

The connection to this site uses a strong protocel (TLS
1.2), anjobso E'tcl':.E_:f exchange (RSA), and anjobsolete | B
cipher (AES 128 CBC with HMAC-SHAT). =

B ]

44
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+ ESLVOIWebR—UFREHR L IFNKD N ?
- MR- RRATSOTAADEEA

s BRFSSLIERFRIZZEALISSICREESESLMRE
ZE=HIICFRTELHAMN?
— HTTPH A DTS TORZ A

« IS0 H LS DOU/NITLRIRDOBEEIFELCZ SN ?

— iIAZEDMEES M FDLEAT—23Y
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SSLITLSH—/\S&Et DI — 25 1 I

e HTTP(—=HTTPS) 74— LIE{FEH7ELN

1)
[a EELEHERYRSYITIA-UTIE. BESBERESLTS ]

DT A+ CRIEEESIET 2FEELT. SSL(Secure Socket Layer) %2 TLS(Transport Layer
Security) * LVI= HTTPS BEAHYVET . NATV—FTOT AT 5= 0, BARBHESRTS
R=T F- BEBICTEIREFERERTT SERERDR—21E, https:// TiES URL LT, EiE
BREBEBES{LTHILERRIOLET,

BRAELI-WMEREA NS ESEETIL. E{EKD URL % https// T B TUC ANEE
% https:// @D URL ELTHELBENHYET . T5LETAE. AXEBEIFBREFICHTATH T
HAEEEAHBY . AABEBHIBRTAICRINTICAATAIEI, ZELEX oA EAOYARZEEINT
LE2Y. BSIEehTICEEShAhTERShIBENAHLI0OTT . MAZFFIAHERS
https:// [CHEoTWASIEEZRELTHOAALEFETD T, 727 HAMEEEIL, TOLSLGEENT
=5HESIZLTLEELY,

e

BRIV THALDEYHE HETETHR https://www.ipa.go.jp/files/000017316.pdf
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