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CVE-2016-2776: Assertion Failure in buffer.c While Building Responses to a Specifically Constructed Request

Author: Brian Conry  Reference Mumber: AA-01419

(VRN

-5

CVE: CVE-2016-2776
Document Version: 2.1
Posting date: 2016-09-27

Program Impacted: BIND
=37

Versions affected: 0% -=588x% 990-=0995-P2 993-51-=0.009-53 9.10.0-=9.104-P2, 9.11.0a1-=9.11.0rc1 . . . 7=
Severity: K@: I DeSCH pt|0n . ﬁi‘F A

Exploitable: Ramaotely

Description:

Tasting by ISC has uncovered a critical error condition which can occur when a nameserver is constructing a response. A defectin the rendering of me
can cause named to exit with an assertion failure in bufferc while constructing a respanse to a query that meets certain criteria. I t &EB
mpact: 82

[=]
This assertion can be triggered even ifthe apparent source address isn't allowed to make queries (i.e. dossnt match ‘allow-guery’).

Impact:

All servers are vulnerable ifthey can raceive re CVS S Sco re : 7 - 8

CVSS Score: 7.8

A Y ]

L (Zaash

CVSS Vector: (AV:N/AC LIALNICNIN/AC)

CVSS Vector: (AVIN/AC:L/Au:N/C:N/I:N/A:C)

Workarounds:

Mo practical workarounds exist.

Active exploits: W O karo U n d . E
A step-by-step breakdown of the issue has been published and working Metasploit code is available. Crashes have been reported thatappear to be ff i H . x N—
Mitigation : &% 3k

. These can all be downloaded from hitp./fw

w.isc.org/downloads.

Solution: Upgrade to the patched release most closely related to your current version of B

» BIND 9 version 9.9.9-F3
9 version 9.10.4-P3

9version 9.11.0rc3 SOIU“O” : ﬁgik%
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