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- CVSS Score < Severity 9.0~10.0 Critical
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National Cyber Awareness System

ulnerability Summary for CVE-2016-6366
Original release date: 08/18/2016
Last revised: 11/28/2016
Source: US-CERT/NIST

Modified

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in
Overview

Buffer overflow in Cisco Adaptive Security Appliance (ASA) Software through 9.4.2.3 on ASA 5500, ASA 5500-X, ASA S

ASA Security Module, PIX, and FWSM devices allows remote authenticated users to execute arbitrary code via crafted 1
EXTRABACON.

Impact
CVSS Severity (version 3.0):

CVSS Severity (version 2.0):

CVSS v3 Base Score: 8.8 High CVSS v2 Base Score: 8.5 HIGH

Vector: ;AV:N.{AC:M{AU:SfC:C{]:C{A:CiI(Iegend)
Click

Vector:| CVSS:3.0/AV:N/AC:L/PR:L/UT:N/S:U/C:H/I:H/A:H
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CVSS Base Score 8.5

Impact Subscore 10
Exploitability Subscore 6.8

CVSS Temporal Score Not Defined
CVSS Environmental Score Not Defined
Modified Impact Subscore 0

Overall CVSS Score 8.5

Show Egquations

CVSS v2 Vector (AV:N/AC:M/Au:S/C:C/I:C/A:C)

~ Base Score Metrics

Exploitability Metrics Impact Metrics

Access Vector (AV)* Confidentiality Impact (C)*

‘ Local (AV:L) H Adjacent Network (AV:A) ‘ ‘ None (C:N) H Partial (C:P) ‘
Access Complexity (AC)* Integrity Impact (I)*

[ Wone i) | portion [T
Authentication (Au)* Availability Impact (A)*

* - All base metrics are required to generate a base score.

» Temporal Score Metrics

» Environmental Score Metrics
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https:/Mww.ipa.go.jp/security/vuln/CVSS.html
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AEYRE Stack Smash Protection
RELRO(RELocation ReadOnly)

AEYSUFTA4X | ASLR(Address Space Layout Randomization)
PIE(Position Independent Executable)
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DEP(Data Execution Prevention)
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