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JANOGとわたし 



FastNetMonとは 

パケットキャプチャやNetFlowデータをもとにDDoSを高速検知するオープ
ンソースソフトウェア 

 

RIPE71, NANOG66で紹介された 
NANOG66 (Feb, 2016) 

Research and Education Track 

    “An opensource recipe for detecting DDoS and automate mitigation techniques” 

[Vicente De Luca, Zendesk]  



FastNetMonとは 

主な機能 

パフォーマンス 



FastNetMonとは 

アーキテクチャ 



FastNetMonとは 

アタック検知ロジック 

アタック検知時の反応 



インストール、基本設定、起動 (Ubuntu16) 

$ wget https://raw.githubusercontent.com/pavel-odintsov/fastnetmon/master/src/fastnetmon_install.pl -fastnetmon_install.pl  

$ sudo perl fastnetmon_install.pl 

 インストール 

# vi /etc/networks_list  

203.0.113.0/24 

198.51.100.0/24 

 設定 

# systemctl start fastnetmon 

 

 起動 

# vi /etc/fastnetmon.conf 

後述…. 



設定 

# Different approaches to attack detection 

ban_for_pps = on 

ban_for_bandwidth = on 

ban_for_flows = off 

 

# Limits for Dos/DDoS attacks 

threshold_pps = 20000 

threshold_mbps = 1000 

threshold_flows = 3500 

 

# Per protocol attack thresholds 

# We don't implement per protocol flow limits, sorry :( 

# These limits should be smaller than global pps/mbps limits 

 

ban_for_tcp_bandwidth = off 

ban_for_udp_bandwidth = off 

ban_for_icmp_bandwidth = off 

 

threshold_tcp_mbps = 100000 

threshold_udp_mbps = 100000 

threshold_icmp_mbps = 100000 

 

ban_for_tcp_pps = off  

ban_for_udp_pps = off 

ban_for_icmp_pps = off 

 

threshold_tcp_pps = 100000 

threshold_udp_pps = 100000 

threshold_icmp_pps = 100000 

 /etc/fastnetmon.conf (抜粋) 
つづき.. 

 

## 

### Actions when attack detected 

### 

 

# This script executed for ban, unban and attack detail collection 

notify_script_path = /usr/local/bin/notify_about_attack.sh 

 

# announce blocked IPs with BGP protocol with ExaBGP 

exabgp = off 

exabgp_command_pipe = /var/run/exabgp.cmd 

exabgp_community = 65001:666 

 

総トラフィックのしきい値
設定 (pps, mbps,  

flows) 

プロトコル毎のしきい値
設定 (mbps) 

プロトコル毎のしきい値
設定 (pps) 



#!/usr/bin/env bash 

 

# This script will get following params: 

#  $1 client_ip_as_string 

#  $2 data_direction 

#  $3 pps_as_string 

#  $4 action (ban or unban) 

 

email_notify="root, please_fix_this_email@domain " 

 

# 

# Please be carefult! You should not remove cat >  

# 

 

if [ "$4" = "unban" ]; then 

    # No details arrived to stdin here 

 

    # Unban actions if used 

    exit 0 

fi 

 

if [ "$4" = "ban" ]; then 

    cat | mail -s "FastNetMon Guard: IP $1 blocked because $2 attack with power $3 pps" $email_notify; 

    # You can add ban code here! 

    exit 0 

fi 

 

if [ "$4" == "attack_details" ]; then 

     cat | mail -s "FastNetMon Guard: IP $1 blocked because $2 attack with power $3 pps" $email_notify; 

 

    exit 0 

fi 

アタック検知時に起動するscript 

 /usr/local/bin/notify_about_attack.sh  

オプションパラメーター例 

$1 = 203.0.113.123 

$2 = incoming / outgoing 

$3 = 1000521 (string) 

$4 = ban / unban / attack_details 



CLIモニタリング 

# /opt/fastnetmon/fastnetmon_client 

 

FastNetMon 1.1.3 master git-94f4947e87753b8be193ca54d17dac24cac599fb Pavel Odintsov: stableit.ru 

IPs ordered by: packets 

Incoming traffic          3167 pps     36 mbps      0 flows 

203.0.113.164            3166 pps     36 mbps      0 flows  *banned* 

203.0.113.165                   6 pps      0 mbps      0 flows 

 

Outgoing traffic          1152 pps      0 mbps      0 flows 

203.0.113.164            1151 pps      0 mbps      0 flows  *banned* 

203.0.113.165                  4 pps      0 mbps      0 flows 

 

Internal traffic             0 pps      0 mbps 

 

Other traffic                0 pps      0 mbps 

 

Screen updated in:             0 sec 340 microseconds 

Traffic calculated in:            0 sec 180 microseconds 

Total amount of IPv6 packets related to our own network: 0 

Not processed packets: 0 pps 

 

Ban list: 

203.0.113.164/4725 pps incoming at 13_01_17_15:28:57 

 

Subnet load: 

203.0.113.160/29  pps in: 0        out: 0        mbps in: 0     out: 0 

203.0.113.168/29  pps in: 0        out: 0        mbps in: 0     out: 0 

203.0.113.174/32  pps in: 0        out: 0        mbps in: 0     out: 0 

 /opt/fastnetmon_client 



InfluxDBにストアされるテーブル、タグキー 



InfluxDBにストアされるレコード 
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Grafanaで可視化すると 

情報量少ない.. 
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redisにストアされるレコード (アタック検知時の情報) 

$ redis-cli keys fastnetmon * 
fastnetmon_203.0.113.162_packets_dump 

fastnetmon_203.0.113.162_information 

fastnetmon_203.0.113.174_packets_dump 

fastnetmon_203.0.113.174_information 

fastnetmon_203.0.113.165_packets_dump 

fastnetmon_203.0.113.165_information 

$ redis-cli get fastnetmon_203.0.113.165_information 
{ "ip": "203.0.113.165", "attack_details": { "attack_type": "udp_flood", 

"initial_attack_power": 515, "peak_attack_power": 515, "attack_direction": "incoming", 

"attack_protocol": "udp", "total_incoming_traffic": 670292, "total_outgoing_traffic": 

26985, "total_incoming_pps": 515, "total_outgoing_pps": 276, 

"total_incoming_flows": 0, "total_outgoing_flows": 0, "average_incoming_traffic": 

670292, "average_outgoing_traffic": 26985, "average_incoming_pps": 515, 

"average_outgoing_pps": 276, "average_incoming_flows": 0, 

"average_outgoing_flows": 0, "incoming_ip_fragmented_traffic": 0, 

"outgoing_ip_fragmented_traffic": 0, "incoming_ip_fragmented_pps": 0, 

"outgoing_ip_fragmented_pps": 0, "incoming_tcp_traffic": 6340, 

"outgoing_tcp_traffic": 1277, "incoming_tcp_pps": 8, "outgoing_tcp_pps": 7, 

"incoming_syn_tcp_traffic": 2906, "outgoing_syn_tcp_traffic": 159, 

"incoming_syn_tcp_pps": 6, "outgoing_syn_tcp_pps": 0, "incoming_udp_traffic": 

663951, "outgoing_udp_traffic": 25706, "incoming_udp_pps": 503, 

"outgoing_udp_pps": 267, "incoming_icmp_traffic": 0, "outgoing_icmp_traffic": 0, 

"incoming_icmp_pps": 0, "outgoing_icmp_pps": 0 }, "network_load": { "incoming 

traffic": 3685711, "outgoing traffic": 144473, "incoming pps": 2828, "outgoing pps": 

1514 }, "network_average_load": { "incoming traffic": 184833, "outgoing traffic": 8353, 

"incoming pps": 137, "outgoing pps": 73 } } 

$ redis-cli get fastnetmon_203.0.113.165_packets_dump  
IP: 203.0.113.165 

Attack type: udp_flood 

Initial attack power: 510 packets per second 

Peak attack power: 510 packets per second 

Attack direction: incoming 

Attack protocol: udp 

Total incoming traffic: 4 mbps 

Total outgoing traffic: 0 mbps 

Total incoming pps: 510 packets per second 

Total outgoing pps: 310 packets per second 

Total incoming flows: 0 flows per second 

Total outgoing flows: 0 flows per second 

Average incoming traffic: 4 mbps 

Average outgoing traffic: 0 mbps 

Average incoming pps: 510 packets per second 

Average outgoing pps: 310 packets per second 

Average incoming flows: 0 flows per second 

Average outgoing flows: 0 flows per second 

 

~ 省略 ~ 

 

Network: 203.0.113.160/29 

Network incoming traffic: 0 mbps 

Network outgoing traffic: 0 mbps 

Network incoming pps: 21 packets per second 

Network outgoing pps: 15 packets per second 

Average network incoming traffic: 1 mbps 

Average network outgoing traffic: 0 mbps 

Average network incoming pps: 151 packets per second 

Average network outgoing pps: 103 packets per second 

Average packet size for incoming traffic: 1102.8 bytes  

Average packet size for outgoing traffic: 124.6 bytes 

 

2017-01-13 12:39:39.000000 216.58.197.193:443 > 203.0.113.165:61325 protocol: udp 

frag: 0  packets: 9 size: 11079 bytes ttl: 0 sample ratio: 1   

2017-01-13 12:39:39.000000 203.0.113.165:58099 > 172.217.27.66:443 protocol: udp 

frag: 0  packets: 6 size: 2542 bytes ttl: 0 sample ratio: 1   

2017-01-13 12:39:39.000000 172.217.27.66:443 > 203.0.113.165:58099 protocol: udp 

frag: 0  packets: 7 size: 3446 bytes ttl: 0 sample ratio: 1   

2017-01-13 12:39:39.000000 203.0.113.165:58411 > 174.129.255.59:443 protocol: tcp 

flags: syn,psh,ack frag: 0  packets: 4 size: 1414 bytes ttl: 0 sample ratio: 1   

2017-01-13 12:39:39.000000 203.0.113.165:58432 > 52.71.208.179:443 protocol: tcp 

flags: syn,psh,ack frag: 0  packets: 11 size: 12203 bytes ttl: 0 sample ratio: 1 

 

つづく 



まとめと所感 

 よいところ 
高パフォーマンス 
高速検知 
検知時のアクションの作り込みが容易 

 もう少しなところ 

しきい値ベースの検知のみ 

TCP/UDPポート毎でのトラフィックの検知もしてほしいところ 

DBへ書き込む情報が少ない  
(NetFlow v5 recordぶんかせめてTCP/UDPポート番号情報くらいはデータストアして欲しい) 

 使い方としては.. 

トラフィック可視化のデータ収集 
いまいち.. 

トラフィック異常検知 
異常検知のトリガーとしては使えそう 

DDoS mitigationさせるためには他のコンポーネントと 

  併用が良さそう 
InfluxDB (Collection) 

    → Chronograf (Visualization) 

      → Kapacitor/Morgoth (Detection) 

    Relative value alert, Lossy Counting Algorithm(LSA) 

    → BGP FlowSpec (Mitigation) 

 Chronograf / Kapacitor 


