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pmacct kafka-plugin

B> AN=)L

# BEII\YT—DA A =)L
apt-get install libpcap-dev libjansson-dev
# BHTHRD librdkafka 1> X h—)JL

git clone https://github.com/edenhill/librdkafka.git; cd librdkafka; ./configure; make; make install
# kafka ZFIB9I23AT> 3> %D Cpmacctd1 > X =)L

git clone https://github.com/pmacct/pmacct.git; cd pmacct; ./autogen.sh; ./configure --enable-kafka --
enable-jansson --enable-ipv6; make; make install

# HEER

container:/# pmacctd -V

Promiscuous Mode Accounting Daemon, pmacctd 1.6.2-git (20170117-00)
'--enable-kafka' '--enable-jansson' '--enable-ipv6'

For suggestions, critics, bugs, contact me: Paolo Lucente <paolo@pmacct.net>.

B/ \YOR1> b
 librdkafkah' -1 > XA b—)LENTZ/)\RITEE
v' QUICKSTART IX. Running the Kafka plugin =&
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https://github.com/pmacct/pmacct/blob/master/QUICKSTART

pmacct kafka-plugin

= A —

B pmacct <&

# nfacctd.conf

aggregate: src_mac, dst_mac, vlan, cos, etype, src_as, dst_as, peer_src_ip, peer_dst_ip, in_iface, out_iface,
src_host, src_net, dst_host, dst_net, src_mask, dst_mask, src_port, dst_port, tcpflags, proto, tos,
sampling_rate, timestamp_start, timestamp_end, timestamp_arrival

nfacctd_port: 2055

plugins: kafka

kafka_output: json

kafka_topic: pmacct-janog
kafka_refresh_time: 60

kafka_history: 1m
kafka_history_roundoff: m
kafka_broker_host: <kafka IP address>
kafka_broker_port: 9092

# FCE)
nfacctd -f /etc/nfacctd.conf -dD

B/ \YDORA> b
- nfacctd DF T A)L bDnetflowiF 5% 1F(E 2100/udp

« kafkadb bEWO(C"(Ry MZE{ES &, CZTIEOKIZH,
2R —Z1EDprestoMsRTE T/ \NX D1 > bénb- floka 1T artaar I
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kafka-topic

B kafka-topic WEMETND
« Trifecta TT—AMWNBEDIBHIEC &= MR

Trifecta vo.10.2
@ Inspect Observe @ Publish p Query 8 Decoders
Message TOpICS ® O} P | vView Key@ Message Offset 419047 M4 r M

17 of 17 Topic(s) shown [Hide empty]

& ocnsearch-querylog (3,960,621)

€8 pmacct-janog (419,047) {
B pmacct-test (1,487,277)

& pmacct.acct

& pmacct.flow (192,054,890)

"event_type": "purge",
“mac_src": "00:00:00:00:00:00",
"mac_dst": "00:00:00:00:00:00",

&, pmacct.netflow "‘étl\::: . @? '

&, pmacct.nttwest “etype": "800",

&, pmacct.sflow "as_src": 2014,

&, pmacct.sflowtest "as_dst": @,

&, pmacct.test “peer_ip_src": "115.69.224.1",

"peer_ip_dst": "0.0.0.0",
"iface_in": 44,
"iface_out": 95,

"ip_src": "153.254.105.42",
Topic Offsets “net_src": "153.254.0.0",
"ip_dst": "163.138.225.51",

. "net_dst": "163.138.225.48",
Partition Current Offset Last Offset Messages "mask_src": 15,

0 419047 419047 419,047 "mask_dst": 28,
"port_src": 12346,

“port_dst": 12446,

"tcp_flags": "@",

"ip_proto": "udp",

"tos": 192,

“sampling_rate": 0,

"“timestamp_start": "2017-01-17 12:55:45.0",
"timestamp_end": "2017-01-17 12:55:45.@",
“timestamp_arrival: "2017-01-17 12:56:00.613202",

14
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presto

B prestos&iE

kafka.properties®H(CdpBkafka.table-namesDIE(C. BIIL L \topickZ ot
# <presto>/etc/catalog/kafka.properties

connector.name=kafka

kafka.nodes=<IP>:<port>, <IP>:<port>, <IP>:<port>
kafka.table-names=pmacct-janog

kafka.hide-internal-columns=false

F—JILORFEEZjson T 7 )L 5Lk
# <prestol/etc/kafka/pmacct-janog.json
{
"tableName": "pmacct-janog",
"topicName": "pmacct-janog",
"dataFormat": "json",
"message": {
"dataFormat":"json",
"fields": [
{
"name": "event_type",
"mapping": "event_type",
"type": "VARCHAR"
i
(snip)

B/ \YDRA1> bk
. table&(CE""HMEX IRV \(topick Il ZE2TD E. HiAK
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. Dashboards ~ Queries ~ Alerts

Settings

DATA SOURCES USERS GROUPS ALERT DESTINATIONS QUERY SNIPPETS

Name
Type
Catalog
Host
Port
Schema

Username

Test Connection
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B {Epk L/ data sources ZiETE L C. select * from <table® >
tj_ gh HWH%L_ tj&ﬁﬁu:u

pmacct-janog SELECT * Hide Source
No desc tion
2 Created By Admin @ Updated at 21 hours ago (@ Created at a day ago
m = Format Query £ Data Source| presto-not ka + YFork [BSave* -
default.ocnsearch-querylog 1 select * from "pmacct-janog" | limit 10

default.pmacct-test
default.probe-cloudwars
fault.tot_syslog-topic4
default.twitter-tweet

A default.visionalist

» Refresh Schedule Never @ Last update 16 hours ago

Download Dataset ~
TABLE + NEW VISUALIZATION

KAFKA_KEY EVENT_TYPE MAC_SRC MAC_DST VLAN COS ETYPE AS SRC ASDST PEER_IP_SRC PEER_IP_DST IFACE_IN IFACE_OUT IP_SRC NET_SRC IP_DST NET_DST MASK_SRC MASK_DST PORT_SRC PORT_DS
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