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What is Netflow
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Netflow Version9 / IPFIX
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Netflow Plugin

. Telegraf®Input Service Plugin& L TE#E
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© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia



ELNVA

s BREITFAILDERK

S telegraf -sample-config -input-filter netflow -output-filter influxdb > netflow.conf

+  TelegrafM#2E

S telegraf -config netflow.conf

2017-06-28T23:14:35Z I! Starting Telegraf v1.2.0~rcl

2017-06-28T23:14:35Z I! Loaded outputs: influxdb

2017-06-28T23:14:35Z I! Loaded inputs: inputs.netflow

2017-06-28T23:14:35Z |! Tags enabled: host=ubuntu

2017-06-28T23:14:35Z I! Agent Config: Interval:10s, Quiet:false, Hostname:"ubuntu", Flush Interval:10s
2017-06-28T23:14:357 |! Started Netflow listener service on :2055

2017-06-28T23:14:35Z I! Netflow listening on: [::]:2055




5 & o EEHTSHERE clegrainmE

B JE
- IfiIndexh 5 IfName %E}] Y (:ﬁ@;’k LT. IfName . 7\ [[inputs.netflow]]
jE_ 557]” service_address = ":2055“
- Ifindex & IfName®xt i IEOptionT > T L— b Hhi5 resolve_ifname_by_ifindex = true
B2 .
> select interface_input_snmp, interface_input_name from netflow limit 5 S
name: netflow IL—3DETE
time interface_input_snmp interface_input_name

flow exporter EXPORTER-V9

1498692453423955383 12 FastEthernet8 =
1498692453424201170 13 GigabitEthernet0 destination X.X.X.X
1498692453424343326 12 FastEthernet8 transport udp 2055
1498692453424486283 12 FastEthernet8 template data timeout 10

1498692453424631017 3] |GigabitEthernet0] option interface-table timeout 10
4
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- application_idh' 5 application_nameZz&j#4(Z
fZiR . application_name#% 4 B0

. appliqation_id & application_name® st (&,
I75594 NETRE

> select application_id, application_name from netflow limit 5
name: netflow

time application_id application_name
1498692550621951178 218104261 ssl
1498692551617468331 16777217 icmp
1498692568533525934 218103809 unknown
1498692572501574018 50331771 ntp

1498692572501692164 |50331771 | T

telegrafMEgE

[[inputs.netflow]]
service_address = ":2055"

resolve_application_name_by_id = true




Telegraf Netflow Plugin
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T E®@ Application Metrics

- TV r—2avEDREEAIRIE

Application Traffic Volume (Upload) Application Stats (Upload)

i percentage
netflow.sum {application_name: binary-over-hitp} 3.00%

1.5Mbps netflow sum {application_name- facebook} 324%
netflow.sum {application_name: google-services} 2%

1.0 Mbps netflow sum {application_name: http} 0.14%
netflow.sum {application_name: linkedin} 1.39%

netflow sum {application_name: netbios-ns} 0.05%

500 kbps
] I I I I I I I l netflow sum {application_name: ntp} 0.02%

- - == -
o M N I sRlERSEESEREEER | u E=ln== sEREN - | | netflow.sum {application name: ping} 0.00%

netflow.sum {application_name: netfiix} 5.45%

1610 1615 1620 : - : 1&.45 16:50 1655 700 1705 e e 15.47%
netflow.sum {application_name: twitter} 9.43%
netflow.sum {application_name: unknown} 12.77%
netflow.sum {application_name: youtube} 42.09%

Application Traffic Volume (Download) Application Stats (Download)

e percentage
netflow sum {application_name- binary-over-http} 3.345%
AUl netflow.sum {application_name: dhcp} 0.05%

netflow sum {application_name- dns} 0.14%

15M i
ops netflow.sum {application_name: facebook} 1.79%
10 Mbps I netflow sum {application_name- google-services} 1.12%
netflow.sum {application_name: http} 0.07%
5 Mbps netflow.sum {application_name: icmp} 0.00%
netflow.sum {application_name: Idap} 0.00%

0bps . RN . EEEEEEN - EEE netflow.sum {application_name: linkedin} 0.46%
1610 1615 16:20 25 1630 1635 164«0 1645 1650 1655 17:00 17.05 netflow.sum {application_name: netbios-ns} 0.01%

netflow.sum {application_name: netflix} 217%

netflow.sum {application_name: ntp} 0.00%

netflow.sum {application_name: ping} 0.00%

netflow.sum {application_name: sip} 0.00%

netflow.sum {application_name: ssl} 5.93%

netflow.sum {application_name: twitter} 5.03%

= netflow.sum {application_name: unknown} 295%

== netflow.sum {application_name: youtube} 76.91%




T E® TCP Performance Metrics
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(%) TCP Performance Metrics
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(B FEIF) Calculator Plugin
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J4—IL k& LTJE}]D [[processors.calculator]]
R \\add" E-d—

“eub” 2[¢ [[processors.calculator.operations]]

u field_name ="connection_delay_application_ave"

« “mul” B TFB operator = "div"

“div” = left = "connection_delay_application_sum"
- “div = 5 . :

right = "connection_server_counter_responses”

https://github.com/tetsusat/telegraf/tree/calculator/plugins/processors/calculator
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